THE PUBLIC SAFETY THREAT ALLIANCE:
A CYBER THREAT SHARING INITIATIVE

Public safety organizations need dedicated information and intelligence-sharing capabilities to protect against
cyber threats, which are growing in scale and complexity. To provide them with the knowledge they need to
defend against attacks, Motorola Solutions has established the Public Safety Threat Alliance (PSTA), a cyber

threat Information Sharing and Analysis Organization (ISAQ).

OUR VISION

Our vision is to create a world-class hub that fills the void that public safety agencies experience to
better arm them against the threats we see every day.

By collecting and sharing input about ransomware attacks, indicators of compromise and other
activity, we can provide actionable intelligence that will better inform our customers and the public
safety sector at large on how to defend against them.

OUR SHARED MISSION

The PSTA serves as a cyber threat intelligence sharing, collaboration and information hub for the
evolving cyber security challenges faced by the global public safety community. The PSTA strives
to improve the cyber security posture, defense and resilience of our members.

We collaborate with trusted partners to collect and analyze cyber threat information to protect
public safety organizations and the communities they serve. The PSTA is recognized by the
Cybersecurity and Infrastructure Security Agency (CISA) as an official ISAO.
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TRUSTED LEADERSHIP TO COLLECT A SHARED APPROACH TO REDUCING
AND SHARE INTELLIGENCE THE RISK OF CYBER ATTACKS
Motorola Solutions’ role as a leader in mission-critical communications Cyber threats to Public Safety organizations are increasing in scope,
and cybersecurity for public safety agencies gives us exceptional scale, and complexity but most agencies lack a comprehensive picture
insights into the cyber threats they face. of these threats.
The PSTA collects cyber threat information from law enforcement, The PSTA harnesses a collaborative approach to threat intelligence, and
private sector and other sources and fuses it into a coherent threat leverages the global reach of Motorola Solutions’ cybersecurity services,
picture for PSTA members, providing public safety-focused actionable to enhance visibility of cyber threats to public safety and improve the
intelligence. Our objectives include: cybersecurity posture of the entire community. Member benefits include:
e (Centralizing information from members, trusted partners and e Actionable intelligence from multiple sources, including
Motorola Solutions Cybersecurity Services; member reporting.
e Delivering threat intelligence and proactive defense solutions; and e A wide range of cybersecurity information and resources, including
e Reducing the cybersecurity burden on public safety organizations a Threat Intelligqnce Exchange for secure communications, flash
so they can focus on their mission of protecting life, health and reports for breaking news and zero-day threats, newsletters and
property for their constituents. webinars.

e No cost for public safety entities to join the PSTA, and non-
customers are invited to join. Information sharing is optional but
encouraged.

For more information, please visit: motorolasolutions.com/psta
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