Secure your '
mission-critical
operations

Strengthen your defenses with Motorola
Solutions Cybersecurity Services
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Cyber attacks are a
reality. And the stakes
are high.

For organizations tasked with mission-critical
operations, system downtime can endanger lives. There
is no room for error when safety is on the line. But cyber
attacks continue to accelerate in frequency and impact.
In fact, the annual cost of global cybercrime damage is
expected to rise to nearly

$24 trillion by 2027.

Malware, ransomware, phishing, man-in-the-middle attacks, distributed
denial-of-service attacks, SQL injections and zero-day exploits are some of
the common attacks that can disrupt mission-critical operations without

a moment’s notice. Too often, security strategies are created to “check

the box” on security compliance or as a reaction to a specific attack.
Yesterday's strategies are no longer enough to protect against today’s
advanced and accelerating cyber threats.

The uncertainty and the financial implications of a cyber attack have made
cybersecurity a top concern for organizations. Advancement in cyber
attack techniques and ever-evolving technology are putting relentless
pressure on in-house resources. There is a constant need to update

skills and expertise to manage a complex environment and bolster cyber
resilience. In addition, navigating the landscape of next-generation security
tools can be complex, especially with limited time and budgets.

What's needed? A holistic approach to cybersecurity centered around a
risk mindset that focuses on mitigation options, continuous monitoring,
diagnosis and remediation. We can help. Motorola Solutions offers a
range of security products and services that span your mission-critical
ecosystem including networks, command center software, video security
and radio communications. We're continuously evolving our services to
help you build the cyber resilience required to respond to increasingly
sophisticated attacks. With the seamless orchestration of highly
specialized talent, industry-leading security processes and cutting-edge
tools, we help manage the complexity of cybersecurity so you can focus
On your core mission.

Source: https:/www.embroker.com/blog/cyber-attack-statistics/
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Secured by Motorola Solutions:
services for cyber resilience

Our approach to cybersecurity includes a holistic set of services spanning Professional
Services like Penetration Testing, Incident Response Planning and Risk Assessments, as
well as Security Patching and Managed Detection and Response (MDR). All of our offerings
follow the National Institute of Standards and Technology (NIST) Cybersecurity Framework,
which is aimed at helping organizations manage cyber risk awareness, detection, response
and recovery.

NIST Cybersecurity Framework
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Cybersecurity services

Advisory services
Security patching
Managed detection and response

Incident response planning

Cybersecurity training
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Professional Services

Based on decades of experience working closely with public safety, government and enterprise customers, we offer
Professional Services that help you better understand your specific security environment and prepare for evolving threats.

Our Professional Services offer a structured approach to manage infrastructure and software cyber risks:

Risk assessments and cyber Incident response planning Vulnerability scans

health checks Develop operational playbooks to Identify the type and severity
Discover vulnerabilities and validate help your organization prepare and of vulnerabilities on systems to help
your security posture. respond to the unexpected. prioritize remediation efforts.

Penetration Testing Tabletop exercises Physical security assessments
Employ ethical hacking to test the Simulate real-world attack scenarios Evaluate facility design and
strength of technical controls and to train personnel and test the perimeter controls to prevent
identify exploitable gaps. effectiveness of response plans. unauthorized access.

When performing these services, we begin with interviews, surveys and workshops to define your requirements. Using a
time-tested scorecard methodology, we measure your objectives against cyber resilience readiness to identify risks unique
to your environment. We then deliver a readiness dashboard addressing vulnerabilities, business processes and skills
alignment across your technology, architecture and governance.

These engagements provide actionable insights to prioritize findings based on severity. Reports include remediation or
risk acceptance recommendations to help strengthen your defenses. By leveraging our Professional Services, you gain the
specialized expertise and strategic roadmap needed to withstand security threats and protect your core mission.

Cyber Assurance Program

Our Cyber Assurance Program (CAP) is a bundled suite of Professional Services designed to help improve your defenses
and maintain your cybersecurity posture. CAP can be utilized on its own or as an annual enhancement to our Managed
Detection and Response (MDR) services. Delivered annually to help strengthen your security response plans, the program
includes Tabletop Exercises, Incident Response (IR) Planning, Risk Assessments, Vulnerability Scans and Penetration
Testing. This tailored program is available as a cost-effective multi-year package.

Repeatable process, continuous awareness and evaluation

Pre-assessment On-site assessment Post-assessment
Understand business requirements Perform NIST Alignment, Technical Vulnerability Deliver roadmap and
and define scope and Threat Intelligence Assessments recommendations
Existing operational view and Data Gathering Gap analysis and reporting

cybersecurity practices
Business, tools, skills and process alignment Remediation services
Planning, scope confirmation,
deliverables and expectations

(A s




Security Patching

Security Patching is one of the most
important, but often overlooked, tools to
defend against cyber attacks. All software,
systems and devices need continuous
patching to help remain secure. We work
with you in three phases — identification,
testing and installation — to help make your
patching procedures as efficient and secure
as possible.

First, our dedicated Information Assurance Lab identifies
and validates required security updates to identify any gaps
in your system patches. All hardware and software assets,
network and communication flows and dependencies are
identified, mapped, classified and managed according to
criticality. While it's important to apply patches as soon

as possible once released, for mission-critical systems

it's absolutely essential to thoroughly test them before
deployment. Motorola Solutions’ Security Update Service
(SUS) pre-tests the latest anti-malware definitions and

all applicable software patches in dedicated testing labs.
Once validated as safe, we work closely with you in the
installation phase. We either make the updates for you

or make them accessible on our secure extranet for
implementation, so your organization can easily deploy
them on its own terms.

You cannot effectively patch aging systems. Today’s IP-
based mission-critical networks require periodic upgrades
to stay current. Motorola Solutions provides system
upgrades to enable both software and hardware technology
refresh across your infrastructure while helping maintain
system availability.

We also provide Endpoint Security and Next Generation
Antivirus as foundational protection. These services secure
devices like workstations and servers from becoming entry
points for attacks. Our technology uses analytics to block
suspicious behavior and zero day threats that traditional
software might miss. Included with core mission critical
software subscriptions for PremierOne®, Flex® and VESTA
91 19, these tools help create a hardened environment.
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Managed detection and response

Strengthen the resilience of your mission-critical systems against cyber attacks and evolving
threats. Our managed security services for public safety provide a complete solution to identify
and remediate risks while detecting and responding to cybersecurity threats 24/7.
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ActiveEye co-managed platform

The ActiveEye Security Orchestration, Automation and
Response (SOAR) platform is the unified interface

that provides 24/7 visibility into exactly what our SOC
analysts see. This platform integrates several key security
components to provide a multi layered defense:

Endpoint Detection and Response (EDR): Identifies
anomalies and detects attacks on workstations and
servers.

Network Intrusion Detection (NIDS): Monitors network
traffic for signatures of malicious activity and forced
entry attempts.

External Vulnerability Scanning (EVS): Regularly identifies
software vulnerabilities and insecure settings on internet
facing interfaces.

Log Collection and Analytics: Processes security data
from system components to identify policy violations
and track threat origins.

ActiveEye Remote Security Sensor (AERSS): A physically
deployed sensor that enables real time detection and log
collection within your environment.
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24/7 Security Operations Center (SOC)

Our Security Operations Center (SOC) provides 24/7
monitoring of your networks, applications and devices via
ActiveEye. Staffed by analysts with offensive and defensive
expertise, we use specialized playbooks to help quickly
detect and remediate threats while optimizing security
device configurations to cut through the noise.

Integrated solutions

Our Managed Detection and Response (MDR) services are
purpose-built to integrate with your Motorola Solutions
ecosystem, including ASTRO Land Mobile Radio®, VESTA
9-1-1, Flex and PremierOne CAD systems. This helps
provide seamless compatibility and performance while
helping maintain mission-critical system availability.

Advanced Threat Insights

As an optional add-on to our MDR service, ActiveEye
Advanced Threat Insights expand upon standard SOC
monitoring. These insights help provide in-depth research
for a more complete picture of your security posture.



Your Motorola Solutions edge:
people, process and tools

Effective cybersecurity goes beyond technology. Our industry-leading talent, security processes
and cutting-edge tools provide an integrated approach that helps streamline complexity and
manage risk for your organization.

People

Lack of cybersecurity expertise is a constant challenge for many organizations today. This can slow the adoption and
implementation of critical tools and processes needed for effective cybersecurity protection.

Our people are the driving force of our security culture, which is fully integrated into everything we do. Our experts guide
the entire range of our solutions, constantly striving for more predictive and proactive cybersecurity. They hold top industry
certifications and their expertise is continuously sharpened through comprehensive, ongoing training.

We created the Motorola Solutions Cyber Champions Program, which instills cybersecurity principles and knowledge at a
grassroots level throughout every facet
of the company.

We continuously invest in cyber education and training because when our cybersecurity experts are set up for success, so
are you. We use the NIST Cybersecurity Workforce Framework to guide our cyber education and training efforts.

Our experts are here to help you navigate a complex technology environment so that your people can focus on the mission,
not the technology.

Industry-leading certifications

Our team of experts holds a wide range of top-tier - Certified Ethical Hacker (CEH)
credentials, including: + GIAC Penetration Tester (GPEN)
Certified Information Systems Security Professional Project Management Professional (PMP)
(CISSP)

Offensive Security Certified Professional (OSCP)

Certified Information Systems Auditor (CISA)
CompTIA Cloud+ (Cloud+)

Certified Information Security Manager (CISM)

CompTIA Security+ (Security+)




Process

Our cybersecurity processes are guided by three core objectives: confidentiality, integrity and
availability. Data and information must be confined to people authorized to access it and not be
disclosed to others; data must be kept intact, complete and accurate, with IT systems operational;
and all information must be available to authorized users whenever needed. While many
organizations focus solely on prevention, today’s threat climate requires every enterprise to be
prepared for a “worst-case” cyber attack scenario.

With the NIST Cybersecurity Framework at its core, our approach to cybersecurity focuses on
mitigation options, continuous monitoring, diagnosis and remediation to secure and protect
systems and networks. Our experienced team draws on extensive global knowledge to develop a
service delivery model, architecture and policies that meet your needs.

Tools

Cybersecurity analysts face an overwhelming number of tasks, with one of the most challenging
being filtering through millions of alerts. While these alerts are important to safeguarding your
organization, they are generated by many different devices, platforms and applications, making it
difficult to quickly identify actual threats.

The ActiveEye security platform, which powers our Managed Detection and Response (MDR)
services, helps solve this problem. ActiveEye collects alerts in one place, filters out unimportant
threats and leaves only critical alerts to examine. Additionally, our SOC analysts continually
monitor your systems and network for potential attacks and remediate them as needed so your
security team can focus on other important tasks.

A key feature of ActiveEye is Security Orchestration, Automation and Response (SOAR). SOAR
allows the platform to pull in data from IT networks, endpoints and cloud environments, as well as
mission-critical solutions like PremierOne, Flex, VESTA 9-1-1 and ASTRO systems.

In addition to threat intelligence curated from multiple third-party sources, ActiveEye is
continuously updated with the latest intelligence from the Public Safety Threat Alliance (PSTA).
The platform also uses machine learning to understand and automate human analyst responses,
saving countless hours otherwise spent on manual work.

Public Safety Threat Alliance

Motorola Solutions established the Public Safety Threat Alliance (PSTA) in 2022, a cyber threat
Information Sharing and Analysis Organization (ISAQ) recognized by the Cybersecurity and
Infrastructure Security Agency (CISA). The PSTA is designed to provide public safety agencies
with the knowledge they need to better defend against risks like ransomware and data breaches.
There's no cost to join as a member.

It operates as a single organization focused on the collection, analysis, production and sharing
of actionable cyber threat information. Our global reach, combined with more than 90 years

of experience supporting public safety customers and the communities they serve, allows us
to establish a network of trusted partners and share information and intelligence on the most
pressing cyber threats to public safety from a single web-based platform.
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Cyber resilience done right

Cyber attacks can happen to anyone at any time. Are you
ready? Our cybersecurity services offer the expertise,
cutting edge technology and responsiveness to help you
get there. Partnering with Motorola Solutions allows your
team to focus on your mission instead of worrying about
security. We manage the complexity for you, which means
you are always on pace with innovation at a predictable
cost. Our team of specialists will become your team,
holistically securing your most important communication
assets,anticipating issues before they become problems
and continuously improving plans to prevent future attacks.

Motorola Solutions is the mission-critical communications
leader for a reason. We bring the same trust and
commitment you've relied on for over 90 years to every
cybersecurity service we offer. With industry-leading people,
processes and tools we're redefining what it means to ensure
resilience for mission-critical operations.
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See how Motorola Solutions can help keep your organization secure.
To learn more, visit: www.motorolasolutions.com/cybersecurity
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