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VESTA® 9-1-1 NETWORK WITH
ADVANCED CYBERSECURITY SERVICES

CYBER ATTACKS CAN LEAD TO DOWNTIME

As cyber attacks become more frequent and sophisticated, and mission-critical
communications networks become interconnected to other IP-based systems,
prevention and proactive risk management are critical. In addition, finding and
retaining qualified cybersecurity professionals is more challenging than ever. As
a result, Public Safety Answering Points (PSAPs) must consider next-generation
cybersecurity solutions to better detect and defend against advanced threats.

STAY AHEAD OF THREATS

Protecting people starts with protecting the PSAP, and
public safety organizations need mission-critical networks
to be fully available and resilient to cyber attacks. The
risks to organizations both large and small are growing as
threats like ransomware become increasingly profitable

for cyber criminals. Having security elements like antivirus,

firewalls or unmonitored intrusion detection systems
inspecting traffic is no longer enough. A cyber attack can
not only bring your network down — it can also cost you
millions of dollars in remediation, along with lost trust and
damage to your reputation. Most importantly, downtime
can result in lost lives.

SOLUTION BRIEF | ADVANCED CYBERSECURITY SERVICES FOR VESTA 9-1-1

Motorola Solutions advanced Cybersecurity Services
can proactively identify weaknesses through
continuous vulnerability scanning, and enable faster
response to cyber attacks through signature and
anomaly-based network intrusion detection.

In addition, we constantly monitor public safety-
specific threat intelligence across radio and
emergency call handling, as well as surface web and
dark web intelligence, giving us extensive visibility
into threats and threat actors targeting public safety.
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MOTOROLA SOLUTIONS —
YOUR TRUSTED PARTNER

As a leading provider of mission-critical solutions, we understand your mission
can only be as secure as your partners enable you to be. Our goal is to provide
you with transparency, accountability and security that's built-in from the start.

24X7 SECURITY OPERATIONS CENTER (SOC)

Motorola Solutions cloud-based ActiveEyeS™ platform

provides a single pane of glass for your operations team

to monitor the security of your infrastructure, ensuring
you're always in the loop. Staying informed is as easy as
setting up notifications channels that match the way you
waork. Whether you communicate best over Slack, Teams,
PagerDuty, email or phone, the ActiveEye team can easily
stay in touch. As a co-managed security solution, the
Activekye platform allows you to be fully engaged with our
24/7 SOC and perform your own investigations and data
analysis as needed.

SECURITY MONITORING

Comprehensive Security Monitoring services include log
collection and analysis, network intrusion detection and
network traffic analysis. This enables us to establish a
baseline for what's “normal” on your network and spot any
anomalies that may indicate malicious activity within it,
including malware, ransomware or worms. By continuously
monitoring network traffic, we can also detect data
exfiltration or early signs of DDoS attacks and other threats.

VULNERABILITY AND THREAT
MANAGEMENT

Our automated and recurring Vulnerability Scanning
solutions provide insights into weaknesses in your network.
With Vulnerability and Threat Management, you'll be
alerted to critical vulnerabilities that require action.

STRATEGIC THREAT INTELLIGENCE

We have an internal threat intelligence program focused
on the current cyber threats to public safety, as well as
capabilities to provide surface web and dark web threat
intelligence. We leverage this real-world data to protect
our systems from the adversaries who are attacking
public safety agencies. Our Strategic Threat Intelligence
capabilities can be purchased in combination with our
other cybersecurity offerings, or as a standalone service.
Automated threat hunting services included with this
service look for indicators of compromise (I0C) to identify
attackers who may already be on your network.

@ MOTOROLA SOLUTIONS

We believe that our set of highly knowledgeable people with industry

certifications, best-in-class organizational policies and procedures and state-of-
the-art automation and analytics tools enables us to uniquely deliver enhanced

cybersecurity solutions that address your needs today and in the future.

GLOBAL SCALE
& EXPERIENCE

300+

SECURITY EXPERTS
FOCUSED ON 24/7
MONITORING &
RESPONSE

Our ActiveEyeSM platform
provides comprehensive,
24/7 cybersecurity coverage,
while our SOC experts
continuously monitor your
9 B systems and data to detect
and respond to threats.
SECURITY EVENTS

PROACTIVELY
MONITORED EACH DAY

100%

CO-MANAGED APPROACH
FOR VISIBILITY AND

CONTROL
YEARS OF EXPERIENCE
DEVELOPING Get complete visibility into
CYBERSECURITY all security activity via a
SOLUTIONS single view.

For more information on Cybersecurity Services contact
your Motorola Solutions representative or visit us at
www.motorolasolutions.com/cybersecurity
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