
Motorola Solutions CJIS Compliance
Program
Motorola Solutions is committed to helping our public safety customers meet the requirements
of the Criminal Justice Information Services (CJIS) Security Policy (CJISSECPOL) set forth by
the United States Federal Bureau of Investigation (FBI) CJIS Advisory Policy Board (APB).

The Director of the FBI approves the policy under the recommendation of the APB, which is
composed of state, local, tribal and federal criminal justice representatives that develop policy
recommendations for the family of CJIS systems, including the CJISSECPOL with published
administrative, technical and physical controls to protect Criminal Justice Information (CJI).

1. Scope - CJISSECPOL provides the required controls to protect the full life cycle of CJI
while processing, at rest, or in transit. The requirements also address security and
privacy around the creation, viewing, modification, transmission, dissemination, storage,
and destruction of CJI.

2. Applicability - CJISSECPOL applies to every individual, contractor, private entity,
noncriminal justice agency representative, or member of a criminal justice entity with, or
who operate in support of, the information systems that may contain the CJI.

3. Shared Responsibility - As a provider of solutions that help public safety agencies
manage and utilize CJI, Motorola Solutions and its customers work together to fulfill
CJISSECPOL requirements.

Through the Motorola Solutions CJIS Compliance Program we serve our public safety
customers as a trusted partner in protecting mission critical data, including CJI. Toward that
end, our program provides:

1. Product Advisory: Guiding Motorola Solutions product development teams on the most
current CJIS requirements

2. CJIS Policy Modernization: Helping Motorola Solutions software developers, engineers,
support personnel and customers understand and implement relevant policy changes as
the FBI aligns policy controls to NIST 800-53 Rev. 5

3. Customer Background Screening Support: Supporting your needs with a skilled team of
CJIS specialists

4. FBI/State CJIS Audit Support: Providing documentation and advice for public safety
customers undergoing a CJIS audit

5. Cloud Services: Collaborating with Microsoft and AWS government cloud solutions,
customers and state CJIS System Agencies to ensure that our solutions meet CJIS
control requirements in all states
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Personnel Credentialing: All Motorola Solutions personnel who have unescorted access
to unencrypted CJI, including physical, logical access are required by Motorola Solutions
to complete:

○ CJIS Security Awareness Training prior to being allowed unescorted access to
encrypted CJIS data, and annually thereafter.

○ Fingerprint-Based Record Checks in the relevant personnel’s state of residence.
○ CJIS Security Addendum Execution between Motorola Solutions and any

customer to reinforce the requirement for relevant Motorola Solutions personnel
to comply with CJISSECPOL.

Our Commitment:We value our continued partnership with customers to enable them to
achieve compliance with CJISSECPOL and successful completion of CJIS Audits. Please reach
out to our team through your sales representative with any questions.
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