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Intellectual Property and Regulatory
Notices

Copyrights

The Motorola Solutions products described in this document may include copyrighted Motorola
Solutions computer programs. Laws in the United States and other countries preserve for Motorola
Solutions certain exclusive rights for copyrighted computer programs. Accordingly, any copyrighted
Motorola Solutions computer programs contained in the Motorola Solutions products described in this
document may not be copied or reproduced in any manner without the express written permission of
Motorola Solutions.

No part of this document may be reproduced, transmitted, stored in a retrieval system, or translated
into any language or computer language, in any form or by any means, without the prior written
permission of Motorola Solutions, Inc.

Trademarks

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or
registered trademarks of Motorola Trademark Holdings, LLC and are used under license. All other
trademarks are the property of their respective owners.

License Rights

The purchase of Motorola Solutions products shall not be deemed to grant either directly or by
implication, estoppel or otherwise, any license under the copyrights, patents or patent applications
of Motorola Solutions, except for the normal non-exclusive, royalty-free license to use that arises by
operation of law in the sale of a product.

Open Source Content

This product may contain Open Source software used under license. Refer to the product installation
media for full Open Source Legal Notices and Attribution content.

European Union (EU) and United Kingdom (UK) Waste of Electrical and
Electronic Equipment (WEEE) Directive

=== The European Union's WEEE directive and the UK's WEEE regulation require that products sold
into EU countries and the UK must have the crossed-out wheelie bin label on the product (or the
package in some cases). As defined by the WEEE directive, this crossed-out wheelie bin label means
that customers and end-users in EU and UK countries should not dispose of electronic and electrical
equipment or accessories in household waste.

Customers or end-users in EU and UK countries should contact their local equipment supplier
representative or service centre for information about the waste collection system in their country.

Disclaimer

Please note that certain features, facilities, and capabilities described in this document may not be
applicable to or licensed for use on a specific system, or may be dependent upon the characteristics of
a specific mobile subscriber unit or configuration of certain parameters. Please refer to your Motorola
Solutions contact for further information.
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Read Me First

This manual contains information about ASTRO Over-the-Air IMPRES™ Battery Fleet Management
and how to use the system.
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Notations Used in This Manual

Throughout the text in this publication, you will notice the use of warning, caution, and notice notations.
These notations are used to emphasize that safety hazards exist, and due care must be taken and
observed.

WARNING: WARNING indicates a potentially hazardous situation which, if not avoided, could
A result in death or injury.
A CAUTION: CAUTION indicates a potentially hazardous situation which, if not avoided, might
result in equipment damage.
¥4

NOTE: NOTICE indicates an operational procedure, practice, or condition that is essential to
emphasize.
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Chapter 1

General Troubleshooting

If you encounter any issues with your IMPRES™ Battery Fleet Management software, try the following
solutions:

» Ensure the Operating System (OS) used on your PC is supported. Refer to IMPRES Battery Fleet
Management Installation Manual, MNO07473A01 for list of supported OS.

» Ensure the IMPRES Battery Fleet Management software is the latest version. If not, update to the
latest version and verify if the same issue still exists.

1.1
Common Solutions

Ensure that the three default services for the IMPRES™ Battery Fleet Management software are
running.

* Select Start—Run

* Type ""services.msc"" and press Enter.

* In the Service window, ensure that the status for these services is Started.
- Motorola IMPRES Fleet Management Analysis Service
- Motorola IMPRES Fleet Management Device Service
- Motorola IMPRES Fleet Management Service Proxy

E/ NOTE: If user selects Web Service installation in Install Wizard dialog box, the following
service runs:

- Motorola IMPRES Fleet Management Radio Network Service
- Motorola IMPRES Fleet Management Unified Network Service

* Restart any of these default services when abnormal behavior is encountered, and restart the
IMPRES Battery Fleet Management software.

1.2
Client PC is Unable to Connect to the Server PC

When Client PC is unable to connect to the Server PC, try the following solutions.

Procedure:

1 Change the Server Address/Port. Ensure that the IMPRES Battery Fleet Management software
is running as administrator so that the changes take effect.

2 Ensure that all Server and Client PC is installed with the latest version of IMPRES Battery Fleet
Management software to avoid any incompatibility issue (example: different database structure).

3 If IMPRES™ Battery Fleet Management services used for Server or Client setup are blocked
by the PC windows Firewall, refer to the Setting up Server/Client Environment section in the
IMPRES Battery Fleet Management Installation Guide document to allow IMPRES Battery Fleet
Management through windows Firewall.
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1.3
Unable to Activate Software

Prerequisites: When encountering activation issues, try the following solutions.
1 Ensure that the latest version of IMPRES Battery Fleet Management software is installed.

2 Activate the IMPRES Battery Fleet Management software using Offline Activation if Online
Activation failed.

3 If Online or Offline activation fails, or activation successful but fails during the next IMPRES Battery
Fleet Management software startup, perform the following steps:

Procedure:
1 Close the IMPRES Battery Fleet Management software.
Set Folder Options setting to show hidden files.
Goto C:\ProgramData\IsolatedStorage and delete everything in the folder.

Relaunch IMPRES Battery Fleet Management software.

a b~ WODN

Redo the activation.

E/ NOTE: Do not delete this folder if there are no issues pertaining to activation.

E/ NOTE: Running the IMPRES Battery Fleet Management application on a Virtual Machine
with a dynamic physical MAC address can cause the application to lose activation.
Configure the Virtual Machine with a static or a manual physical MAC address to run the
IMPRES Battery Fleet Management application on a Virtual Machine.

E/ NOTE: Running the IMPRES Battery Fleet Management application on a PC that has
Wi-Fi as its primary NIC could cause loss of activation if the Wi-Fi is set to RANDOMIZE
the MAC Address. To run the IMPRES Battery Fleet Management application on a PC
that has Wi-Fi as its main NIC, ensure that RANDOM MAC Address is turned off in the
Wi-Fi Settings.

Postrequisites: If activation issues persist, provide the following information to the service team:
« PC Operating System (example: Windows™ 10 Pro-64-bit)

IMPRES™ Battery Fleet Management software version and region (example: FM V3.5)
» Customer Entitlement ID

» Machine HostID (Available on the Offline Activation Interface)

» Activation Log. Perform the following steps to get activation log:

1 GotoC:\Program Files (x86)\Motorola\IMPRES Fleet Management.

2 Open “log4cxxconfig.xml” with any text editor.

3 Scroll to the end of the file, at the setting priority value="ERROR”, modify it to priority
value="ALL".

Redo the activation.

5 Select Back to go back to C:\Program Files (x86)\Motorola\IMPRES Fleet
Management.

6 Get the Activation log file from LOGS folder and attach it to the engineering team.
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1.4

Database Error Messages

This section describes the error messages when installing and running the Battery Fleet Management

application.

Errors During Installation

Table 1: Error Messages

Errors

Actions

Database will not install
with error trying to ac-
cess SQLNCLI

Perform the following steps when your setup does not allow running
applications from the download location of the administrator account
and an error message Can't find SQLNCLI appears.

1 Go to Microsoft site.
2 Choose Download SQLNCLI
3 Peform manual install.

4 Reinstall the SQL Express package.

Database is not installed
properly

Perform the following steps when you receive a database error mes-
sage such as Database is not installed properly...

1 Navigate to C:\Program Files (x86)\Motorola\IMPRES
Fleet Management.

2 Run FleetDatabaseUpgrade.exe as administrator.

The script rebuilds all the tables and stored procedures used in Fleet
Management (FM) database to the latest version.

NOTE: Ensure that the script is running without error.
dbupgrade. txt log file is generated in the same folder.

When Running the Fleet
Management Application

Perform the following steps when you receive a database error mes-
sage such as Retrieve data failed... or any other error message.

1 Select Start—Run—Event Viewer.
2 Expand Applications and Services Logs.

3 Right-click on the FleetManagement and select Save All Events
As....

Select English for Display Information.

Send the Fleet Management (FM) event logs to the engineering
team for investigation.

Retrieve Data Failed

This error message is an indication that the SQL database is not accessible. The following lists the

possible causes:

* SQL Express Service is not installed.

« SQL Express Service is not running.

« SQL Service was uninstalled and reinstalled, deactivating the Battery Fleet Management database.

10
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u Motorola IMPRES Battery Fleet Management X
G Retrieve data failed. Some error happened on the server side.

E/ NOTE: See Fixing Retrieving Data Failure on page 11.

Cannot Connect to Analysis Service

This error message is an indication that the analysis service is not running or cannot be contacted. The

second case is where a client machine is unable to connect to the server.

u Motorola IMPRES Battery Fleet Management x

Cannot connect to Analysis Service! Please make sure the service is runing and you have the right
network configuration.

E/ NOTE: See Fixing Analysis Service Connection on page 12.

1.4.1
Fixing Retrieving Data Failure

Perform the following steps when you receive a Retrieve Data Failed error.

Procedure:
1 Select Start—>Run.
2 Type ""services.msc"".
3 Press Enter.
4 In the Service window, ensure that the status for SQL Server (SQLEXPRESS) is Running.

<. Services - [m] X

File Action View Help

e @ Boz Hm »mun

. Services (Local) . Services (Local)
Motorola IMPRES Fleet Name Description Status Startup *
Managenent Analysis Seriice & Microsoft Windows SMS Router Service. Routes mess.. Running  Autom

Motorala IMPRES Fleet Management Analysis Service Provides IM..  Running

Stop the service

Restart the service X Motorala IMPRES Fleet Management Device Service Communicat.. Running  Autom
&k Matorala IMPRES Fleet Management Radio Network Service Communicat... Disable
Bescrd 1€ Motorola IMPRES Fleet Management Service Proxy Communicat.. Running  Autom
escopton N £, Motorola IMPRES Fleet Management Unified Network Service Communicat.. Disabl
Provides IMPRES analysis services o
£: Motorola IMPRES Fleet Management Web Application Service Enable Web .. Autom
&k Natural Authentication Signal aggre.. Manue
& NetTcp Port Sharing Service Provides abil.. Disabl «
< >

\ E)«ended/\‘ Ssandard/

5 Perform one of the following options:

11
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1.4.2

If... Then...
the Service is not running right-click on the service and select Start.
the SQL Server service fails to start check if the Fleet Management database

files are in the correct filepath: C: \Program
Files (x86)\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\

DATA
If the Fleet Management Database files reinstall the IMPRES Battery Fleet Manage-
do not exist ment package.

Fixing Analysis Service Connection

Perform the following steps when you receive a Cannot Connect to Analysis Service error.

Procedure:

1

2
3
4

5

12

Select Start—Run.
Type ""services.msc"".
Press Enter.

In the Service window, ensure that the status for Motorola IMPRES Fleet Management
Analysis Service is Running.

< Services - [m] X
File Action View Help
s @ EBdz Hm »enw
+. Services (Local) * Services (Local)
Motorola IMPRES Fleet Name Description Status Startuy

Management Analysis Service

Microsoft Windows SMS Router Service. Routes mess.. Running  Autom

R EES Moatorola IMPRES Fleet Management Analysis Service Provides IM..  Running
Restart the service Motorala IMPRES Fleet Management Device Service Communicat.. Running  Autom
&k Matorala IMPRES Fleet Management Radio Network Service Communicat... Disabli
Descri &) Motorola IMPRES Fleet Management Service Proxy Communicat.. Running  Autom
escopton N £ Motorola IMPRES Fleet Management Unified Network Service Communicat.. Disabl
Provides IMPRES analysis services %
£ Motorola IMPRES Fleet Management Web Application Service Enable Web ... Autom
&k Natural Authentication Signal aggre.. Manuz
& NetTcp Port Sharing Service Provides abil... Disabl «
< >

\ Extended / Standard /

Perform one of the following options:

If... Then...
the Service is not running right-click on the service and select Start.
the error is because of a client machine a Ensure that you run the IMPRES Battery
is unable to connect to the server Fleet Management as an Administrator.
b Reconfigure the server address and
server port.
¢ Click OK.
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1.5

ASTRO OTABM Network or Application Configuration Problem

This section describes the troubleshooting procedures for ASTRO Over-the-Air Battery Management
(OTABM) network or application configuration problems.

Table 2: Network or Application Configuration Problem

Ensure IP connectivity is established.

Scenario Action

The APX radios and IMW Log on to Intelligent Middleware (IMW), access
the windows command line by pressing WIN-
pows Key + Rand press Enter. You can suc-
cessfully ping through IP address or by fully
qualified domain name of one or more APX
portable radios. The radio IP address can be
found on the IP menu (if this menu is config-
ured on the radio). Scroll down and select the
required IP menu.

The battery management server and IDM Log on to the battery management server, ac-
cess the command line and ping the IP address
or fully qualified domain name that is configured
for the Internet Download Manager (IDM) in the
battery management configuration menu.

The battery management server and IMW Log on to the battery management server, ac-
cess the windows command line by pressing
WiNnpbows Key + R and press Enter. Ping the IP
address or fully qualified domain name that is
configured for the IMW in the battery manage-
ment configuration menu.

The battery management server and the battery  Log on to the battery management client, ac-

management clients cess the windows command line by pressing
Winpows Key + R and press Enter. Ping the IP
address or fully qualified domain name that is
configured for the battery management server
in the battery management configuration menu.

If the IP connectivity is not found when testing between each of the network end-points, continue
troubleshooting by checking connectivity to any intermediate network switches or routers between the
end-points. If connectivity is not confirmed using the IMW, IDM or battery management host by fully
qualified domain name, change to pinging by IP address to rule out a domain name service resolution
issue. Domain Name System (DNS) resolution may be provided by the Windows host file or by an
external DNS server.

1.6
ASTRO OTABM Application Configuration Problem

This section contains troubleshooting procedures for ASTRO Over-the-Air Battery Management
(OTABM) application configuration problems.

If the ASTRO Radio System Intelligent Middleware (IMW) and the Unified Network Service (UNS) of
the Battery Fleet Management application are communicating, UNS Connected is displayed in green
text at the bottom of the Radios and Batteries window.

13
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Additionally, once the UNS and the IMW are initially communicating, if there are any connection issues,
errors are reflected in the UNS. 1og file which can be found in the battery management server
application root directory if the value of Debug key in
Motorola.FleetManagement.UnifiedNetworkService.WS.exe.config is set to v.

After verifying IP connectivity between each of the required end points, check that the applications are
configured correctly.

1.6.1
Troubleshooting Procedures

The sections contains the troubleshooting procedures for battery management server.

Procedure:

1 Confirm that the Identity manager (IDM) and IMW fully qualified domain names or IP addresses
are correctly entered on the battery management server configuration screen. Check that the
UNS and IMW client is enabled and that the user name and password match those configured in
IDM.

2 Navigate to Start and type ""services.msc"".

Ensure Motorola IMPRES Fleet Management Unified Network Service is running.

1.7

Contacting Service Team

If your issue still persist, contact your service team and provide the following information:
» PC Operating System (example: Windows 10 Pro-64-bit)

* |IMPRES Battery Fleet Management software version and region (example: FM V3.5)
* Issue encountered

* Detailed steps to reproduce the issue

14
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Chapter 2

Firewall Configuration

This chapter provides guidelines for troubleshooting the installation. For non-installation
troubleshooting, refer to MN0O07501A01 IMPRES Battery Fleet Management Troubleshooting Guide.

21
Configuring Firewall

In some instances, the computer Windows Firewall blocks any communication services from other
computers. The Windows services block the IMPRES Battery Fleet Management Server or Client
setup. Perform the following steps to allow the IMPRES Battery Fleet Management application to
communicate through Windows firewall.

1 Select Start—Control Panel-System and Security.

Control Panel —

“« v 4 > Control Panel v O O Search Control Pane
Adjust your computer's settings View by: Category ¥
System and Security < User Accounts
Review your | System and Security a &) Change account type

Save backup| View and change system and security

Backup and | status, back up and restore file and Biih

system settings, update your Appearance and Personalization

N Netwark § computer, view RAM and processar ==
\ speed, check firewall, and more.

View networksveresormerroswes .,i Clock and Region
~ Change date, time, or number formats

7 Hardware and Sound

ﬁ1 View devices and printers Ease of Access
Add a device @

Let Windows suggest settings

Adjust commonly used mobility settings Optimize visual display

~. Programs
[.) Uninstall a program
Get programs

2 Select Allow an app through Windows Firewall.
‘ System and Security - O

— v 1T ‘ > Control Panel > System and Security v (&) 2 Search Control Pane

Control Panel Home . .
Security and Maintenance

Review your computer’s status and resolve issues Q Change User Account Contral settings
Troubleshoot common computer problems

® System and Security
Network and Internet

L
Hardware and Sound ﬂ Windows Defender Firewall

Check firewall status |Jf Allow an app through Windows Firewall |

Programs

User Accounts

System
Appearance and View amount of RAM and processor speed 9 Allow remote access | Launch remote assistance

Personalization See the name of this computer

Clock and Region -
¢ Power Options

Change battery settings | Change what the power buttons do | Change when the computer sleeps

ti\'l £

Ease of Access

File History

Save backup copies of your files with File History | Restore your files with File History

3 Click Change Settings—Allow another app to communicate through Windows Firewall.

15
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Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name

{Microsoft.DesktopApplnstaller_1.0.22011.0

x64_ Bweky

@®{Microsoft.DesktopApplnstaller_1.0.30311.0_x64__8wekyb3dabb...

@®{Microsoft.Messaging_3.43.27001.0_x64_ Bwekyb3d3bbwelms-r...
@{Microsoft.Messaging_4.1901.10241.0_x64_ Swekyb3d3bbwe?ms...
@{Microsoft.MicrosoftEdge_44.17763.1.0_neutral__8wekyb3d3bbw...
@{Microsoft.MicrosoftEdge_44.17763.1.0_neutral __Bwekyb3dBbbw...

@{Microsoft.0OneConnect_3.1807.1991.0_x64_ Bwekyb3d8bbwelm...
@{Microsoft.OneConnect_3.1902.361.0_x64__Bwekyb3dEbbwe?ms...
@{Microsoft.PPIProjection_10.0.17763.1_neutral_neutral_cw3n1h2t..,
@{Microsoft.PPIProjection_10.0.17763.1_neutral_neutral_cw3n1h2t..,

@{Microsoft. MicrosoftOfficeHub_17.8918,5926.0_x64_ Bwelyb3dE...

| @{Microsoft.Windows.Cortana 1.11.5.17763 neutral neutral cw3n...

| @ Change sett'irE

Allow another app...

4 From the Add and App window, click Browse to locate the IMPRES Battery Fleet
Management Service Application (.exe).

. B e
+ o * Comrol Penst + System and Secusity

5

Allow spps to commumecate thi  Drganes ~ Pl i e

§ [t

ey R——
Teaadl, aned than ok 0N
- This BT

e | = Destlog
i T .

& DR
i s
1 = Pchre
1 W ickeas
j 4 Lcal Dk 1)
] o w7 W
L w CyOl3e oy i
e :
[ ]
T RO e
i A e wARS: nomead P 1 208 e

b Netwoek

o Ty sl Canesl

Click Open.

a

« Mgionga ¢ BAPRES Fieer Management *

e

n-us
g
velime por
I0GS
Upsdaied i

¥ bemilalatees o age

W Monoiola FlestMaragement Analyss Wis
W Mnainl af | sstlana gemeii Dol ceSave e WS

W A o F e Ut T s S VS

T Maciarla Flmetidana pement S eree
W) b i e UM (ot . 5 6 O Prcomy VS
¥ ol FiestMaragerment Servion WS

W) Ao F) 8 Ol G L LI i R T R S BT 140 PN h -

i

L [T ST PR———rro

Appicataons [* ees® eom?iody -

o
.

6 Ensure that the Network Type is selected by default to allow firewall for Domain only.

7 Click Add to select applicaton file into list.
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Select the app you want to add, or chick Browse to find one that is not
ksted, and then click OK.

Apps:

@ Motorala. FlectManiagement. Analysis. Win

Allow this app or port to communicate through Windows
Firewall for the sslactad network typa:

] Domain: Metworics at & workplaos that are
atlachad to a doman

[ Provate: Mebvrks at harme or work wbere you
now ranal truesd the peaple and desces on the
mhvene k

!_]ﬁ.l“l! Bostwennrkss in puihis: places such as
airpaorts o colfes shops

Path: C\Program Files [x86]\Motorola' IMPRES Fe|  Browse. ..

o] o

¥hat are the nisks of unblocking an apa?
You can choose which network types b add this app to.

Repeat steps 6 on page 16 and 7 on page 16 to add other service application files.
Click OK to close the window.

t W ' Control Perel * Systemand Securily * ‘Windows Firewsll + Allowsd sops w L h Count ine 2

Allow apps to communicate 1h-q,.gh Whinkdows Firewall
Ta add, change, or remove allowed apps and ports, dick Change settings.
W

i fust are e risies of slcwing an spg bo communicass? 9-:':.'._'-.».-.!. W

Amawed apps and teatees

Peame Doman  Prwate  Mibhe A
2 Microrol Siuve
& Microso Tips
& Mierosull Wi

B Mool alleeManagenmnl DeviveSenvice

& Matoiu| s NeeManapeEnL RedioMeiwonideve WS
= Motmold TieelMsngpement Serie

2 Mokoola MesManageenl Servive Proeg WS

B Mt ol MeeManageent Service W5

= Maloiol s MeelManagement UnilbedhetworkSendue W3
= Mo KTV

2 MEN Money

mEODo0o0oDoEl e e
BEOOOOOCDENE R B

W

gmnmmmmmm:nmmn
F

Feasirairve
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2.2

Enabling Windows Firewall to Accept Messages From UDP

Ports (MOTOTRBO OTA)

In some instances, the computer firewall blocks any messages from TCP or UDP ports. The UDP
port blocks battery messages exchange over the radio RF links. You are not able to see any radio
registration and battery data exchanges information in IMPRES Battery Fleet Management. The
following are the procedures to enable the TCP/UDP inbound/outbound ports.

Procedure:

1 Navigate to the Control Panel and select System and Security.
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‘ | System and Security
us

Save backup copies of your files with File History
Backup and Restore (Windows 7) .
—

Find and fix problems

User Accounts
G Change account type

Appearance and Personalization
Change the theme

\‘ € Network and Internet p: Clock, Language, and Region
View network status and tasks T ! Add a languzge

Change input methods

Choose hamegroup and sharing options

Hardware and Sound Change date, time, or number formats

1 :lcj:: dz\nc_es and printers Ease of Access
B e Let Windows suggest settings

Adjust commonly used mobility settings Optimize visual display

“~~. Programs

. Uninstall a program
Get programs

2 Select Windows Firewall.

Security and Maintenance
Review your computer’s status and resolve issues G Change User Account Control settings
Troubleshoot commaon computer problems

‘ |Wmd0ws Firewall |

Check firewall stetus | Allow an app through Windows Firewall

System
View amount of RAM and processor speed GAIIOW remote access | Launch remote assistance

See the name of this computer

‘-jj Power Options

Change battery settings | Change what the power buttons do | Change when the computer sleeps

3 Select Advanced settings in the windows firewall window.

T =
Windows Firewall

€= w o ﬂ > Control Panel > System and Security > Windows Firewall

i PR Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.

through Windows Firewall i
G Change notification settings . o Domain networks Connected ()
G Turn Windows Firewall on or =

oif . @ rrivate networks Not connected ()

S Restore defaults

G . & Guest or public networks Not connected ()
Advanced seflings

Troubleshoot my network

4 Select Inbound Rules at the left panel and click on New Rule... at the right panel.

* Windows Firewall with Advanced Security

File Action View Help
=% 2 = HMm

2 bdns st o o) [ |-

l(')\;l::;d Rules hane Group Profile  Enabl A -
%% Connection Security Rules € BES Client Al Yes
5 M, Monitoring 9 BES Client (CMPv4) Al Ves v
@ BES Client ((CMPvS) Al Yes .

5 Select Custom and click on Next button.
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* New Inbound Rule Wizard

Rule Type
Select the type of firewall nule to create.

Steps:
@ Rule Type ‘What type of rule would you like to create?
@ Program
@ Protocol and Ports O Program
b Soane Rule that controls connections for a program.
@ Action O Port
@ Profie Rule that controls connections for a TCF or UDP port.
@ Name ) Predefined:
Allloyn Router
Rule that controls connections for a Windows experience.
(@ Custom
Custom rule.

Concel

(¥

6 Select This program path —Browse—Next.

E/ NOTE:
Browse and locate the IMPRES Battery Fleet Management application (.exe) file.

The default full path for the application file is located at C: \Program Files
(x86) \Motorola\IMPRES Fleet
Management\Motorola.FleetManagement.Analysis.Win.exe.
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* New Inbound Rule Wizard

Program

Steps:

Rule Type
Program

Protocol and Ports
Scope

Action

Profile

Name

& & & & & & &

Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

O All programs
Rule applies to all connections on the computer that match other nule properties.

@ This program path:
|\IMPRES Fleet Managf:rmaﬂt\Moturula.FhaetManagerner't.mdysis‘\‘\I*n.maI= Browse...

Example: ¢ \path'program exe
%ProgramFiles %\browser\browser exs
Specify which services this nule applies to.

7 Select UDP—Next.

* New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.
Sieps:
@ Fule Type To which ports and protocols does this rule apply?
@ Program
@ Protocol and Ports Froloool type! UDP =
@ Scope Protocol : e
@ Action .
@ Profile Local port: Al Forts =
@ Name
Bxample: B0, 443, 5000-5010
Remote port: All Ports v
Example: 80, 443, 5000-5010
Intemet Control Message Protocol stomize
(ICMP) settings:
<Back || Net> ||| Cancel
8 Click Next.
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* Mew Inbound Rule Wizard

Scope
Specify the local and remote |IP addresses to which this rule applies

Sieps:

& FRule Type

@ Progam Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address

Scope O These IP addresses:

@
@ Action Ad
@ Profie e
Ed
-

Name

Customize the interface types to which this rule applies: [ Customize... |
Which remote IP addresses does this rule apply to?

® Any IP address

(O These IP addresses:

9 Select Allow the connection—Next.

ﬂ New Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
@ Program
> - (@) Allow the connection
0 otcicnl kb Fort This includes connections that are protected with IPsec as well as those are not.
@ Scope
A () Allow the connection if it is secure
. e This includes only connections that have been authenticated by using IPsec. Connections
@ Profie will be secured using the settings in IPsec properties and rules in the Connection Security
" Rule node.
L ame

() Block the connection

e [

10 Select Domain, Private, Public and click Next.
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* New Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:
@ FRule Type When does this rule apply?
@ Program
@ Protocol and Ports [ Domain
@ Scope Applies when a computer is connecied to its corporate domain.
@ Action [ Private
Applies when a computer is connected to a private network location, such as a home
@ Profile
or work place.
@ Name =] Public
Applies when a computer is connected to a public network location.

T e

11 Type udp port inbound in the Name field and click Finish.

* New Inbound Rule Wizard

Name
Specify the name and description of this rule

Steps:
Rule Type

Program

Protocol and Ports

Scope
Action
Profile Description (optional):
Name

|udpJ;crt_hbc|.rld

&« & & & & & &

T ==

New inbound rule is created, and the inbound UDP port is allowed for IMPRES Battery Fleet
Management application.
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12 To add a new outbound rule, select Outbound Rules in the left panel and click New Rule... in

the right panel.

* Windows Firewall with Advanced Security

File Action View Help
5|25 = BE

o Windows Firewall with Advance TR E L Actions

g Inbound Rules ~ : ~
-
Outbound Rales Name Group Profile Enabl Outbound Rules =~
& Connection Security Rules @ @{Microsoft.3DBuilder_10.9.50.0 x64_... @{Micreso... All Yes
, ™, Monitoring 2E{rtv:!:rasuﬁ"::[’)iu:!de‘ljj:o.3‘131‘.2::5... EEE’:!C'QSQI" I‘\i: :’:s T Filter by Profile »

13 To add a new outbound rule, repeat step 5 to step 11.
14 Name the new rule, such as udp _port outbound and click Finish.

* New Outbound Rule Wizard

Name
Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports

Name:
[ude_port_outbound|

Scope
Action
Profile Description (optional):
Name

& & & & & & &

<Back | Fnsh |  Cancel
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Chapter 3

IMPRES Gen 2 Charger Drivers
Manual Installation

3.1
Installing IMPRES Gen 2 Charger Drivers Manually (Method 1)

You can perform a manual install of the IMPRES Gen 2 driver if your IMPRES Gen 2 charger drivers
are not properly installed or the IMPRES Battery Fleet Management application is unable to detect
IMPRES Gen 2 charger after the charger is connected to PC.

Prerequisites: To perform a manual installation on IMPRES Gen 2 drivers, exit all the IMPRES
programs running on your computer. Connect the USB cable to the USB port on your computer.
Procedure:

1 Run Command Prompt as Administrator.

2 Perform one of the following options:

If... Then...

using 64-bit computer a Change the directory to the IMPRES Battery Fleet
Management installation package unzipped folder to
C:\Battery Fleet Management V4.0\ISSetup
Prerequisites\{BB7A14A1-192B-4C7F-80E5-
C5AF52C8F002}.

b Enter the ‘reinstall64’ to reinstall IMPRES Gen 2
Charger Drivers.

using 32-bit computer a Change the directory to the IMPRES Battery Fleet
Management installation package unzipped folder to
C:\Battery Fleet Management V4.0\ISSetup
Prerequisites\ {AAQOEF3E7-03EA-468D-
A207-21887C64EFA4}.

b Enter the ‘reinstall32’ to reinstall IMPRES Gen 2
Charger Drivers.

3 Wait until all the drivers are successfully installed.

T Adrurstratoe Command Prarmge
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3.2
Installing IMPRES Gen 2 Charger Drivers Manually (Method 2)

You can perform a manual install of the IMPRES Gen 2 driver if your IMPRES Gen 2 charger drivers
are not properly installed or the IMPRES Battery Fleet Management application is unable to detect
IMPRES Gen 2 charger after the charger is connected to PC.

Prerequisites: To perform a manual installation on IMPRES Gen 2 drivers, exit all the IMPRES
programs running on your computer. Connect the USB cable to the USB port on your computer.

Procedure:
1 Navigate to the Control Panel and select Hardware and Sound.

System and Security
Review your computer's status
Save backup copies of your files with File History

52
- . .
Backup and Restore (Windows 7) 2522 Appearance and Personalization
Find and fix problems Change the theme
—
>

ey Network and Internet
\ View network status and tasks

Choose homegroup and sharing options

User Accounts
G Change account type

Clock, Language, and Region
Add a language
Change input methods

Change date, time, or number formats

' | | Hardware and Sound
%1 View devices and printers Ease of Access
Add a device @ Let Windows suggest settings

Adjust commonly used mobility settings Optimize visual display

“~.; Programs
[.] Uninstall a program
Get programs

2 Select Device Manager.

'?. Devices and Printers
9 Add a device Advanced printer setup Mouse G Device Manager
Change Windows To Go startup options

W AutoPlay

=0 Change default settings for media or devices | Play CDs or other media automatically
'3) Sound
- Adjust system volume | Change system sounds | Manage audio devices

| Power Options

Change battery settings | Change what the power buttonsdo | Change when the computer sleeps
Adjust screen brightness | Choose a power plan

Display

Make text and other items larger or smaller How to correct monitor flicker (refresh rate)

o

3 In the Device Manager, navigate to Other devices and right click on the first SUC (or MUC) and
select Update Driver Software.
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=1 Device Manager E@
File Action View Help

&= @ E HmE| 8 2 &%

4 _a WIN-80KMARRTIME -

> & Batteries

/M Computer

g Disk drives

B, Display adapters

[ ey DVD/CD-ROM drives
> 15,4 Floppy disk drives

:, -2 Floppy drive controllers

m

1> - Human Interface Devices
-y IDE ATA/ATAPI controllers l}
p-am Keyboards

- il Memory devices

b .-B Mice and other pointing devices
'l_- Menitars

- ¥ Metwork adapters

= - |4
Updale Diiver Sullware...

Disable
i Uninstall
3 Processt
b -4/ Sound, JI Scan for hardware changes
..A&= Starane| ~
Launches the Updaé_ Emperics (e

4 Select Browse my computer for driver software.

&) [l Update Driver Software - SUC

How do you want to search for driver software?

= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

= Browse my computer for driver software
Locate and install driver software manually.

5 To manually locate the driver, click Browse.

NOTE:

E/ The driver files are located at the sub-folder of the IMPRES Battery Fleet Management
installation folder. The default full path for the device drivers are located at C: \Program
Files (x86)\Motorola\IMPRES Fleet Management\Drivers\x86 or x64,
depending on whether your computer is a 32 bit computer (use the x86 folder) or a 64 bit
computer (use the x64 folder).

6 Once you have located the driver, click Next.
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&5 L UpdsteDriver Software - SUC

Browse for driver software on your computer

Search for driver software in this location:

bgram Files (x86)\MotorolatIMPRES Fleet Management)\Drivers\64 B Browse...

Include subfolders

= Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

I Mext iI Cancel

7 To proceed with the installation, check Always trust software from “Motorola Solutions
Malaysia” and click Install.

=]

l\._/ll [l Update Driver Software - SLUC

Installing driver software...

-] Windows Security
Would you like to install this device software?

Mame: Cypress Universal Serial Bus controllers
= Publisher: Moterola Solutions Malaysia

Always trust software from "Moterola Solutions l Install ]“ Don': Install ]
Malaysia”,

@ You should only install driver software from publishers you trust. How can 1 decide which
device software is safe to install?

8 Click Close to complete the driver installation.
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(&, [l Update Driver Software - USB-Serial Adapter

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

USB-5Serial Adapter

Close

Once the driver is installed, another new hardware is displayed under Other devices which is
the Virtual Serial Port Device.

9 To install the remaining two devices, repeat step 3 to step 8.

=1 Device Manager E”EI
File Action View Help

= m Oy Bl &R &S

[ iy DVD/CD-ROM drives -

=4 Floppy disk drives

b -t;,u Floppy drive controllers

b L5 Human Interface Devices

g IDE ATA/ATAPI controllers

poam Keyboards

- Memory devices

b --B Mice and other pointing devices

- - Monitors

| ¥ Netwark adapters
3 Other deviczs

Ja SUC

i |l Virtual Serial Port Device 00
- Ports (LUM & LET)
& J21 Processars
-%) Sound, video and game controllers
b £z Storage controllers
b -{M Systemn devices

4§y Universal Serial Bus controllers

E/ NOTE:

When the drivers are installed, there are three known devices found under Ports and
Universal Serial Bus controllers.

.

Different names are used for different MUC chargers.
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File Action View Help

LI ANt KB o] P&
=] IDE ATA/ATAPI controllers -~
b Keyboards
[ W Memory devices l}‘

B -ﬂ Mice and other pointing devices
b Monitors

b - Nztwork adapters

1|5 Other devices

4 T3 Ports (COM & LPT) B
F Communicﬂons Port (COI\E)

PS000155A01 IMPRES 2 Cornm Module (CONB]I
13 n Processors

| Sound, video and game controllers

b (;— Storage controllers

[ M System devices
4 ﬁ_ Universal Serial Bus controllers
U Generic USE Hub
{§ PS000155A01 IMPRES 2 Comm Module MFG |
‘ Standard Enhanced PCl to USE Host Controller
G Standard Universal PCI to USE Host Controller
)
§
L]

m

USE Composite Device
USE Composite Device
USE Root Hub

ub
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Chapter 4

Generate License for Offline
Activation

Follow this section to generate a license from a HOST ID for the following situations:
» If the machine is not connected to the internet, or

» the customer would like to manually generate and store the individual license files to perform offline
activations

To generate the license file from the HOST ID the following are required:

+ HOST ID: See the section in the installation guide named OFFLINE ACTIVATION and follow the
steps to save the HOST ID

* An entitlement ID (EID): EID was provided to you at the time of purchase of your 20 licenses.

* An account on Motorola Solutions FLEXNET license web site: https://
licensing.motorolasolutions.com/flexnet/operationsportal/logon.do

4.1
Creating an Account

Prerequisites: Ensure that you have your EID to complete the process.

Procedure:

1 Go to the following link https://licensing.motorolasolutions.com/flexnet/operationsportal/
showSelfRegisterUserPage.do

2 Fill up the Self Service Registration page.
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@ MOTOROLA SOLUTIONS

Register for Account

« Entitlement ID:

=User Name:

=First Name:

*Last Name:

«Email Address:

Phone: |

Fanc:

Street:

City:

State/ Province:

Zip/Postal Code:

Country: |united States

K3

Locale: |English (United States) v |
Time Zone: | (GMT -8.0) PacHic Time ~]

Opt in to receive

email; ) Yes @ no

Back Reset Complete

3 Click Complete.
Your EID would look similar to the following example:

Example: 2FBXXXXX-4XXX-1XXX-AXXX-E7EXXXXXXXXX

4.2
Creating the License .BIN from the HOST ID File

Prerequisites: Ensure that you have your HOSTFILE. txt (example:
XXXXXXXXXXXXX-10E7CXXXXXXX) after you have completed the installation.

Procedure:

1 Login to the Motorola Solutions flex license server from the following link https://
licensing.motorolasolutions.com/flexnet/operationsportal/logon.do
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4 In the Add New Entitlement to Your Account, click the MAP ID button.

add new entitlement to your accounts

Y Entitiement ID: EE0B67B0-EA20-11EB-9FB5-BECEBAF49ETC successfully mapped.

* ID: |EE0B67B0-EA20-11EB-9FBS-BECEBAF49ETC

D G

The ID is successfully mapped. The ID now appears in the entitlement lists.
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5 In the Manage Entitlements page, select Manage Devices.
Wait for the page to load. The loading time depends on the number of devices.

MOTOROLA 50LLTIONS o e [ o
@ e o b ! e |

D we, e (R

Select Register Client to generate a license.

Paste the content of the HOSTID. txt file into the DevicelD field.
Choose Device for the Host Type dropdown list.

Click Submit.

© 0 ~N O

0 MOTOROLA SOLUTIONS DJ Profile m Logout
Logged in a5 John Preston (GMT-0800)

y, Manage

o Sian Page © Manage P . 2
Entitirments ./ Licenses ! Devices

Manage Devices
& Bryese Devices Create a Device

*Device ID: (Ereprarroonsuees-10erc) @

Activation R .
e « ost Type: (Devez v @

ID Type: String

10 Fill up the required information.
11 Choose Add Ons for Entitlemend ID.
12 Select the Entitlement ID.

13 Click Save.
B Type Activation 1D Entitlement ID Product
0 B 29917C40-4238-11E3-AEOC-E3,, 0918C900-4236-11E.. HA_APP_FLTMGT
] u S457EEBO-BS50-11E5-8136-FE.. 944DB580-8550-11E.. NA_APP_FLTMGT
| B EEQCAD30-EA20-11E8-9FRS-FC,, EEQB67BO-EAZ0-11E., HA_APP_FLTMGT
.Page 1of1
Save Cancel

Entitlement ID is displayed.
14 Click Save.
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MOTOROLA SOLUTIONS Profia Logest
o Logged @ 5 Jebn Preston (GHT-ABIG) u- n

L e, 7 il

P,

| Pamage Bevens i ik

Device 10v BFEFEFFILESOGES- W0E M EEFUT
| EE—
i ] b e e @
| R — oo Corie @
\ 1t Tywei 2wt

N R Ry +
st 0t G

Pt

el Customer and Chamnel Fartners

End Custrner v Zaten for S31Y szoues

P fui it Boesse ool et pesesibed.

E/ NOTE: If the license state shows License not generated, see Generating License
Successfully on page 34.

4.21
Generating License Successfully

Prerequisites: Perform the following steps if your License State shows License not generated.

Procedure:
1 Enable the checkbox besides the EID.

MOTOROLA SOLUTIONS Profia. Laget
o Logged @ 5 Jebn Preston (GHT-ABIG) E]- n

o-m- eh— 4 ) Baw
Etieeny 7 Liven e

p:

| Pamage Bevens i ik

\ Devioe 10n BFERFEFFILLSU6E ST CRIEFT
aboed Aithmtion | L T |
. : Bata
| b Emees s hecind 9
\ 10 Prwes 0

Fuminhar vy, =il vk G
st Stve i

Pt

el Customer and Chamnel Fartners

End Custrner v Zaten for S31Y szoues

P fui it Boesse ool et pesesibed.

2 Select Generate License.
3 Select No.
4 Click Generate.
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@ mororoLasoLuTions

Ligped i1 35 Mo Preston (GT-8080)

B P (RN

0 enm

Offtimg Device Activation

i o ot 1t vy )

The license is now generated.
o MOTOROLA SOLUTIONS

gt o un Tk Frasts | -ABI0

Qi WEE O RS
Henage Devaes. ¥ add i - N
¢ et Doey
Devicn Dataily
Device D BFERFERFO00106E] - 10E ACR2EFRT
Eryteand Activation A0S  pctiysten tD
b e PE 517040- 42181 161 A Timaif
A o Lirss | MamsageTypee Cazabsier ramonse’
e
SarvurlD-HaCs_ AVCE
Sorcs

st Dypin=
- b 5T Vamor = ratsol Version. =gzt Count=31

5 Click Download.

License= hame-" _RLTH: 2. Engira
[T e M e ST T e R e T S P T

MNO007501A01-AB
. Generate License for Offline Activation

el < Lo

[l < T

ek 1 v Dbt

6 Save this BIN file to be used to complete the activation process.
Postrequisites: Use this BIN file to complete the offline activation process. See MN007473A01

IMPRES™ Battery Fleet Management Installation Manual
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Database Backup

5.1

Backing Up the Database

Procedure:
1 Open SQL Server Configuration Manager.

All Apps Documents Web

Best match

A saL server Configuration
Manager

App
Sakich tha wab SQL Server Configuration Manager

.'.'-i P
£ sql server configuration manager

sql server configuration manager Open
2019

Run as administrator

sql server configuration manager Open file location
2015
Pin to Start

sql server configuration manager 10 »
Pin to taskbar

2 sql server configuration manager 17 Uninstall
sql server configuration manager r2

sql server configuration manager vm

sql server configuration manager
2020

sql server configuration manager

Select SQL Server Configuration Manager.

In the SQL Server Configuration, right-click on the main panel and select Stop.

4 Navigate to C:\Program Files (x86)\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\DATAHighlight FleetManagement log.ldf
and FleetManagement .mdf
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7

DaTA

share  Wiew
& cut ¥ .-__Il
oo B X

P “I'_".:LILI‘ Copy Paste Bl pacte shortet l\:\‘e _!:nvy Dnlr.h: FRename
Cgtoard Organze
= - p ¥ Thas T > Local Disk {C:
7 Hame
b | 4
- e Mumcmyw.ldr
w FleetManagement.maf
= ¥ tempdb.mdf

¥ tempiog.lot

InC:\Program Files

Ty b gen = Gpen = Salect all
0 |\/ i +
] Eay access - £t Select nane
Hew Froperties g
e i Etiiory o et selection
W Cpen Seiect

* Program Files [(xB6) * Mecroso®t SOL Server » MSSOUTLSCUEXPRESS > MSSOL * DATA

Diate modified

Trpe

11/30/2021 330 AM

(x86) \Microsoft SQL

MNO007501A01-AB
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Server\MSSQL11.SQLEXPRESS\MSSQL\DATA, right-click and select New Folder.

B & = |DATA
[
* = [ == & % =[
L ™ Copy pah ol i
Pinto Quick Copy  Faste Mowe Copy Delkte Roname
eeess I Paste ShamEd e gae .
Cloboard Organize
- v 4 * TrasPC » Local Desk iC) * Program Hies (i86) »
&7 Name
8 4 MeetManagement_log ldl
¥ FlectManagement. ma
- ¥ tempdb.mdf
# temping sar
& miaster mdf
W mastiag ot
7 modelmut
i modeliog idf
1 7 MSDBDatamat
¥ | 4 MSDBLog.Iaf
] | FreetManagement str
& FleetManagementmdf_MSSOLD_2
3 & M5_AgentSigningCertificate.cer
» (|

InC:\Program Files

TE Haw Ramn = | T Open - B Sect all
4] Easy acosss = Ede T Sakct nong
e Propanies 4 =
Solder 5 o wert selection
Mew Cpen Selest

Haw folder (Cor - Shifs- N}

FREXPRESS » MSSOY » DATA @

Create 3 new folder

I 2
12/172021 1108 AM

Fibe ficiar

(x86) \Microsoft SQL

Server\MSSQL11.SQLEXPRESS\MSSQL\DATA, right-click on the
FleetManagement log.ldf and FleetManagement.mdf and select Copy.

A B « | DATA
[ [
& cu e -I I sps e By ooin > HE oo
L % Copy path - x {7 Fmsy mocwss \f.| : | swmer mane
B to Quik Copy  Baste . | Mave Copy | Delele Remsme  New Properties R
bt B paste shortoat  pn o 5 v = D A imvert selection
Cliphosrd Decarire Mrw Dgpen Galeit
- * % * ThisPC * Local Disk (C) * Program Files (x85) * Microsoft SOL Server * MESOLVISCLDPRESS » MSSOL * DATA

¥+~  nNam Jate madmed Iype
# FlertManagement kog.kat (@1 A AM SN Sanor Database Transaction |og ke
7 PleetManagementing! i S0L Seiver Dalabare Primer

= ¥ tempdhmdt J - s L3
¥ templogidf © compare
3" mastermat Scan fur Vinuses..
6% mastiog.ldl ¥ Share
o mat
¥ modelma Sendin .)
W medetlog st

»7 ¥ MsDaDatamat Cat

3 4 MsDaLog gt Cepy

- | FleetManagement str Coeate thofart

3| FleetManagement mdl_MSS0L0_2 9 Digtate

3 & MS_AgentSigningCertificate.cer © Rename

3 BFM_4.0_%_ Novembar 2021 ™~

& BFM_35.0_Official Reieass 36 Apnl 2021 Propaties fe folde

1,500 KR

5104 KD

In the newly created folder from step 5, right-click on a blank space and select Paste.
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» | Backup_DB_1_Dec_2021

n to Chuick ¥ iev Fropert
...... fakder W
— o This PC * Local Disk (C Program Files (xB6) * Microsoft SOL Server * M5S50L11.S0LEXPRESS »* MSSQL * DATA » Backup DB_1_Dec 2021
3"
View >
= sart by >
Group by >
Refresh
Customize this Tolder..
Paste
. Paste shartout
3 Undo Rename Cirl+2
= TE Visual Studio PITFV
" Gét GUI Here
a it Bash Here

8 In the SQL Server Configuration Manager, right-click on the SQL Server.
9 Click Start.
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Chapter 6

Restrictions on Windows Domains for
BFM Client-Server Connections

The current BFM client-server connection uses a Windows NET socket configuration to communicate
with each other. However, this connection requires that the client be in the same domain as the server.
The following table indicates the relationships.

Cleint in Domain Client in Domain Client not in a Do-
ABC CDE main

Server in Domain Yes No Yes

ABC

Server not in Domain No No No
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Chapter 7

Enable ASTRO Over-The-Air Battery
Management (OTABM) Feature

This feature is to aid the public safety customers to manage the long term health of the batteries. It is
not meant to acquire the current real-time energy levels of all radios within the system.

This application is tightly integrated with functionality developed in the ASTRO subscriber radio as well
as the ASTRO 25 Integrated voice and data trunked radio systems.

IMPRES Battery Management collects battery data from an Intelligent Middleware (IMW) server, which
aggregates and manages sensor data from portable radios. This solution only supports Motorola
Solutions IMPRES batteries on APX portable radios that are configured for the battery management
feature. This solution does not work with 3rd party batteries or non-Motorola Solutions radios.

71
Intelligent Middleware (IMW) Overview

Intelligent Middleware (IMW) is a suite of network services that enables interoperability between other
applications and radio access networks such as PremierOne CAD and ASTRO 25 systems.

IMW Presence Service Overview

IMW allows users and applications to receive a device or user presence status, which are present,
absent, and unknown. IMW also uses Classic data service (IV&D) and allows an application to learn IP
addresses and presence status of subscriber units.

A Username may be associated with different subscriber radios at different times, but the Device ID
is always associated with the same radio. IMW provides the association between a Device ID and
Username as well as the subscriber radio IP address and presence status information.

Licenses must be ordered to cover the number of radios that will use the IMW presence service. IMW
presence service is required by each radio that will use the fleet management feature.

Table 3: Presence Service Licensing

Description Nomenclature
Add: 0-100 Resources for Presence UAOOOS8AA
Add: 101-200 Resources for Presence UAOOO059AA
Add: 201-400 Resources for Presence UAOO054AA
Add: 401-500 Resources for Presence UAOOO055AA
Add: 501-1000 Resources for Presence UAOOO56AA
Add: 1001-5000 Resources for Presence UAO00S7AA

Context (Sensor) Service Overview

Devices capable of linking with sensors and reporting sensor information can be associated with
compatible sensors profiles in the Configuration Manager.
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A license must be purchased per device that will report sensor or telemetry data.

Table 4: Context (Sensor) Service Licensing

Description Nomenclature
UNS Resource Expansions T8108

Add: Resources for Telemetry Service UAOO473AA
7.2

Configuration Process for ASTRO OTA

The followings are the four configuration sections for ASTRO Over-the-Air (OTA):
* Customer Programming Software (CPS) for subscriber

* Intelligent Middleware (IMW) Provisioning

» |dentity Manager (IDM) Provisioning

* |IMPRES Battery Fleet Management application

7.3
Configuring CPS for Subscriber/Radios

Procedure:

1 To enable or provision the sensor capability on the radio, in Customer Programming Software
(CPS), navigate to Data Configuration—Data Wide—General—-Sensor Measurement

‘/AK‘ Ew@ . APXCPS LABTOOL (Portable) - Device ST9CRR5423 N = b3
¢ T
SR ©
Gent s Programmin List  DotaUserlist QuickText Message List Dats Protocol Configurati Port Configurati Labtool - DATA CFG E
&
=l
Subscriber IP Address 1021681281 i
Radio Ergonomics Configuratic
Secure Configuration o e L -]
Emergency Configuration
Bluetaoth Di Addresses
Subscriber IP Address 1921681301
PeerIP Address 1021681202
PeerIP Address Assignment [
- [Byrnamic -] | ]
ame Delete Messages On Session
Scan Configuration End 8
Direct TMS Content Display [
External Text Messaging e
Codeplug Configuration | Broadcast
Sensor Measurement
Reporting =
Adenowledged Weapon firee |-
Event Reporting Enable
Adowledged Gun Holster -y
State Reporting Enable
Adenowledged Stun Gun State.
Reporting Enable
W POFZ5 / Wireless Programming
W ___ s [ e —
Indications |Aer & Display - ‘w
= d Sloutput invalid Fields Report £30rag and Drop Report Report (A Comparator Report F4Fill Up/Eill Down Report 8 Find Results @System Key Report
Ready | HortapePwTAN | s7ScRRS423
—_—
T Sr— =) e

2 The following procedures are to enable or provision the ARS server mode on the radio:
1 CPS - navigate to Data Configuration—Data Profiles and select the required profile.

2 ARS - select Enhanced Server for ARS mode and enter the IP address of the IMW in the
Automatic Registration Server Address field.
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Ll L LN

1"»\\\ (SR TN | APXCPSLABTOOL (Portable) - Devica STSCRRSAZ | N T ¥ o T S

S T

TETE—— o2 W4 = = .
General  features  TrunkingGrouplD  Network LayerSecurty  Bypssslist  EnhoncedData  Labtool - DATA PROF

+ S79CRRS423

[verson

1P Header Compression Enable (]

I Radio Ergonomics Configuratio|

1€t W Features

Terminal Data

POP25 Retransmission Timer

se0) g

4 DataProfiles
Profile 1

I Context Activation Holdoff

I@
23]

Holdoff Upon Failure B

! Enhanced Data Port List Mede

Phone Wide —
I Conventional Configuration —
I Trunking n Long Timer (min} 30 =

G | 8
| Scan Configuration Number of Attempts 5 =

ARS
ARS Mode
Automatic Registration Server
Address

= ‘
‘

w
(&)
Report ator Report {FFill Up/Fill Down Report FFind Results PSvstem Key Report
Ready | HortapePw7AN | 579CRRS423
—
e — T — T —

3 The following procedures are to enable or provision the Enhanced Data Ports:

1 CPS - navigate to Data Configuration—Enhanced Data Port List.
2 Port List Alias - Add 4001 (Location) and 49625 (Sensors).

:‘/X‘:\ b @E

L CPSLABTOOL (Portable) - Device STICRRS423

: @ @ B B

Enhanced Data Port List
4 S79CRR423

Radio Information
Radio Wide

W Enhanced Data Port List

Factory Overrides Port List Alias

I Radio Ergonomics Configuratiol

I Secure Configuration

I Emergency Configuration

4 Data Configuration
Data Wide

4 Data Profis
Profile 1 > e

1031
4001

Trunking MI

4 Enhanced Data Port List

I Cenventional Configuration
I Trunking Configuration

I Call List Configuration

I Zone Channel Assignment
I Scan Configuration

[Sloutput @invalid Fields Report {30rag and Drop Report

Report [ Comparator Report {2 Fill Up/Fill Down Report A Find Resuits @ Svstem Key Report

| HortaDgPw7AN | 570CRRS423

e — =

7.4
IMW Provisioning

— e —— e —

The Intelligent Middleware (IMW) must be provisioned for the Battery Management feature.

Table 5: IMW Provisioning

Configurations

Description

Sensor configuration

Must be provisioned to inform the IMW that the
battery management feature is in use

Application identity configuration

To provide authorization for the battery man-
agement server to access the IMW

Identity Manager

Configured a client ID, Name, and password
to provide authorization for the battery manage-
ment server to access the IMW
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Configurations Description

Device ldentity Records are used for each radio that uses the
battery management feature and must be creat-
ed or existing device identity records must be
updated. These records identify each device,
its group membership, and the configuration of
which services each of each device is using.

Static group configuration Battery management server can subscribe to a
group of radios that are using the battery man-
agement feature. This allows the battery man-
agement server to be notified when any of the
radios in this group turn on and registers with
the IMW

For configuration, refer to Creating a Sensor Profile.

7.5
Creating a Sensor Profile
IMW Configuration
» Sensor Profile
» Application/User Creation
* Device Addition
- Licenses
» Setup REST
- IMW 5.2.2 and older
- IMW5.2.3
* API Endpoint
« Static Group

Procedure:

1 Log into the Intelligent Middleware (IMW) configuration manager and navigate to Configuration/
Provisioning/Sensors Profile.

Unified Network Services Configuration Manager cmadmin 4

@ Home  Licensing  Configuration  Operator »  Updale Manager ~  Help

Configuration = Provisioning

Provisioning Agency Provisioning Web Services
UNS Configuration
Agencies Auto-Provisioning Application
PM Configuration Application Rule Functional Group Publisher Service
Configurations Sensors Profile XML Name Space
Network Devices
Priorities
Static Groups
Users

2 Add a new sensor profile for battery management.
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1 e

e & hitps://127.0.0.1:8441/CM/wicket/bool O ~ & GH 2 Unified Network Services C. ‘ ‘
Unified Network Services Configuration Manager cmadmin &
Configuration Operator ~ Update Manager v Help

m Home Licensing

Provisioning

Configuration Sensors Profile

Sensors Profile

i New I Eait Deiete
Compatible Device Type

O Sensors Profile Name
O SensorsP1 APX
O Battery MGM APX

Copyright © 2017 Motorola Solutions, Inc

3 Enter the profile name such as Battery Management.
4 Select APX for the compatible device type and click Submit.

e ( https://127.00.1:8441/CM/wicket/pag: O ~ @ & H & New Sensors Profile ‘ ‘ 2
Unified Network Services Configuration Manager cmadmin &
Configuration ~ Operator ~  Update Manager = Help

@ Home Licensing

Provisioning

Sensors Profile © New

Configuration

Sensors Profile

Configuration

Sensors Profile Name Battery Management

Compattie Devie Tyre |~ T |

Last Modification Time

Last Modification Time

Cancel Reset

Copyright @ 2017 Motorola Solutions, Inc.

5 Open up the newly created sensor profile and click Associate to select the Sensor Kit
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Sensor Kits

Associate

| Sensor Kit Name

[} Battery

You do not need to edit the sensor configuration. The following is the sensor configuration.

Unified Network Services Co

nfiguration Manager

cmadmin & L

Licensing

0 Home

Sections

ration

Sensor Kits

Sensor Configuration:

Configuration Operator ~ Update Manager ~
Sensor Kits
Associate Delete
O sensor Kit Name
O Battery

Sensor Configurations

Sensor  Sensor Sensor Raise Sensor Fall
O Atias Direction Description  Description
[ Battery ' In

Sensor

6 Select the Battery Sensor kit name and click Submit.

Help
Trigger
Value
Trigger Trigger Upper
Relationship  Value  Range
None

Periodic
Trigger
interval
[seconds]
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= | o
L - P
a@jlé htps://127.0.0.1:8441/CW/wicket/pagt O ~ @ GH & Unified Network Services C... ok K

Unified Network Services Configuration Manager cmadmin &

0 Home Licensing  Configuration Operator ~ Update Manager ~ Help

Sensor Kit

Sensor Kit Name
Battery

Oxygen

Handgun Holster

Taser Holster

oooos

Weapon Discharge

Copyright © 2017 Motorola Solutions, Inc.

7.6
IMW Device Configuration

Every device in the system must be enabled for Presence and Context (Sensor Reporting). Existing
devices might also have additional options depending on other uses in the system.

7.6.1
For IMW versions 5.2.2 and older

Procedure:

1 In Unified Network Services Configuration Manager window, navigate to Configuration/

Provisioning/Devices and select each radio record that is used with the battery management
feature.

2 Enable the following services:
* Presence Service

« Context Service
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Unified Network Services Configuration Manager cmadmin &

0 Home Licensing Configuration Operator ~ Update Manager ~ Help

Configuration = Provisioning = Devices | suid-bee00-039-00000¢

Device
Identity

DedceName suid-bee00-039-00000¢
Eficadly:Name suid-bee00-039-00000c
e 504501390385117

Configuration
Radio System ASC
Presence Service ®Allowed
Coisallowed

Location Service ®Allowed

UDisallowed

QoS Service Callowed

@Disallowed

Confext Service ®aliowed
Copyright ® 2017 Motorola Solutions, Inc. b

7.6.2
For IMW versions 5.2.3 onwards

Procedure:

1 In Unified Network Services Configuration Manager window, navigate to
Configuration—Provisioning—Devices.

2 Select the device to review or select New and verify the following information.
* Device Name must be unique.
» Friendly Name is use to help identify the device.
» Service ID is an IMW internal tracking ID and can not be changed.
* Network Device Identifier - Device ID on the ASTRO radio system.

« Agency - Deployment dependant name. Used to structure the devices based typically based
on a user’s organizational structure
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48

MNew Edit

Agency
AlB
AlB
AlB

AlB

AlB

O O o o o &

[ ] AIB

Vi AIB

Delete

Security Device

Group
AlB
AlB
AlB
AlB
AlB
AlB

AlB

Name

RadioD3

Radio0?2

RadioD4

Radio05

RadioD6

RadioQ7

Radio20

Edit all

Friendly
Name

APOUNIOS |

APOUnito2 |

APOUNIt04 |

APOUNIt0S .

APOUNIt0E |

APOUNItO7 .

APOUNit20 .

3 In Configuration, update the devices and verify the following information.

*  Presence Service must be Allowed.

« Context Service must be Allowed.

» Security Group must match.

» Select the profile created in Sensor Profile.
* Network Device Identify is the ASTRO device ID.
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Configuration

Radio System APO_AIB

Presence Service ®Allowed

ODisallowed

Location Service ®allowed
ODisallowed

Q05 Senvice Allowed

® Disallowed

Context Senvice ®Allowed
ODisallowed

Security Group AIB

Functional Group Default Functional Group

Location Network Profile

Location
GPS Protocol | Apx Trunked
o
Associated Device
Sensors Profile pal_sensor
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MNetwork Device |dentifier 20

HPD Device IP Address

Last Modification Time

Last Modification Time LT T —

Submit Cancel Reset

4 Click Submit.

Postrequisites: Once all devices have been updated, perform a Delta Download in IMW.

7.7
IMW Representational State Transfer

The IMW Representational State Transfer (REST) standard provides APIs similar to those defined by
the 3GPP Parlay X standard but uses generally accepted REST API specifications.

The IMW interfaces are based on these standards, but also provide proprietary extensions to these
interfaces. IMW REST and Web socket APIs provide query access to presence and location data, and
messaging over HTTP or HTTPS. Subscription access to presence data, location data, group data,
and context data are provided over Web sockets or Secure Web sockets. Requests and responses are
encoded using the JavaScript Object Notation (JSON) format.

The following figure is applicable for IMW 5.2.1/5.2.2 only.

REST/WS API Logical Data Transport Diagram

‘______—I“‘ -
TR R

Astrenacanan IMW 1dm
orvon > M
z strenecaton 1
S
. Sor tatie beiow for por and protocoh B, Sew tabie baiow for pOrts 3 protacols B
= resterptilarrir shaieins " [y i

Application Server CEN Firewall

iMw
Corel VM
Dewr iption T Source D stination I
I Server | TNV 1dm v 1 ephemera
REST secure Server IMW Corel VM or AEVIA | Ephemeral 55000 TcP HTTPS  [ssa/ms12.,33.3.0
REST unsecure Server AW Corel VM or AE VM | Ephemesa 54000 TcP HITP ™
WebSocket secure Server 1MW Corel VM or AE VM| Ephemesal 55002 =3 WSS ssL/Ts1z 33130
WebSoCket unsecure iication Server INW Corel WM or AE VA | Ephemeral 64002 =3 WS /A
Server IMW Corel VM or AE VIA_| Ephemesa 65000 TCP HTTPS  [ssa/ms 12,311,310
Server 1MW Corel VM or AE VM| Ephemera 64000 = HITP 7
Server INW Corel v or A€ via | Ephemera 55001 Tce wss  Isu/msiz 11310
Server MW Corel VM or AE vivi_|_Ephemera 654001 =3 WS Tra
Server INIW Corel Wi or AE wea | Ephemera Ss000 = hries_ [sm/msiz 1110
Server IMW Corel VM or AE viA_| Ephemeral 54000 Tep HTTP /A
Server IMW Corel VM or AE VA | Ephemera 65003 TCP W5S samE1z 1110
Sorver IMW Corel WM or AE Va4 | Ephemeral 64003 3 WS ne/a
Growup Usts - secure Server AN Corel WM or AE Vi | Ephemers 65005 TP W55 SSi/ms iz a1 10
Group Lists _WebSocket unsecure Application Server IMIW Corel WM or AE VIA_| Ephemera 64005 Tcp WS [7a
ppl Ephemeral 65000 z 4

“IMW supports using the indluded privately signed certificates or certificates signed by any Certification Authority.

The following figure is applicable for IMW 5.2.3 only.
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IMW v5.2.3 and greater REST/WS API Logical Data Transport Diagram

TCP 5031

— Tcrom>
R Authentation ———
N
° Ses ble below for ports and protocls = _ St tabl 8 babiow for ports B protocols >
= Prazance/locasion/MGM/Talematry . Presence/Location/MGM,Telematry -
Application Server CEN Firewall MW
Corel VM
Description | Source | Destination Src Port | Dst Port [Transport Protocol| App Protocol | Encryption®
Authentication | aeplication server | MW Corel VM | Ephemeral 9031 TCP HTTPS |ss/msi2,11,10
Presence
REST secure Application Server IMW Corel VM or AEVM | Ephemeral | 65000 TP HTTPS SSL/TS1.2,1.1,1.0
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 Tce HTTP A
Websocket secure Application Server IMW Core1 VM or AEVM | Ephemeral | 65002 TP wss SL/M512,11,10
WebSocket unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64002 T ws /A
Location
REST secure Application Server IMW Core1 VM or AEVM | Ephemeral | 65000 TcP HTTPS SSL/T151.2,11.1.0
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 TP HTTP N/A
WebSocket secure Application Server IMW Corel VM or AE VM Ephemeral 65001 TCP WSS SSL/TMS512,11,10
WebSocket unsecure Application Server IMW Corel VM or AE VM Ephemeral 64001 TCP ws A
Multi Group Management
REST secure Application Server IMW Corel VM or AE VM Ephemeral 65000 TCP HTTPS SSL/TIS1.2,11,10
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 TCcP HTTP WA
individual G—;:::: Websocket Application Server IMW Corel VM or AEVM | Ephemeral | 65003 e N S8 /TS12,11,10
e t:;‘;‘:zr;w‘““k" Application Server IMW Corel VM or AEVM | Ephemeral | 64003 Tcp ws S
Group Lists - WebSocket secure Application Server IMW Corel VM or AE VM Ephemeral 65005 TCP WSS SSL/TIS1.2,11,10
Group Lists - WebSocket unsecure Application Server IMW Corel VM or AE VM Ephemeral 64005 TCP ws SSL/TLS 1.2, 1.1, 1.0
Telemetry
REST secure Application Server IMW Corel VM or AEVM | Ephemeral | 65000 Tce HTTPS SSL/TIS1.2,11,1.0
REST unsecure Application Server IMW Corel VM or AE VM Ephemeral 64000 TCP HTTP N/A
Websacket secure Application Server IMW Corel VM or AEVM | Ephemeral | 65006 TP wss SSL/Ti51.2,11,1.0
WebSocket unsecure Application Server MW Corel VM or AEVM | Ephemeral | 64006 TcP ws WA

*IMW supports using the included privately signed certificates or certificates signed by any Certification Authority.

7.71
IMW REST Setup for IMW 5.2.2 and Older

IMW versions 5.2.2 and older uses IDM.

Procedure:
1 Connect into IDM Virtual Machine through the VSphere Console.

2 For Main Menu, select 5. Application Administration.

Main Menu (= Option not available)
1. Software Administration
2. 0S5 Administration

Jervices Administration
Backup and Restore Administration
Application Administration
Uuii
2lection (1-5,q):

3 For Application Administration, select 1. Identity Service Configuration.

4 For Identity Service Configuration, select 2. Manage Credential Validator and Clients.

51



MNO007501A01-AB
Chapter 7 : Enable ASTRO Over-The-Air Battery Management (OTABM) Feature

Application Administration (»* - Option not available)
1. Identity ¢ ¢ Conf iguration
b. Back to Pre 1s Menu
qg. Quit

JEnter selection (1,b,q): 1

Identity Service Configuration (» Option not available)

e S S S S 8 F S 5 S S . S S S S S 5 & S B S 5 B S S S S F B B B S 5 3 5 B 8 8§
Conf igure Identity Service
Manage Credential Validator and Clients
Manag Databe jords
ertif
Generate License sage Reports
TLS configuration
Back to Previous Menu
Quit

'.nl.a:r' selection (1-6,b,qgq):

5 Manage Credential Validator and Clients, select 6. Add Application Client.

6 In Add Application Client, enter Client Id,Client Type, Client Password, Client
Name, and Client Description.

(= - Option not awvailable)

Add Actiwv
Rem f

fAipplication Client
Delete Application Client

Back to Previous Menu
Quit
selection (1-7,b,q): 6

Client Id: BFMBZ

lient Type [clientCredentials]:
Client ord:
Client [BFMBZ 1: BFHBZ
Client cription: Battery management server_

E/ NOTE: This will be the Login and Password used in Battery Management

7.7.2
User Creation for IMW 5.2.2 and Older

The client ID and password are the credentials used for the battery management application to connect
to the IMW.

Prerequisites: The Client ID uses the same Username and Password as in section Setting Up Client
PC.

Procedure:

1 To create a new application identity, navigate to Configuration/Provisioning/
Application—New.
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Unified Network Services Configuration Manager cmadmin
@ Home  Licensing  Configuration  Operator »  Updale Manager =  Help
Configuration ' Provisioning = Appiication
N
Application
New E: D Q
[0 clientiD Friendly Name ParlayX Notification Security Mode Service ID
0 meep mecp Automatic (Transport Level Only) 28456882585277
[0 CTSuser CcTsS Automatic (Transport Level Only) 101356730353620
[0 WebPortaiClient Automatic (Transport Level Only) 473262815529999
[0 EKServer EKServer Automatic (Transport Level Only) 823860369612193
[0 123456789 CloudConnect-CTO Automatic (Transport Level Only) 124930654976229
[0 12345 BFMO1 Automatic (Transport Level Only) 769671919791529
[J Harmis-demo-cc Harris demo Automatic (Transport Level Only) 915614890621034
Provide the following information:
» Client ID - Any decimal number
* Friendly Name - Any name
Change the access type to Read And Write.
@ Home Licensing Configuration Operator « Update Manager ~ Help
Conhiguration Provisioning Applcation 12345
Sections . .
Application
sl Identity
Client ID I 12345 I
Friendly Name I BEMOT l
Senvice ID

TEOET1919791529

ParlayX Notification
Secunty Mode

Automatic (Trz

Configuration

Access Type I Read And

Change Cadence Allowed :v|

ParlayX Application's
Securty Token Service
URL

ParlayX Notification
AUNENTiCANon User Name

Create the application password.
E/ NOTE: The passwords have to be the same for all fields.

Click Submit

The Update Manager needs a Full Configuration download.
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@ Home Licensing Configuration Operator - Update Manager ~ Help

URL

PariayX Notificabon
Authentication User Name

ParlayX Nofification  § __
Authentication Password

Service Re-Enter ParlayX At
Notification Autnentication
ML Na Password
Space
ParlayX AP| Access itk
Password
Re-Enter ParlayX AP| eRicine
Access Password
ParlayX APl Access NO v

Locked
Last Modification Time

Last Modification Time

Cancel Reset

2018-05-03 1250 54

7.7.3
IMW REST Setup for IMW 5.2.3 Onwards

IMW version 5.2.3 and newer does not have IDM virtual Machine or Configuration. Functionality was
migrated into the Core1 Virtual Machine. IMW 5.2.3 uses Application Configuration information.

7.7.4
User Creation for IMW 5.2.3 Onwards

Procedure:
1 To create a new application identity, navigate to ConfigurationProvisioning/
Application—New.
@ Home U(Pnsmg Cmmgura[mn Operator ~ Update Manager v Help

Configuration = Provisioning  Appiication

b
Application
— o Q
] clientiD Friendly Name ParlayX Notification Security Mode Service ID
O meep mecp Automatic (Transport Level Only) 28456882585277
CTSuser cTS Automatic (Transport Level Only) 101356730353620
] WebPortalClient Automatic (Transport Level Only) 473262815529999
EKServer EKServer Automatic (Transport Level Only) B23860369612193
123456789 CloudConnect-CTO Automatic (Transport Level Only) 124930654976229
12345 BFMO1 Automatic (Transport Level Only) 769671919791529

2 In Application—Identity, perform the following procedures:
a Enterthe Client ID. Any decimal number can be used for this.
b Enterthe Friendly Name. Any name can be used for this.

¢ Select the Interface Type as ParlayREST.
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Application
Identity

Client ID 12345

Friendly Name BEMO1

SevicelD ' g72139118258721

Interface Type ParlayREST ﬂ

ParlayX Notification Security

Automatic (Transport Level Only) v
Mode ' J

3 In Configuration, perform the following procedures:

a
b

® Q O

f

Access Type should be set as Read and Write.
API Access Password must follow complexity rules.
E/ NOTE: This will be the Login and Password used in Battery Management.

Select No for API Access Locked.
Select Yes for Presence Access.
Select Yes for Sensor Access.

Others can be left at default.

4 Click Submit.

Postrequisites: The update will require a Delta Update. Delta download can be done now or at the
final configuration.

7.7.5

IMW Associated Application
E/ NOTE: Applicable for all IMW releases.

When and where to use: Each application must be associated with an agency.

Procedure:

1 From the Home Screen, select Agencies.

E/ NOTE: An IMW might have multiple Agencies or a single.

55



MNO007501A01-AB
Chapter 7 : Enable ASTRO Over-The-Air Battery Management (OTABM) Feature

Unified Network Services Configuration Manager

@ Home Licensing Configuration Operator « Update Manager = Help
Common operations

Agencies Devices Users Static Groups Application Rule Configurations

2 Select and edit the Agency that contains the devices being monitored.

Agency
New Edit Dele /& ' 5 Q
Agency Name Access Point Name Active Directory Domain SIP Domain
AlB mot.sz01A2 mot.sz01A2

3 Select Associated Application.

Sections

4 Select New. Insert two entries, one for the Security Group and one for the Security
Group_apps.

Associated Application

]

New Edit

@
I
T

Final Screen shows the application name selected with Security Group and Security
Group_apps.
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Associated Application

New Edit Delete
[l Application Security Group
] 12345 AlB
[l 12345 AlB_apps

Postrequisites: A Delta Download is needed after this change.

7.8
API Endpoint

API Endpoints are special-purpose virtual machines designed to meet the need for handling many
subscriptions from dispatcher applications for query or subscribe over REST/WS for presence,
location, telemetry, and mgm data.

Having multiple AE virtual machines enables Intelligent Middleware (IMW) to upscale the overall load
of distributing notifications and handling queries (for presence or location) from several thousands of
watchers. The IMW with AEs can be installed in the following configurations:

High Tier Software Installation
IMW core virtual machine and three separate AE virtual machines.

Low Tier Software Installation
AE services are installed on the IMW virtual machine with the other services.

Table 6: Low Tier versus High Tier Software Installation

Low Tier Software Installation High Tier Software Installation
Non-Geo/Redundant Geo/Redundant (Optional)

Low or High Tier Hardware High Tier Hardware

- Higher Capacity

- Multiple (10 or more) ParlayX/REST Connection

7.8.1
Configuring APl Endpoint

Procedure:
1 To create a new API Endpoints, navigate to Configuration/UNS Configuration/API Endpoints.

E/ NOTE: For the REST API to work, the Intelligent Middleware (IMW) needs a configured
API Endpoint.
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Unified Network Services Configus

Q@ rome

Gonfiguration

Licensing  Configuration  Operator ~

UNS Gonfiguration AP/ Endoints

API Endpoints

Configuration
Transport Security Mode Required (HTTPS and WSS only)
Web Socket Lifetime & hours
Last Modification Time
Last Modification Time | 501007 19 174015

Submit  Gancel  Reset

API Endpoint Instances.
New | Edit | Deists

1 UNS1 APl Endpoint IP Address
O 10511432

Provide the following information:

Update Manager ~

UNS 2 API Endpoint IP Address

1051.1.142

» Transport Security Mode - set to Required (HTTPS and WSS only)
* UNS 1 API Endpoint IP Address - Enter the Core1 (UNS) IP address from the IMW

+  Web Socket Lifetime - 8 hours (Default)

If your system has 2 UNS that enter the other UNS IP address.

(2

2 Configure the following settings:

filled in.

NOTE: If there are multiplier APl Endpoints in the system, each API Endpoint must be

Table 7: Low Tier and High Tier Configuration

Low Tier

High Tier

Create only AE1 (Another number can be
used)

Create AE1, AE2, and AE3 (Numbers
should match deployed Virtual machines)

Assign the IP address of Core1 VM

Assign IP addresses assigned to each Virtu-

al Machine
3 Download the Delta configuration.
4 Perform the following actions:
Tier Actions
Low Tier « On Core1 UNS Administrative Client.
» Stop all Services.
* Restart all Services.
High Tier « On all 3 AEs UNS Administrative Client

« Stop all Services.
* Restart all Services.
¢ On Core1 UNS Administrative Client
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Tier Actions

+ Stop all Services.
* Restart all Services.

E/ NOTE: Screens will appear slightly differently on AE than on core 1.

5 Click Submit.

6 Navigate to Update Manager/Delta Download and select Agency and perform a Delta
Download.

7.9

IMW Static Group

A Static Group is a subset of devices associated together inside IMW during Runtime.

These devices must be part of the same Agency and should be part of a standard group. The Static
Group is used as part of the REST/Websocket Presence and Location Subscriptions. IMPRES Fleet
Management provides the updates for all members of a Static Group.

Some system will not have all devices monitored by IMPRES Fleet Management. In the case where
only a subset of devices will be monitored, a custom static group can be created and the devices to be
monitored can be assigned to this static group.

7.9.1
Configuring IMW Static Group

Procedure:

1 To create a new Static Group, navigate to Configuration/Provisioning/Static Groups and click
New.

E/ NOTE: It is also possible to use sysgrp:all_devices@SipDomain. This is a
predefined group of all devices. If all devices on this IMW use battery management,
sysgrp:all_devices@SipDomain can be used. SipDomain needs to be modified to the
specific sip domain in use by the customer. If all devices selection is used, this step
of creating a new static group can be skipped and sysgrp:all_devices@SipDomain is
entered in the battery management application configuration presentity field.

Configuration = Provisioning ~ Stafic Groups

Static Group
New Edit Delet Q

O Agency Security Group Static Group Name Friendly Name

O AlB AlB pal-static PA1 Static Group

2 Assign the Static Group to a single agency.

59



MNO007501A01-AB
Chapter 7 : Enable ASTRO Over-The-Air Battery Management (OTABM) Feature

Select agency for new static group

Select Agency

[<]

OK Cancel

3 Insert a Static Group Name and Friendly Name.

E/ NOTE: The Static Group Name will be used in Battery Fleet Management as part of the

Presentity.
Static Group
Identity
Static Group Name

BFM-Static
Friendly Name

Battery Fleet Mgt Static Group

Configuration

Security Group AlB

Last Modification Time

Last Modification Time
Submit Cancel Reset

4 To change the Static Group into Multiple Static Groups, select the created Static Group and click
Edit.
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Static Group
New Edit Delete Q -
] Agency Security Group Static Group Name Friendly Name
[m} AlB AlB pai-static PA1 Static Group
i} AlB AlB BFM-Static Battery Fleet Mgt Static ...

To select devices to be associated with the Static Group, click Associate Device.

E/ NOTE: Devices must be associated with the Static group or they will not report as part of

the subscription.

Static Group
Identity

Static Group Name

Friendly Name

Configuration

Security Group

Last Modification Time

Last Modification Time

Submit Cancel Reset

Associated User, Device

BFM-Static

Battery Fleet Mgt Static Group

AlB

2021-01-25 11:46:18

Associate User Associate Device Remove Q -

Name

No Records Found

Security Group Type

In the list of all the devices of the Agency, select each device to be added. Multiple selections is
available, limited by the drop-down filter. Increase the drop-down filter if there are multiple pages

to be added.
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Device

Submit

Device

|
g
&

Radio05

Radiol&

Radio07

08100

Radio20
[] Radiods
[] Radio9

] Radio10

Cancel

Friendly
Name

APOURItO3
APOUNItD2
APOUNItD4
APQUNItDS
APOUNIt6
APOUNItO7
APOUnIt20
APOUNit08
APOUNtDS

APOUNIt10

Showing 1 10 10 of 14

Security Radio
Group System
AlB APO_AIB
AB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB

Presence
Service

Allowwed

Adlowed

7 Click Submit for each selection.

Location
Service

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Group
Qos Context Management Interoperability
Service Service Service Capable
Disallowed Aliowed Disaliowed Disaliowed
Disallowed Allowed Disallowed Disaliowed
Disaliowed Aliowed  Disaliowed Disaliowed
Disallowed Aliowed  Disallowed Disallowed
D Aliowed D D
Disallowed Aliowed Disallowed Disaliowed
Disallowed Allowed  Disaliowed Disaliowed
Disallowed Allowed Disaliowed Disaliowed
Di Allowed  Di: Di:
Disaliowed Aliowed  Disaliowed Disaliowed

Q

Network  HPD
Device Device IP
Identifier  Address

3

2

Service ID

201408386993819

301594560259188

376543013819382

835297931585149

992448997422984

T37931105922367

65942662079023

662417190240353

680244227035849

303204428354615
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IMW SIP Domain

The IMW SIP Domain is used as part of the Presentity in Battery Fleet Management.

To find the SIP Domain, select Agency from the UNS Configuration Manager SIP Domain will be listed
per Agency in the IMW.

Agency

New Edit Delete User Import Device Import Search Q v
[0  Agency Name Access Point Name Active Directory Domain SIF Domain
0 AB mot sz01A2 mot sz01A2
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Chapter 9

Checking the IMW Synchronization
Status

Depending on the changes, the IMW requires either a Delta Download or a Full Download to push
changes into the running database.

Procedure:
1 To check for Synchronization Status, navigate to the Update Manager—UNS Configuration
Manager.
@ Home Licensing Configuration Operator ~ Update Manager ~ Help
Download i Refresh Synchronization Status ‘ System Syncnronization Status (STEITLIY
L ! Last Synchronization Time @Bl RERIHTY
AlB v|

Synchronization of Agency Objects

Data Category Name Synchronization Status

Agency Provisioning Data Synchronized

2 Select Delta Download—Agency—Refresh Synchronization Status.
Your screen indicates one of the following results:
* Synchronized
* Delta Download Required
* Full Download Required

3 Perform one of the following actions:

Option Actions

Delta Download Required a Select Agency.

b Verify that there is no active downloads
in the Current Jobs section.

¢ Select Download.

d Watch for job completion.

Full Download Required a Navigate to Update Manager—Full
Download.

b Select Application.
¢ Verify that there is no active downloads.

d Select Full Configuration Download.
Acknowledge the warning popup about
now current downloads.
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Option

Actions

e Select Yes.
f Verify Download Completion
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