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Intellectual Property and Regulatory
Notices

Copyrights

The Motorola Solutions products described in this document may include copyrighted Motorola Solutions
computer programs. Laws in the United States and other countries preserve for Motorola Solutions certain
exclusive rights for copyrighted computer programs. Accordingly, any copyrighted Motorola Solutions
computer programs contained in the Motorola Solutions products described in this document may not be
copied or reproduced in any manner without the express written permission of Motorola Solutions.

No part of this document may be reproduced, transmitted, stored in a retrieval system, or translated into
any language or computer language, in any form or by any means, without the prior written permission of
Motorola Solutions, Inc.

Trademarks

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or registered
trademarks of Motorola Trademark Holdings, LLC and are used under license. All other trademarks are the
property of their respective owners.

License Rights

The purchase of Motorola Solutions products shall not be deemed to grant either directly or by implication,
estoppel or otherwise, any license under the copyrights, patents or patent applications of Motorola Solutions,
except for the normal nonexclusive, royalty-free license to use that arises by operation of law in the sale of a
product.

Open Source Content

This product may contain Open Source software used under license. Refer to the product installation media
for full Open Source Legal Notices and Attribution content.

European Union (EU) and United Kingdom (UK) Waste of Electrical and Electronic
Equipment (WEEE) Directive

=== The European Union's WEEE directive and the UK's WEEE regulation require that products sold into EU
countries and the UK must have the crossed-out wheelie bin label on the product (or the package in some
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users in EU and UK countries should not dispose of electronic and electrical equipment or accessories in
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Customers or end users in EU and UK countries should contact their local equipment supplier representative
or service center for information about the waste collection system in their country.

Disclaimer

Please note that certain features, facilities, and capabilities described in this document may not be applicable
to or licensed for use on a specific system, or may be dependent upon the characteristics of a specific mobile
subscriber unit or configuration of certain parameters. Please refer to your Motorola Solutions contact for
further information.
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Read Me First

This manual contains information about IMPRES™ Battery Fleet Management and how to use the system
with ASTRO Over-the-Air, MOTOTRBO Over-the-Air, and chargers with IMPRES Battery Fleet Management data

capabilities.
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Notations Used in This Manual

Throughout the text in this publication, you will notice the use of warning, caution, and notice notations.
These notations are used to emphasize that safety hazards exist, and due care must be taken and observed.

WARNING: WARNING indicates a potentially hazardous situation which, if not avoided, could result in
death or injury.

CAUTION: CAUTION indicates a potentially hazardous situation which, if not avoided, might result in
equipment damage.

Q NOTE: NOTICE indicates an operational procedure, practice, or condition that is essential to emphasize.
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Chapter 1

General Troubleshooting

If you encounter any issues with your IMPRES™ Battery Fleet Management software, try the following
solutions:

e Ensure the Operating System (OS) used on your PC is supported. Refer to /MPRES Battery Fleet
Management Installation Manual, MNOO7473A07 for list of supported OS.

e Ensure the IMPRES Battery Fleet Management software is the latest version. If not, update to the latest
version and verify if the same issue still exists.

1.1
Common Solutions

Ensure that the three default services for the IMPRES™ Battery Fleet Management software are running.
e Select Start — Run

e Type ""services.msc"" and press Enter.
e In the Service window, ensure that the status for these services is Running.
o Motorola IMPRES™ Fleet Management Analysis Service is (Running)
o Motorola IMPRES" Fleet Management Device Service (Running)
o Motorola IMPRES™ Fleet Management Radio Network Service
o Motorola IMPRES" Fleet Management Service Proxy (Running)
o Motorola IMPRES™ Fleet Management Unified Network Service
o Motorola IMPRES™ Fleet Management Web Application Service

NOTE: Motorola IMPRES™ Fleet Management Web Application Service runs when user selects Web
Service Installation in Install Wizard dialog box .

e Restart any of these default services when abnormal behavior is encountered, and restart the IMPRES™
Battery Fleet Management software.

1.2

Client PC is Unable to Connect to the Server PC

When the Client PC is unable to connect to the Server PC, try the following solutions.

Procedure:

1. Change the Server Address/Port. Ensure that the IMPRES™ Battery Fleet Management software is
running as administrator so that the changes take effect.

2. Ensure that all Server and Client PC are installed with the latest version of IMPRES™ Battery Fleet
Management software to avoid any incompatibility issue (example: different database structure).

3. If IMPRES" Battery Fleet Management services used for Server or Client setup are blocked by the PC
windows Firewall, refer to the Setting up Server/Client Environment section in the IMPRES™ Battery
Fleet Management Installation Guide document to allow IMPRES™ Battery Fleet Management through
windows Firewall.
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1.3
Unable to Activate Software

Prerequisites: When encountering activation issues, try the following solutions.
1. Ensure that the latest version of IMPRES™ Battery Fleet Management software is installed.

2. Activation now requires user authentication. Visit http://connect.motorolasolutions.com and log in using
your Partner Hub, Customer Hub, or MyView credentials before activation.

3. Activate the IMPRES™ Battery Fleet Management software using Offline Activation if Online Activation
failed.

4. If Online or Offline activation fails, or activation successful but fails during the next IMPRES™ Battery Fleet
Management software startup, perform the following steps:

Procedure:
1. Close the IMPRES™ Battery Fleet Management software.
Set Folder Options setting to show hidden files.
Goto C:\ProgramData\IsolatedStorage and delete everything in the folder.
Relaunch IMPRES™ Battery Fleet Management software.

o 0N

Redo the activation.
| 2 NOTE: Do not delete this folder if there are no issues pertaining to activation.

NOTE: Running the IMPRES™ Battery Fleet Management application on a Virtual Machine with a
dynamic physical MAC address can cause the application to lose activation. Configure the
Virtual Machine with a static or a manual physical MAC address to run the IMPRES™ Battery
Fleet Management application on a Virtual Machine.

NOTE: Running the IMPRES™ Battery Fleet Management application on a PC that has Wi-Fi as its
primary NIC could cause loss of activation if the Wi-Fi is set to RANDOMIZE the MAC Address.
To run the IMPRES™ Battery Fleet Management application on a PC that has Wi-Fi as its main
NIC, ensure that RANDOM MAC Address is turned off in the Wi-Fi Settings.

Postrequisites: If activation issues persist, provide the following information to the service team:

e PC Operating System (example: Windows™ 10 Pro-64-bit)

e IMPRES™ Battery Fleet Management software version and region (example: FM V3.5)

e Customer Entitlement ID

e Machine HostID (Available on the Offline Activation Interface)

e Activation Log. Perform the following steps to get activation log:

GotoC:\Program Files (x86)\Motorola\IMPRES Fleet Management.

Open “log4cxxconfig.xml” with any text editor.

Scroll to the end of the file, at the setting priority value="ERROR”, modify it to priority value="ALL".
Redo the activation.

Select Back to go back to C:\Program Files (x86)\Motorola\IMPRES Fleet Management.

o gk wnN -

Get the Activation log file from the LOGS folder and attach it to the engineering team.
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1.4
Database Error Messages

This section describes the error messages when installing and running the Battery Fleet Management
application.

Errors During Installation

Table 1: Error Messages

Errors Actions

Database will not install Perform the following steps when your setup does not allow running appli-
with error trying to access cations from the download location of the administrator account and an
SQLNCLI error message Can't find SQLNCLI appears.

1. Go to Microsoft site.

2. Choose Download SQLNCLI

3. Perform manual install.

4. Reinstall the SQL Express package.

Database is not installed Perform the following steps when you receive a database error message
properly such as Database is not installed properly...

1. Navigateto C:\Program Files (x86)\Motorola\IMPRES Fleet
Management.

2. RunFleetDatabaseUpgrade.exe as administrator.

The script rebuilds all the tables and stored procedures used in Fleet Man-
agement (FM) database to the latest version.

NOTE: Ensure that the script is running without error.
dbupgrade. txt log file is generated in the same folder.

When Running the Fleet Perform the following steps when you receive a database error message
Management Application such as Retrieve data failed... or any other error message.

1. Select Start — Run — Event Viewer.

Expand Applications and Services Logs.

Right-click on the FleetManagement and select Save All Events As....
Select English for Display Information.

o~ 0N

Send the Fleet Management (FM) event logs to the engineering team
for investigation.

Retrieve Data Failed

This error message is an indication that the SQL database is not accessible. The following lists the possible
causes:

e SQL Express Service is not installed.
e SQL Express Service is not running.

e SQL Service was uninstalled and reinstalled, deactivating the Battery Fleet Management database.

10
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E Retrieve data failed. Some error happened on the server side.

|:|} NOTE: See Fixing Retrieving Data Failure on page 11.

Cannot Connect to Analysis Service

This error message is an indication that the analysis service is not running or cannot be contacted. The
second case is where a client machine (PC app) is unable to connect to the server.
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u Motorola IMPRES Battery Fleet Management

i Cannot connect to Analysis Service! Please make sure the service is runing and you have the right

network configuration.

>

Q NOTE: See Fixing Analysis Service Connection on page 12.

1.4.1

Fixing Retrieving Data Failure

Perform the following steps when you receive a Retrieve Data Failed error.

Procedure:
1. Select Start — Run.

Type ""services.msc"".

2
3. Press Enter.
4

In the Service window, ensure that the status for SQL Server (SQLEXPRESS) is Running.

<, Services - [m] X
File Action View Help
e mEGz Hm »muwp
/. Services (Local) <), Services (Local)
Motorola IMPRES Fleet Name Description Status Startuy

Management Analysis Service

Stop the service
Restart the service

Description:
Provides IMPRES analysis services

16 Microsoft Windows SMS Router Service.

2 Motorola IMPRES Fleet Management Analysis Service
: Motorola IMPRES Fleet Management Device Service
-,’:;f;Molomla IMPRES Fleet Management Radio Network Service
Gk Motorola IMPRES Fleet Management Service Proxy

1S} Motorola IMPRES Fleet Management Unified Network Service
&l Motorola IMPRES Fleet Management Web Application Service
‘Gl Natural Authentication

G Net.Tcp Port Sharing Service

<

Routes mess.. Running  Autom

Provides IM..  Running
Communicat.. Running  Autom
Communicat.. Disabl:
Communicat.. Running  Autom
Communicat.. Disabl
Enable Web .. Autom
Signal aggre.. Manu:
Provides abil... Disabl «

>

\ Extended /\ Standard/

11
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5. Perform one of the following options:

If...

Then...

If the Service is not running

right-click on the service and select Start.

If the SQL Server service fails to start

check if the Fleet Management database files
are in the correct filepath:

e ForSQL Server 2012 :C:\Program Files
(x86)\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\DAT
A

e For SQL Server 2022 :C:\Program
Files\Microsoft SQL
Server\MSSQL16.SQLEXPRESS\MSSQL\DAT
A

If the Fleet Management Database files do not
exist

reinstall the IMPRES Battery Fleet Management
package.

1.4.2

Fixing Analysis Service Connection

Perform the following steps when you receive a Cannot Connect to Analysis Service error.

Procedure:
1. Select Start — Run.

Type ""services.msc"".

2
3. Press Enter.
4

In the Service window, ensure that the status for Motorola IMPRES Fleet Management Analysis Service

is Running.

<, Services - [m] X
File Action View Help
e mEGCz Hm »mnwp
. Services (Local)  Services (Local)
Motorola IMPRES Fleet Name Description Status Startuy *
Managerient Aralyils Service {6} Microsoft Windows SMS Router Service. Routes mess.. Running  Autom

Stop the service
Restart the service

Description:
Provides IMPRES analysis services

Provides IM..

£+ X \iotorola IMPRES Fleet Management Analysis Service

.Q; Motorola IMPRES Fleet Management Device Service
-.’:;f;Molomla IMPRES Fleet Management Radio Network Service
18k Motorola IMPRES Fleet Management Service Proxy

1S} Motorola IMPRES Fleet Management Unified Network Service
&l Motorola IMPRES Fleet Management Web Application Service

‘Gl Natural Authentication
G Net.Tep Port Sharing Service
<

Running

Communicat. Running  Autom
Communicat.. Disabl
Communicat.. Running  Autom
Communicat.. Disabls
Enable Web .. Autom
Signal aggre.. Manu:
Provides abil... Disabli »
>

Extended /\ Standard/

5. Perform one of the following options:

If...

Then...

If the Service is not running

right-click on the service and select Start.

12
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If... Then...
If the error is because of a client machine is a. Ensure that you run the IMPRES Battery
unable to connect to the server Fleet Management as an Administrator.
b. Reconfigure the server address and server
port.
c. Click OK.

1.5
ASTRO OTABM Network or Application Configuration
Problem

This section describes the troubleshooting procedures for ASTRO Over-the-Air Battery Management (OTABM)
network or application configuration problems.

Table 2: Network or Application Configuration Problem
Ensure IP connectivity is established.

Scenario Action

The APX radios and IMW Log on to Intelligent Middleware (IMW), access
the windows command line by pressing WINDOWS
KEey + Rand press Enter. You can successfully ping
through IP address or by fully qualified domain
name of one or more APX portable radios. The
radio IP address can be found on the IP menu (if
this menu is configured on the radio). Scroll down
and select the required IP menu.

The battery management server and IDM Log on to the battery management server, access
the command line and ping the IP address or fully
qualified domain name that is configured for the
Internet Download Manager (IDM) in the battery
management configuration menu.

The battery management server and IMW Log on to the battery management server, access
the windows command line by pressing WINDOWS
KEY + R and press Enter. Ping the IP address or
fully qualified domain name that is configured for
the IMW in the battery management configuration

menu.
The battery management server and the battery Log on to the battery management client, access
management clients the windows command line by pressing WINDOWS

KEY + R and press Enter. Ping the IP address or
fully qualified domain name that is configured for
the battery management server in the battery man-
agement configuration menu.

If the IP connectivity is not found when testing between each of the network end-points, continue
troubleshooting by checking connectivity to any intermediate network switches or routers between the
end-points. If connectivity is not confirmed using the IMW, IDM or battery management host by fully qualified
domain name, change to pinging by IP address to rule out a domain name service resolution issue. Domain
Name System (DNS) resolution may be provided by the Windows host file or by an external DNS server.

13
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1.6
ASTRO OTABM Application Configuration Problem

This section contains troubleshooting procedures for ASTRO Over-the-Air Battery Management (OTABM)
application configuration problems.

If the ASTRO Radio System Intelligent Middleware (IMW) and the Unified Network Service (UNS) of the
Battery Fleet Management application are communicating, UNS Connected is displayed in green text at the
bottom of the Radios and Batteries window.

Additionally, once the UNS and the IMW are initially communicating, if there are any connection issues, errors
are reflected in the UNS . 1og file which can be found in the battery management server application root
directory if the value of Debug key in Motorola.FleetManagement.UnifiedNetworkService.WS.exe.config is set
toy.

After verifying IP connectivity between each of the required end points, check that the applications are
configured correctly.

1.6.1
Troubleshooting Procedures

The section contains the troubleshooting procedures for the battery management server.

Procedure:

1. Confirm that the Identity manager (IDM) and IMW fully qualified domain names or IP addresses are
correctly entered on the battery management server configuration screen. Check that the UNS and
IMW client is enabled and that the user name and password match those configured in IDM.

2. Navigate to Start and type " "services.msc"".

Ensure Motorola IMPRES Fleet Management Unified Network Service is running.

1.7
Contacting Service Team

If your issue still persists, contact your service team and provide the following information:
e PC Operating System (example: Windows 10 Pro-64-bit)

e IMPRES Battery Fleet Management software version and region (example: FM V3.5)

e Issue encountered

e Detailed steps to reproduce the issue

1.8
Troubleshooting Version Issue in BFM Web

Application

If BFM does not show the latest version despite installing the latest package, perform the following actions.
Prerequisites: Ensure that the latest version of IMPRES™ Battery Fleet Management software is installed.

Procedure:
1. Close the Battery Fleet Management web application.
2. Launch the web browser used to run BFM.

14
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Clear web browser cache for the past 24 hours.

Relaunch Battery Fleet Management web application.

If the latest version is not showing, reinstall the latest version of BFM software.
Clear web browser cache for the past 24 hours.

N o o s~ o

Relaunch Battery Fleet Management web application.

1.9

Troubleshooting Battery Records Issue in BFM Web
Application

If BFM does not show some or any battery records at all after transferring the database to a new PC or
computer, perform the following actions.

Prerequisites:

1. Typein About Your PCin Windows search bar and press Enter

2. ldentify and take note of the Device Name or Computer Name.

Procedure:

1. Copy the following command:

sqlemd -S .\SQLEXPRESS -d FleetManagement -Q "Update [Device] SET ComputerName =
'(ComputerName)' Where Deviceld = (Select MAX (DeviceId) FROM [Device])" -W

2. Launch the Notepad app and paste the command into Notepad.

3. Replace the (ComputerName), including the brackets, with your Device Name or Computer Name.
4. Click the Windows search bar and launch Command Prompt.

5. Copy and paste the command from Notepad onto Command Prompt and press Enter.

6. Ensure that the Command Prompt displays 1 rows affected after the command has been executed.
The following image shows an example of a successful command execution:

(1 rows affected)

7. Wait for 30 seconds for the BFM webpage to refresh.
8. Launch the web browser used to run BFM.
9. Check that the battery records are displayed correctly.

1.10

BFM Web Application Troubleshooting

If BFM Web Application does not work after installation, perform the following actions:

Procedure:

1. Verify administrator rights by ensuring that the user has administrator rights on the PC where BFM is
installed.

2. Verify BFM Web Static Assets by ensuring that the required files and folders (BFM Web static assets)
existin the C:\inetpub\wwwroot directory.

15
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» ThisPC » LocalDisk(C) * inetpub »* wwwroot >

Tl Sort = View ae
[ Mame B Date modified Type
assets 8/4/2025 2:42 PM File folder
documentation 8/4/2023 2:42 PM File folder
ImpresBatteryMgmt 8/4/2025 2:42 PM File folder
media 8/4/2023 2:42 PM File folder
favicon.png 11/11/2024 3:28 PM PMG File
& index.html 8/4/202512:50 PM Chrome HTML Do...
D rmain-2000THEY js 8/4/202512:50 PM J5File
D polyfills-MHZGNYE3,js 8/4/202512:50 PM J5File
# styles-KRIF7BE3.css 8/4/202512:50 PM 55 Source File

Size

If none of the above works, then can check out the other BFM Web App Troubleshooting Tips.

1.10.1

Checking BFM Web Application Service Status

If BFM Web Application does not work after installation, perform the following actions:

Procedure:
1. Search for "Services" in the Windows search bar and open it.
2. Ensure that the BFM Web Application Service is running.

Onatied

The status of the BFM Web Application Service is displayed.

1.10.2
Enabling Internet Information Services (IIS)

fumring  Aubomabc
e A0S
Subamatic

L T

Tor EFM We.. Buaning |.- .

This procedure details the steps to enable Internet Information Services (IIS) on your computer, including

selecting necessary components and verifying the installation.

Procedure:
1. Search for Control Panel in the Windows search bar and open it.
2. Click Programs.
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3. Under Programs and Features, click Turn Windows features on or off.

© N o o s

£ Pragrams
s [F » Contral Panel » Progracms
Control Panel Hamse —— o i = &
Frograms and Featlre
R it o - ; natalled update
Fyztem and Securdy d
| T, 1 | PIOGEATE
M ark amd nkeret
PO - Default
Hardhware and Sound
Change de 3} r E
* Programs
L Acgount lava
Appearance and
Personalmation
Clock and Fegion

Ease of Access

In the Windows Features dialog box, locate Internet Information Services.

Select its check box.

Click the "+" sign next to Internet Information Services to expand the list and view its subcomponents.
Within Internet Information Services, select World Wide Web Services and Web Management Tools.
Expand World Wide Web Services and select the following subcomponents:

e Application Development Features

e Common HTTP Features

e Health and Diagnostics

e Performance Features

e Security

Click OK.

17
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Turn Windows features on or off

To turn a feature on, select its check box, To turn a feature off, clear its check b

= @

MET Framewaork 3.5 (includes [MET 2.0 and 3.0)
MET Framework 4.8 Advanced Services

Active Directory Lightweight Directory Services
Containers

Data Center Bridging
Device Lockdown
Guarded Host
Hyper-V

=

o =

Internet Information Services

[]° FTP Server
= B Web Management Tools

OJ
/]
]

15 & Management Compatibility
15 Managemnent Conscle
[15 Managermnent Scripts and Tools

(17 IS Management Service
o B World Wide Web Services

B Application Development Features
B Common HTTP Features

B~ Health and Diagnostics

B Performance Features

- | Security

Windows applies the changes and installs the selected IS components.

10. If prompted, restart your computer to complete the installation.
The installation completes.

11. After the installation completes, open a web browser and in the address bar, enter http://localhost.
Result: If 1IS is installed correctly, the BFM web page appears.

1.10.3

Configuring TCP/IP for SQL Server

This procedure outlines the steps to enable and configure TCP/IP for a SQL Server (SQLEXPRESS) instance
using SQL Server Configuration Manager, ensuring proper network communication.

When and where to use:
Ensure that SQL Server (SQLEXPRESS) is running.

Procedure:
1. Open SQL Server Configuration Manager.
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I E SQL Server Configuration Manager
App

2. Navigate to SQL Server Network Configuration and select Protocols for SQLEXPRESS.

5ql Server Configuration Manage
File Action View Help

e x| d=H

‘@ S0L Server Configuration Manager (Local) |_Name Ciate Start Mode Log Op Ac Proc
g SQL Server Senvices o || By saL Server (SOLEXPRESS) Running Automatic NT Service\MSSQLSSQLEXPRESS 3368 |
v i égpse;"e' TTWDS’SLC&’;‘CF'{QE:’:““ (3201 1 SO Server Agent (SOLEXPRESS) Stopped Other (Boot, Syste..  NTAUTHORITY\NETWORKSERVICE 0
rotocols ror
SQL Server B Stopped Other (Boot, Syste..  NTAUTHORITY\LOCALSERVICE 0
v ) 50L Native Client 11.0 Configuration (324 BsQL Server Browser oppe e (Boot Syste ™
Client Protocols

\% Aliases

3. Locate and right-click TCP/IP.
Select Enable.

E 5ql Server Configuration Manager
File Action View Help

L JESERERESR 7|

‘@ S0L Server Configuration Manager (Local)

Protocol Mame Status
5 EQ:: zer-.rer ;EN'CESL’(C . S %W~ Shared Memaory Enabled
w E_ QL Server Metwork Configuration (32bit = Named Pipes Dicabled
= Protocols for SQLEXPRESS

TCRAP Enabled
(v .. S0L Mative Client 11.0 Configuration (321 kA ) e
Client Protocaols

Q Aliases

Double-click TCP/IP to open its properties.
Select the IP Addresses tab.
Scroll down to the IPAIl section.

©® N o o

In the TCP Port field, enter 1433.
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Protocol  IP Addresses

TCP Dynamic Ports 0
TCP Port
= ps
Active Yes
Enabled Mo
IP Address fedl: 1 2f%f2b0:5b1 8:ccf1%21
TCP Dynamic Ports 0
TCP Port
= 1pg
Active Yas
Enabled Mo
IP Address 10.228.24.128
TCP Dynamic Ports 0
TCP Port
= 1pan
TCP Dynamic Ports 53404
TCP Port 1433
Active

Indicates whether the selected IP Address is active.

QK Cancel Apply Help

9. Click OK to save the changes.
The changes are saved.

10. In the SQL Server Configuration Manager, under SQL Server Services, right-click SQL Server
(SQLEXPRESS) and select Restart.
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Sgl Server Configuration Manager = m} X
File Action View Help

e n|EzH D@

{8 SOL Server Configuration Manager (Local) Name State Start Mode Log On As Process ID
g soLseverSenices L 5ot server (sOLEXPRESS) Farming Trmame 5501 $501 EXPRESS
v 4 5L Server Network Configuration (32bit)| 2 co 0 25 T o EepRESS) Stopped Other (£ A\NETWORKSERVICE 0

El= Protocols for SOLEXPRESS

SQL S B Sty d Other (E Stop LOCALSERVICE 0
~ B 50l Native Client 11.0 Configuration (324 B5Q server Browser oppe er ; w
Client Protecols ause
% Aliases
Properties
Help

NOTE: If SQL Server Configuration Manager is not found in the Windows search bar, check under
Control Panel — Administrative Tools — Computer Management. If it is still not found, install
SQL Server 2022 Express because SQL Server Configuration Manager is included with it.

& Computer Management - m} x
p g

File Action View Help

e 55 ]

S Fomputer Management (Local) Items Actions

v [} System Tools
@ Task Scheduler
@ Event Viewer

22| Shared Folders
2 Local Users and Groups

[ saL server Services SQL Server Configuration M... &
,_E_,SQLSeNerNetwnrkConfiguratiDn [ Mare Actions N
,@,SQL Mative Client 11.0 Configuratio...
_E_ S0L Server Network Configuration

2 &l . i ] .
.\eS\‘\ Performance ,,SQL Mative Client 11.0 Configuration

=4 Device Manager
v 23 Storage
=7 Disk Management
v T Services and Applications
w Internet Information Services (IIS) Manager
4 Services
&5 WMI Control
v @ SQOL Server Configuration Manager
B 50L Server Services
_E_ 50L Server Network Cenfiguration (32bit)
w .. S0L Mative Client 11.0 Configuration (32bit)
Client Protecols
Q Aliases
w _E_ 50L Server Network Configuration
El= Protocols for MSSQLSERVER
v .. SOL Mative Client 11.0 Configuration
Client Protocols
5 Aliases

1.104
Setting SQL Server Authentication Mode and Restarting the

Service

This procedure details the steps required to configure the authentication mode for your SQL Server
(SQLEXPRESS) instance and restart the service. This is often a necessary step when troubleshooting
connectivity or security-related issues.

Prerequisites:
e Your PC must have SQL Server Management Studio installed.

e You must be able to open SQL Server Management Studio and log into the SQL server using Windows
Authentication.
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Procedure:

—

0N

Click OK to save the changes.

In the Server Properties dialog, select the Security page.

The authentication mode changes are saved.

In Object Explorer, right-click the server instance name and select Properties.

Under Server authentication, select SQL Server and Windows Authentication mode.

5. In Object Explorer, right-click the server instance and select Restart.

I_A,? Microsoft SOL Server Management Studio

File Edit View Tools Window Help

- |iﬁ' -2 H“|J%Naw0uery E@D.,ﬁﬂm| | - '|@‘ '|p motorolal2s! v|.g'__|ﬁﬁ[|';

| | b e | | BT,
Object Explorer * 1 3| B Server Properties - NEXG4T-840GE\SOLEXPRESS -
Connect~ ¥ *i (VB Select a page T Seipt + @ Help
= @ NBXG47-840G8\SOLEXPRESS (SOL Server 11.0.5038 - DS\NBXG4T) | & General
[=] Databases : rrzr:::sors
System Databases 5 Server authertication
Securty

= i FleetManagement
Database Diagrams
=] Tables

System Tables
FileTables
B dbo.Alertinfo
ER dbo.Battery
B dbo.BatteryChargeStateType
R dbo.BatteryChargeStatusType
ER dbo BatteryChemistryType
ER dbo BatteryGroup
B dbo.BatteryHistory
FER dboBatteryLastKnownRadio
ER dbo.BatteryLEDStatusType
ER dbo BatteryStatusType
B dbo.BatteryType
EH dbo.Chartinformation
B dbo.Columninformation
ER dbo.Company
B dbo.Computer
EH dbo.Device
B dbo Filter
FR dboLlanguage
EH dbo Licenselnfo
EH dbo.Location
B dbo.Radic
ER dbo.RadioFamily
B dbo.RadicFamilyKithumber
R dbo.RadioHistery
B dbo.RecommendationType
FR dbo Task

22

4 Connections

& Database Settings
F& Advanced

# Pemissions

Connection

Server:
NBXG47-840G8\SALEXPRESS

Connection
DS\NBXG47

ﬁ View connection properties

Progress
Ready

() Windows Authertication mode

© S0L Server and Windows Authentication mode

Login audtting

() Mone

O Failed logins only

() Successful logins only

() Both failed and successful logins

Server proxy account
[C] Enable server proxy account

(] Enable C2 audt tracing

[_] Cross database ownership chaining

Cancel
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,_Q Microsoft SQL Server Management Studio
File Edit View Tools Window Help

-O[ a2 E P Aoy BRSO DD |9 -
| | Execute | |
Object Explorer ~ o x
Connect~ ¥ ¥ (VIS
=8 QLEXP Q
S} Databases Connect...
Systern Databases Disconnect

= i@ FlestManagement
Database Diagrams
S} Tables MNew Cuery
System Tables

Register...

FileTables Activity Menitor
EH dbo.Alertinfo Start
FR dbo.Battery Stop
ER dbo.BatteryChargeStateType Pause
B dbo.BatteryChargeStatusType
Besume

E dbo.BatteryChemistryType
R dbo BatteryGroup Restart
ER dbo.BatteryHistory

Polici
B dbo.BatteryLastKnownRadio olieres i’
E dbo.BatteryLEDStatusType Facets

R dbo BatteryStatusType Start PowerShell

Bl dbo.BatteryType

B dbo.Chartinformation
B dbo.Columninformation Reports »
B dbo.Company B EE—
ER dbo.Computer
B dboDevice Properties
ER dbo Filter

B dbo.language

ER dbo Licenselnfo

B dbo.Location

Azure Data Studio 3

Refresh

Result: The SQL Server (SQLEXPRESS) service restarts, applying the changes.

1.10.5

Granting Sysadmin Rights for SQL Server Logins

This procedure outlines the steps to grant sysadmin server role permissions to specific logins within a SQL
Server instance, ensuring they have the necessary database access.

Prerequisites:

e The FleetManagement database must be present on your SQL Server instance.

e SQL Server Management Studio must be installed on your PC and must be connected to the target SQL
Server instance with sufficient permissions to modify server roles.

Procedure:
Part 1: Verifying FleetManagement Database Presence
1. In Object Explorer, expand System Databases.
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24

2.
3.

,_Q Microsoft SOL Server Management Studio
File Edit View Tools Window Help
~O R L-U B Brevaey BR[| LA |2-C-|B] -|5
| | Execute | | | |

Object Explorer ~ o x
Connect - ¥ *¥ vV
= @ NBXGAT-B40GB\SOLEXPRESS (SOL Server 11.0.5038 - DS\NBXG47)
= Databases
System Datw
= i FlestManagement
Database Diagrams
=] Tables
System Tables
FileTables
EH dbo.Alertinfo
B dbo.Battery
ER dbo.BatteryChargeStateType
B dbo.BatteryChargeStatusType
E dbo.BatteryChemistryType
B dbo.BatteryGroup
ER dbo.BatteryHistory
B dbo.BatteryLastKnownRadio
E dbo.BatteryLEDStatusType
B dbo.BatteryStatusType
Bl dbo.BatteryType
B dbo.Chartinformation
B dbo.Columninformation
B dbo.Company
ER dbo.Computer
B dbo.Device
ER dbo Filter
R dboLanguage
ER dbo.Licenselnfo
EH dbo.Location
E dbo.Radie
B dbo.RadicFamily
ER dbo.RadioFamilyKithumber
B dbo.RadicHistory
E dbo.RecommendationType
FH dbo.Task
ER dbo.TaskResultType
B dbo.TaskType
ER dbo.ThresholdExpress
FH dbo.Translation
EH dboVersion
B dbo.View
EH dboViewChart
FH dbo.ViewColumn
Few;
Synonyms

Verify that the FleetManagement database is listed.

If the FleetManagement database is not present, perform the database installation or restoration
procedure.

Part 2: Verifying SQL Server Login Permissions

4,
5.

In Object Explorer, navigate to the Security folder, then expand the Logins folder.

For each required login (for example, DS\NBXG47, NT AUTHORITY\SYSTEM, and sa), right-click the login
name and select Properties.

In the Login Properties dialog, select the Server Roles page.
Verify that the sysadmin checkbox is enabled.
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|.‘3-'fl Microsoft 5OL Server Management Studio
File Edit View Tools Window Help

OB a2 P BNy BERAS LA 2-C- B -5 SmEesBa-.
| | b Brecute \ | | | | % <
Object Explorer ~ 1 x| B Login Properties - DS\ - O
Connect~ ¥ ¥ VIS Selecta page IT Scipt ~ € Help
= @ NBXGAT-840GH\SOLEXPRESS (SOL Server 11.0.5058 - DS\NBXG4T)
= Databases b TTser Mapping Server role is used to grant server-wide security privileges to a user.
Systern Databases F Securables
£ @ FlestManagement & Status
Database Diagrams Server roles:
Tables () bulkadmin
iews 3
Synanyms [ processadmin
Programmahility 8 pubiic
Service Broker [ securtyadmin
Storage O 5;werzdmin
Security setupadmin
. Security B sysadmin
= Logins
M #EMS_PolicyEventProcessinglogings
 #EMS_PolicyTsqlExecutionLoginds
8 BUILTIN\Users
E DS\NBXGAT —
e NT AUTHORITY\SYSTEM
& NT Service'MSSOLSSQLEXPRESS a%r;(eEFAT-SdDGE'-.SQLExPRESS
& NTSERVICE\SCLWriter
& NTSERVICE\Winmgrmt o
i ] e
Server Roles ¥ Miew comnection properties
Credentials
Server Objects
Replication
Management ErEST
HEvent Profiler Ready
Cancel

|:|} NOTE: If the sysadmin checkbox is not selected, you must modify the permissions.

The selected login has sysadmin rights if the box is enabled. Otherwise, modify the permissions.

8. Click Cancel to close the Login Properties dialog after verifying the settings.
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l_A,? Microsoft SOL Server Management Studio

File Edit View Tools Window Help
[B-a-28 8| Brwoey BRI[RD]|LDa|2-C-|B] |2 -|| &2 B
| b e | | | =255
Object Explorer ~nx B Login Properties - sa - a
Connect~ ¥ ¥ ¢+ Selecta page IT Scipt ~ @ Help
= @ NBXG47-840G8\SOLEXPRESS (SOL Server 11.0.5058 - DS\NBXG4T) # General
o Databases & Server Roles
J User Mapping Settings
Systern Databases
5 i FlestManagement Pemission to connect to database engine:
Database Diagrams O Grant
Tables I — I
Views (_) Deny
Synonyms Login:
Programmabhility
Service Broker I O Enabled I
Storage () Disabled
Security
= Security Status
=2 Logins S
m #2MS_PolicyEventProcessinglogings S e =
m 22MS_PolicyTsqlExecutionLogind2
+ BUILTIN\Users
pa DS\NBXGAT
-] i
I_i NT AUTHORITY\SYSTEM Eom
s NT Service\MSSQLSSQLEXPRESS a%f"'gp B ——
& NTSERVICE\SOLWriter Ha4TBANGESALEX
% MTSERVICE\Winmgmt Connection:
I—! DS\NBXGAT
a Sa I
Terver Roles ¥ View connection properties
Credentials
Server Objects
Replication
Management Progress
KEvent Profiler Ready
b
IMPORTANT: Verify the correct local user has sysadmin permissions on the specific machine
encountering the BFM issue, as usernames such as <DS|NBXG47> are system-specific and vary

Configuring 'sa’ Login Security Settings and Application
Password

This procedure outlines ways to modify the 'sa’ login password policy and update the corresponding
application configuration file. Perform this task if you encounter issues installing SQL Server because of
password policy restrictions.

Procedure:

26

Part 1. Configuring SQL Server 'sa’'Login

o ok~ 0D

Expand the Logins folder.

Select Properties.

Locate and right-click the sa login.

In Object Explorer, navigate to the Security folder.

In the Login Properties dialog, select the General page.
Enable the Enforce password policy checkbox.
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7. Inthe Password field, enter a new password.

IMPORTANT: Motorola Solutions documentation does not provide specific passwords. Ensure
that the password meets your organization's security requirements. For further guidance on
password rules, consult your system administrator or relevant IT security policies.

8. In the Confirm password field, reenter the new password.
9. Click OK.
10. In Object Explorer, right-click the server instance SQLEXPRESS and select Restart.

;.‘z? Microsoft SQL Server Management Studio

File Edit View Tools Window Help

i0-0|B-u-AHH BANvaey BEIRI LTA|2-C- B -
| | Execute | | | | | -

Object Explorer ~1x| B Legin Properties - sa = O

Connect~ ¥ XT 0 e Selecta T serpt ~ 9 Help
2 @ NBXG47-2340GS\SCQLEXPRESS (SCL Server 11.0.5058 - DS\NBXG4T) & General
erver Holes

=2 DEtESbEtSES Datat K User Mapping Login name: sa
ystem Databases K Status

= i@ FleetManagement
Database Diagrams
Tables

Views

Password: sesssssssssanes

Synonyms Confirm p d:
Programmability ) Specify old password
Service Broker

Storage —
Security |_] Erforce password policy

HEEEEEHEER

o

Security
= Logins
##M5_PolicyEventProcessinglogin®#
FEM5_Policy TsqlExecutionLogin®®
= BUILTIN\Users

DS\NBXG4T Con - [ Map to Credential
NT AUTHORITY\SYSTEM
MNT Service\MSSOLSSQLEXPRESS Server. -
NT SERVICE\SQL Writer NEXGET-340GE SALEXPRESS

X Connection:
INT SERVICE\Winmgmt DSWNBXGAT

Mapped Credentials Credential F

Server Roles ¢F View connection properties

Credentials
Server Objects
Replication
Management Progress - Remove

{#] XEvent Profiler Ready Default database: master v

Defautt language: English - us_english w

Cancel

Part 2: Updating IMPRES Fleet Management Configuration

11. Go to Windows Services and stop the Motorola IMPRES Fleet Management Web Application Service.

\‘:('?;Motorola IMPRES Fleet Management Analysis Service Provides analysis and device services for Motorola Fleet Management Running  Autoratic Local System
-.‘:('?;Motorola IMPRES Fleet Management Device Service Provides device adapter for Motorola Fleet Management Running  Automatic Local System
».‘:('?;Motorola IMPRES Fleet Management Radio Network Service Provides radic adapter for Motorola Fleet Management Disabled Local System
{;I?;Motorola IMPRES Fleet Management Service Proxy Provides a secure way to access analysis and device services for Motorela Fleet...  Running  Automatic Local System
&) Motorola IMPRES Flest Management Unified Network Service Provides radic adapter for Motorola Fleet Management Disabled Local System
Motorola IMPRES Fleet Management Web Application Service Enable Web Server and Configure Web Settings for BFM Web Application Running  Automatic Local System
5} Motorola Presence Notifier Application Running  Autornatic Local System
-J:(:?;MOTOTRBO Metwork Interface Service to the MOTOTREQ radio system. Automatic Local System
5} Matural Authentication ice, that evaluates signals based on time, network, geclo.. Manual (Trigger .. Local System
5} NetTep Port Sharing Service re TCP ports over the nettcp protecol. Disabled Local Service
».‘:('?;Netlogon innel between this computer and the demain controller f...  Running  Automatic Local System
{;I?;Network Connected Devices Auto-5Setup Restart evices Auto-Setup service monitors and installs qualified .. Manual (Trigger .. Local Service
\S(:?;Network Connection Broker Al Tasks , et allow Windows Store Apps to receive notifications fro..  Running  Manual (Trigger ..  Local System
5 Metwork Connections e Metwerk and Dial-Up Connections felder, in which you .. Manual Local System
-J:(’ Network Connectivity Assistant Refresh status notification for Ul components Manual (Trigger ...  Local System
0 Network List Service ) i to which the computer has connected, collects and stor...  Running  Manual Metwork Service
\‘;’ Metwork Location Awareness Eperties nfiguration information for the network and notifies prog... Manual Network Service
-.‘:(:?;Network Setup Service Help rvice manages the installation of network drivers and per... Manual (Trigger ...  Local System
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12. Navigate to C:\Program Files (x86)\Motorola\IMPRES Fleet Management\bfm_config_files.
13. Open the bfm_server_config. json file

14. Locate the sqglConfig section.

15. Update the password field with the new password.

"sqlConfig":
"user"”:

"password
“server”:
"tcpport™: 143
"database”:
"options™:
"encrypt

Q NOTE: This password must match the password set for the sa login in the previous section.

16. Save the bfm_server_config. json file.

17. Return to Windows Services and start the Motorola IMPRES Fleet Management Web Application

Service.

£ Motorola IMPRES Fleet Management Analysis Service Provides analysis and device services for Motorola Fleet Management Running  Automatic Local System
55 Motorola IMPRES Fleet Management Device Service Provides device adapter for Motorola Fleet Management Running  Automatic Local System
£/ Motorola IMPRES Fleet Management Radio Network Service Provides radie adapter for Motorola Fleet Management Disabled Local System
£ Motorola IMPRES Fleet Management Service Proxy Provides a secure way to access analysis and device services for Motorola Fleet..  Running  Automatic Local System
55 Motorola IMPRES Fleet Management Unified Network Service Provides radio adapter for Motorola Fleet Management Disabled Local System

Motorola IMPRES Fleet Management Web Application Service Enable Web Server and Configure Web Settings for BFM Web Application Automatic Local System
5/ Motorola Presence Notifier Application Running  Automatic Local System
55 MOTOTRBO Network Interface Service the MOTOTRBO radio system. Automatic Local System
5 Natural Authentication =, that evaluates signals based on time, network, geolo... Manual (Trigger .. Local System
55 Net.Tep Port Sharing Service TCP ports over the net.tcp protocel. Disabled Local Service
£ Netlogon nel between this computer and the domain controllerf...  Running  Automatic Local System
55 Network Connected Devices Auto-Setup ices Auto-5Setup service monitors and installs qualified ... Manual (Trigger .. Local Service
5} Network Connection Broker A1l Tasks 5 t allow Windows Store Apps to receive notifications fro..  Running  Manual (Trigger .. Local System
55 Network Connections {etwork and Dial-Up Connections folder, in which you ... Manual Local System
55 Network Connectivity Assistant Refresh atus notification for Ul components Manual (Trigger ...  Local System
5k Network List Service a3 which the computer has connected, collects and stor...  Running  Manual Metwork Service
65 Network Location Awareness Etopertics guration information for the network and notifies prog... Manual Network Service
55 Network Setup Service Help ce manages the installation of network drivers and per... Manual (Trigger ... Local Systemn

% Metnimele Chnre b b Comden cinrde matificatinne (mn ebadacn additian (el cbina -4 Drvmmine

Bk i el Comiinn

Postrequisites:

Verify that the Motorola IMPRES Fleet Management Web Application Service starts successfully and that the
application functions as expected.
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Chapter 2

Firewall Configuration

This chapter provides guidelines for troubleshooting the installation. For non-installation troubleshooting,
refer to MNOO7507A07 IMPRES Battery Fleet Management Troubleshooting Guide.

2.1
Configuring Firewall

In some instances, the computer Windows Firewall blocks any communication services from other
computers. The Windows services block the IMPRES Battery Fleet Management Server or Client setup.
Perform the following steps to allow the IMPRES Battery Fleet Management application to communicate
through Windows firewall.

1. Select Start — Control Panel — System and Security.

Control Panel -

« v 1 > Control Panel v O 2 Search Contral Pane|
Adjust your computer's settings View by: Category ~

User Accounts
Gﬂ Change account type

System and Security
Review your | System and Security
Save backup| View and change system and security

Backup and | status, back up and restore file and
system settings, update your

h.
L]
i Network 4 computer, view RAM and processor -
\ . speed, check firewall, and more.
View networl i
3

Appearance and Personalization

Clock and Region

Hardware and Sound Change date, time, or number formats

od
ﬂt View devices and printers
Add a device

Adjust commonly used mobility settings

Ease of Access
Let Windows suggest settings
Optimize visual display

~. Programs
[.1 Uninstall a program
Get programs

2. Select Allow an app through Windows Firewall.
‘ System and Security — O >

« v 4t ‘ * Control Panel * System and Security v O 2 Search Control Pane

Control Panel Home . .
Security and Maintenance

Review your computer's status and resolve issues !; Change User Account Control settings
Troubleshoot common computer problems

e System and Security
Metwork and Internet

Windows Defender Firewall
Check firewall status |~« ow an app through Windows Firewa l

Hardware and Sound

Programs

User Accounts

System

View amount of RAM and processor speed GAHOW remote access | Launch remote assistance

o & ¢

Appearance and

Personalization See the name of this computer
Clock and Region = .
g N'#@ Power Options
Ease of Access © Change battery settings | Change what the power buttons do | Change when the computer sleeps
_ File History
© Save backup copies of your files with File History | Restore your files with File History
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3. Click Change Settings — Allow another app to communicate through Windows Firewall.

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? | _Q_CEB!_‘L_Q_E? settings |

Allowed apps and features:

MName Domain  Private  Public ";

I Microsoft.DesktopApplnstaller_1.0.22011.0 x64_ 8wekyb3dBbb...

@{Microsoft.DesktopApplnstaller_1.0.30311.0_x64_ Bwekyb3dabb...
@{Microsoft.Messaging_3.43.27001.0_x64_ Swekyb3dibbwelms-r...
@{Microsoft.Messaging_4.1901.10241.0 x64_ Swekyb3dibbwe?ms...
@{Microsoft. MicrosoftEdge_44.17763.1.0_neutral__8wekyb3d8bbw...
@{Microsoft. MicrosoftEdge_44.17763.1.0_neutral__8wekyb3dBbbw...
@{Microsoft. MicrosoftOfficeHub_17.8918,3826.0_x64_ Swelkyb3d3...
@{Microsoft.OneConnect_5.1807.1991.0_x64_ 8wekyb3d2bbwelm...
@{Microsoft.OneConnect_5.1902.361.0_x64__Bwekyb3d8bbweims...
@{Microsoft.PPIProjection_10.0.17763.1_neutral_neutral_cw3n1ht...
@{Microsoft.PPIProjection_10.0.17763.1_neutral_neutral_cw3nThdt...
| b @{Microsoft. Windows.Cortana 1.11.5.17763 neutral neutral cwin..,

NEEEEEEEEEE
HNERRFERRRERERR
OREOOOOO®REO

Details... Remove

Allow another app...

4. From the Add and App window, click Browse to locate the IMPRES Battery Fleet Management Service
Application (.exe).

: L —)
+ o Conol Pansl | Symemand Seouty

- P Mt * IMPRES Fieet Management - wrre APEES et 44 P
Allow apps to commumcate e e o e s
Ik ps & te thy  On N I L]
i Mpd & dame ate momhed Tpe =
Ranlnr the app o w0 adel o click B i Tier] v thar s ack . Chrea i v &n-ls T
feahed, are then gk R ianin 1
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e 1
o - Desiog
i L0GE i
] Thoummer. It i 2 3
o LT — LR B
| P Mg W Wl F | et pemant Aral s Wis LIRENT 143 T AP
1 b Pcham W e ol | etida ra gerer Devi ceSermes WS 1l
| I virkeas W W ol F hes da na geres il Foacdiodenmaichanmgs WS
: 2 DRKIC) 1 McaorolaF|antidensgemert Server 17 143
i it i W) whortcs vl F e s Qs 1L S evion. Provey WS 17 14
e v 1] M)
] o ¥ lamarolaF| estdara pemant Service WS
e COR ey Ny
E &1 Mo ol Fl e 8l na gesroa i Lind P Foemsc s Srvicon 1714 X -
. ]
T ;
AT 2 B e A I T :
i Sl e s i rame Moo FeriMaregerenAreny s W Applcaons o=t comt i -
. R [ o
.

5. Click Open.
6. Ensure that the Network Type is selected by default to allow firewall for Domain only.
7. Click Add to select the application file into list.
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Select the app you want to add, or chick Browse to find one that is not
listed, and then click OK.

Apps:

e Metorola. FlegtManagement.Anabesic.\Win allow this app or port ta communicate through Windows
Firewall for the selected network type:

] Domain: Metworks at & workplace that are
atlached ta a domain

[ Private: Mutworks at harme or work wbere you
fonow anal trusd the peaple and desvioes on the
natwirk

!_]Pqu 1 Mastweorks in publis places such as
airports or colffes shops

Path: C:\Program Files [x86]\Motorola) IMPRES Fe|  Browse. . -

! o ] e
¥ihat, 2re the risks of unblocking an apg?
You tan chooss which network types to add this app to.

e ] [dies

8. Repeat steps #unique_27/unique_27_Connect_42_li_awl_z1l_mrb and #unique_27/
unique_27_Connect_42_li_tlg_z1l_mrb to add other service application files.

9. Click OK to close the window.

| + Wl Comiral Panel * System and Secwrlty * Windows Frewall * Allowed spps w [ h Cant 1 A

Allow apps to communicate through Windows Firewall
T e, change: or remove sllowed apps and ports, dick Change settings.

What are the risis of shdweng 2 apg bo oomimunicaie? Q'ZI:_';:_'.*_-_'\.-_' L

Amowod apps and features

hame Daman  Prwate  Dubae ™
B Microwoh Sauve 2 =] 2
B Microwh Tigs B B B
B Wi sl Wil 2 B 2
bl s Doy Mangpenensfnaglyea Win B D =]
A Motoiola Mes Mana pemienl DeviveSer vice B u} O
B Mt |a Mo Uhania penent RadivMe o iSe vioe WS 2 o o
B utonyla M e pemenl S B a o
2 byl Mee Mang peeni Servive Procs Ws 2 o o
B Mty o Mlew Mand pemgnL S vice W5 2 =] =]
= Moo g Nee (Mang gement UniledNetworkService WS 2 o {m
H Moves BTV -] ) ]
EMEN Moy 2 B B~
Degaily... Feirwe
Allow inothe! spp..
o

2.2
Enabling Windows Firewall to Accept Messages From

UDP Ports (MOTOTRBO OTA)

In some instances, the computer firewall blocks any messages from TCP or UDP ports. The UDP port blocks
battery messages exchange over the radio RF links. You are not able to see any radio registration and
battery data exchanges information in IMPRES Battery Fleet Management. The following are the procedures
to enable the TCP/UDP inbound/outbound ports.
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Procedure:

1. Navigate to the Control Panel and select System and Security.

‘ | System and Security
us

Save backup copies of your files with File History

Backup and Restore (Windows 7) .
—

User Accounts

9 Change account type

Appearance and Personalization
Find and fix problems Change the theme
View network status and tasks Add a languzge

Choose homegroup and sharing options Change input methods

Network and Internet ‘ # Clock, Language, and Region

Hardware and Sound Change date, time, or number formats
View devices and printers Ease of Access

Add 3 device @ Let Windows suggest settings

Adjust commonly used mobility settings

Optimize visual display

“~_ Programs

[?ld Uninstall a program

Get programs

2. Select Windows Firewall.

' Security and Maintenance
Review your computer’s status and resolve issues G Change User Account Control settings
Troubleshoot common computer problems

Windows Firewall
ck firewall stestus | Allow an app through Windows Firewall

System
=== View amount of RAM and processor speed GA”OW remote access | Launch remote assistance
See the name of this computer

Njib Power Options
Change battery settings | Change what the power buttons do | Change when the computer sleeps

3. Select Advanced settings in the windows firewall window.
« v ‘ > Control Panel > System and Security * Windows Firewall
Help protect your PC with Windows Firewall

Control Panel Home

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a netwark.

through Windows Firewall .
& change notification settings I v Domain networks Connected ()
9 Turn Windows Firewall on or —

off . o Private networks Not connected ()

9 Restore defaults

G l v Guest or public networks Not connected (-
Advanced settings

Troubleshoot my network

4. Select Inbound Rules at the left panel and click on New Rule... at the right panel.

* Windows Firewall with Advanced Security

File Action View Help
os | nmE = HE

6 e e S -+~

& Inbound Rules Name Group - Profile ~ Enabl

Y Outbound Rules X e
% Connection Security Rules @ BES Client All Yes
, %, Monitoring 0 BES Client (ICMPv4) All Ves ¥ Filter by Profile »

BES Client (ICMPvE) All Yes

5. Select Custom and click on Next button.
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* New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports ) Program

@ Scope Rule that controls connections for a program.

@ Action ) Port

@ Profile Rule that controls connections for a TCP or UDP port.
@ Name () Predefined:

Allloyn Router
Rule that controls connections for a Windows experience.

(®) Custom
Custom rule.

< Back Cancel

6. Select This program path — Browse — Next.

NOTE:
Browse and locate the IMPRES Battery Fleet Management application (.exe) file.

The default full path for the application file is located at C:\Program Files
(x86)\Motorola\IMPRES Fleet
Management\Motorola.FleetManagement.Analysis.Win.exe.
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* New Inbound Rule Wizard

Program

Steps:

& Rule Type
Program

Protocol and Ports
Scope

Action

Profile

& & & & & &

Name

Specify the full program path and executable name of the program that this rule matches.

Does this rule apply to all programs or a specific program?

O All programs
Rule applies to all connections on the computer that match other nule properties.

(@) This program path:
[\IMPRES Fleet Management\Motorola. leetManagemert Analysis. Win.exe| | Browse...

Example: c:\path\program exe
%ProgramFiles . \browser\browser exs
Specify which services this nule applies to.

| <Back

7. Select UDP — Next.

* New Inbound Rule Wizard

Protocol and Ports

Steps:

@ Rule Type

@ Program

@ Protocol and Ports
@ Scope

& Action

@ Profile

@ Name

Specify the protocols and ports to which this rule applies.

To which ports and protocols does this rule apply?

Pratocol type: I UDP v
Protocol number: 17 5
Local port: Al Ports ~

BExample: 80, 443, 5000-5010

Remote port: All Ports bt

Example: 80, 443, 5000-5010
Intemet Control Message Protocol Customize
(ICMP) settings:

Cancel

[ Nee> )|

| <Back

8. Click Next.
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Which remote IP addresses does this rule apply to?
® Any IP address
(O) These IP addresses:

Sieps:
& Rule Type
@ Program Which local IP addresses does this nule apply to?
@ Protocol and Ports ® Any IP address
@ Scope O These IP addresses:
@ Action Add
@ Profie Edit
@ Name
Remove
Customize the irterface types to which this rule applies: [ customize... |

9. Select Allow the connection — Next.

o New Inbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the nule.

Stomize
ustomize

() Block the connection

Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
@ Program
2 s (® Allow the connection
1 NORacE S Pl This includes connections that are protected with IPsec as well as those are not.
@ Scope
e ) Allow the connection if it is secure
b o This includes only connections that have been authenticated by using IPsec. Connections
@ Profile will be secured using the settings in |Psec properties and rules in the Connection Security
“ Rule node.
@ Name

10. Select Domain, Private, Public and click Next.
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™ New Inbound Rule Wizard

Profile

Steps:
Rule Type

5

Program

Protocol and Ports
Scope

Action

Profile

@ Name

e« & & &

[

Specify the profiles for which this rule applies.

When does this rule apply?

] Domain
Applies when a computer is connecied o its corporate domain.
] Private
Applies when a computer is connected to a private network location, such as a home
or work place.
[ Public
Applies when a computer is connected to a public network location.

<Back [ Net> |

Cancel

11. Type udp_port_inbound in the Name field and click Finish.

* New Inbound Rule Wizard

Name

Steps:

@ Rule Type

@ Program

@ Protocol and Ports
@ Scope

Action

Profile

Name

(Y

.

.

Specify the name and description of this rule

|udpjon_hbomd

Description (optional):

=

Cancel

New inbound rule is created, and the inbound UDP port is allowed for IMPRES Battery Fleet

Management application.
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12. To add a new outbound rule, select Outbound Rules in the left panel and click New Rule... in the right
panel.

* Windows Firewall with Advanced Security

File Action View Help

o= 2@ = HE

P Windows Firewall with Advance [QEITEAEe g Actions
Inbound Rul ~
gmmnd“;:s Name Group Profile  Enabl * || Outbound Rules -
To Connechion Security Rules @ @{Microsoft.3DBuilder_10.9.50.0 x64_... @{Microso... All Yes
. Monitoring @{Microsoft.3DBuilder_12.0.3131.0x6... @{Microso... All Yes 7 Filter by Profile »
#ians o mAARN LML AN mmE . AN e

13. To add a new outbound rule, repeat 5to 11.

14. Name the new rule, such as udp_port_outbound and click Finish.

™ New Outbound Rule Wizard

Name

Specify the name and description of this rule

Steps:
@ Rule Type
Program

Protocol and Ports

Name:
|udp_port_outbound|

Scope

Action
Profile Description {optional):
Name

e« & & & & &

T e

2.3
Enabling Port 8080 for BFM Web Application

If BFM does not show any data in the web application (empty tables), ensure that the Port 8080 is configured
as a TCP INPUT PORT.

Procedure:
1. Open Control Panel and search for Windows Defender Firewall.
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<« v > Control Panel v U fire

Windows Defender Firewall

Allow an app through Windows Firewall

Check firewall status Windows Defender Firewall

Set firewall security options to help
Security and Maintenance protect your computer from hackers
Check security status and malicious software.

oSearch Windows Help and Support for "fire"
p Pp

2. Go to Advanced Settings.

‘ Windows Defender Firewall — O
&« - @ < Syste.. > Windows Defende... v U Search Control Panel

Help protect your PC with Windows Defender Firewall
Control Panel Home

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC
Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall
o For your security, some settings are managed by your system administrator.

G Change notification settings
!; Turn Windows Defender l 9 Domain networks Connected ()

Firewall on or off

!; Restore defaults Networks at a workplace that are attached to a domain
G Advanced settings
Troubleshoot my network Windows Defender Firewall state: On
Incoming connections: Block all connections to apps that are not on the list
of allowed apps
Active domain networks: P otcom
Notification state: Notify me when Windows Defender Firewall blocks a
new app
l v Private networks Not connected !
l 9 Guest or public networks Not connected (-

See also
Security and Maintenance

Network and Sharing Center

3. Right click on Inbound Rules and click on New Rule.
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‘ Windows Defender Firewall with Advanced Security - a

File Action View Help

= 55 = HE

# Windows Defender Firewall witl" Inbound Rules Actions
&3 Inbound Rules ~ ” :
Grou Profile  Enabled  Action ” || Inbound Rules
&3 Outbound Rule New Rule.. P , .
® Connection Sec Al Yes Allow & NewRule.
. M P Filter by Profile ” ondliation (Ping) - v3 Domain  Yes Allow p -
» %4 Monitoring ) e i Y Filter by Profile
Filter by State > onciliation (SMB TCP 445) - v3 Domain  Yes Allow )
Filter by Group > Jent All Yes Allow V' Filter by state
Server Private,. Yes Allow Y Filter by Group
View = .
Server Private,.. Yes Allow Viaw
Refresh All Yes Allow
FportListd APv4) Al Yes Allow @ Refresh
APV6) All Yes Allow = Export List..
Help ta Port All Yes Allow Help
1 Bonjour Service Public Yes Allow
& Bonjour Service Public Yes Allow BES Client (ICMPv6)
9 Bonjour Service Public Yes Allow # Disable Rule
v/} Bonjour Service Public Yes Allow ‘g cut
@ FTK Enterprise Agent All Yes Allow .
@ TunesMsI All Yes Allow 5 ' Copy
@ Keysight Communications Fabric Al Yes Allow K Delete
@ Klocwork Java Domain  Yes Allow [Z] Properties
@ Klocwork Java Public Yes Allow
ﬂ Help
8 Klocwork Java Public Yes Allow
@ Klocwork Java Domain  Yes Allow
O kwlef Domain  Yes Allow
O kwlef Domain  Yes Allow
O kwlef Domain  Yes Allow
@ kwief Domain  Yes Allow
@ kwlinker Domain  Yes Allow
S > || < >

New Rule...

4. Select Port— Next.

o New Inbound Rule Wizard X

Rule Type

Select the type of firewall rule to create.

Sieps:

@ Rule Type What type of rule would you like to create?
@ Protocol and Ports

@ Action ) Program
*

o

Rule that controls connections for a program.

Profile
Name @ Port
Rule that controls connections for a TCP or UDP port.
(O Predefined:

@FirewallAP|.dIl -80200

Rule that controls connections for a Windows experience

O Custom
Custom rule.

< Back Cancel

5. Select TCP and Specific local ports.
6. Enter port 8080 in the text field and click Next.
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o

]

@ Action
L

L J

ﬂ New Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ponts to which this rule applies.

Steps:
Rule Type
Protocol and Ports

Does this rule apply to TCP or UDP?

@® 1CP
O upp

Does this rule apply to all local ports or specific local ports?

() All local ports
(®) Specific local ports: |808d

Example: 80, 443, 5000-5010

Select Allow the connection— Next.

Cancel

o

o

L

]

ﬂ New Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Sieps:

Rule Type
Protocol and Ports
Action

Profile

Name

‘What action should be taken when a connection matches the specified conditions?

(@ Allow the connection

This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Rule node.

() Block the connection

8. Select Domain, Private, Public and click Next.

Cancel
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ﬂ New Inbound Rule Wizard

Profile

Steps:
Rule Type

-
@ Protocol and Ports
@ Action

@ Profile

L]

Name

Specify the profiles for which this rule applies.

When does this rule apply?

Domain
Applies when a compuiter is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
or work place.

Public

Applies when a computer is connected to a public network location

< Back Cancel
9. Enter "BFM Server Data Port " and click Finish.

‘ New Inbound Rule Wizard X
Name
Specify the name and description of this rule.
Sieps:
@ Rule Type
@ Protocol and Ports
@ Action
@ Profile Name:

|BFM Server Data Port
@ Name

Description (optional):
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Chapter 3

IMPRES Gen 2 Charger Drivers Manual
Installation

3.1

Installing IMPRES Gen 2 Charger Drivers Manually
(Method 1)

You can perform a manual install of the IMPRES Gen 2 driver if your IMPRES Gen 2 charger drivers are not
properly installed or the IMPRES Battery Fleet Management application is unable to detect IMPRES Gen 2
charger after the charger is connected to PC.

Prerequisites: To perform a manual installation on IMPRES Gen 2 drivers, exit all the IMPRES programs
running on your computer. Connect the USB cable to the USB port on your computer.
Procedure:

1. Run Command Prompt as Administrator.

2. Perform one of the following options:

If... Then...

If you are using 64-bit computer a. Change the directory to the IMPRES Battery Fleet Man-
agement installation package unzipped folder to
C:\Battery_Fleet_Management_V4.0\ISSetupPrerequ
isites\{BB7A14A1-192B-4C7F-80E5-C5AF52C8F002}.

b. Enter the ‘reinstall64’ to reinstall IMPRES Gen 2 Charger
Drivers.

If you are using 32-bit computer 3. Change the directory to the IMPRES Battery Fleet Man-
agement installation package unzipped folder to
C:\Battery_Fleet_Management_V4.0\ISSetupPrerequ
isites\{AAGEF3E7-03EA-468D-A207-21887C64EFA4}.

b. Enter the reinstall32’ to reinstall IMPRES Gen 2 Charger
Drivers.

3. Wait until all the drivers are successfully installed.

T Adminstratos Command Pramgt

42



MNO07501AQ01-AG

Chapter 3: IMPRES Gen 2 Charger Drivers Manual Installation

3.2
Installing IMPRES Gen 2 Charger Drivers Manually

(Method 2)

You can perform a manual install of the IMPRES Gen 2 driver if your IMPRES Gen 2 charger drivers are not
properly installed or the IMPRES Battery Fleet Management application is unable to detect IMPRES Gen 2

charger after the charger is connected to PC.

Prerequisites: To perform a manual installation on IMPRES Gen 2 drivers, exit all the IMPRES programs
running on your computer. Connect the USB cable to the USB port on your computer.

Procedure:

1. Navigate to the Control Panel and select Hardware and Sound.

System and Security
Review your computer’s status

%
&

y | Hardware and Sound

%1 View devices and printers

Add a device
Adjust commonly used mobility settings

Backup and Restore (Windows 7)
Find and fix problems

Network and Internet
View network status and tasks
Choose homegroup and sharing options

~.. Programs
[‘1- Uninstall a program
Get programs
2. Select Device Manager.
? Devices and Printers
U  Add adevice | Advanced printer setup
Change Windows To Go startup options

AutoPlay

Sound

Adjust system volume

Power Options
Change battery settings
Adjust screen brightness

w <M

Display

Make text and other items larger or smaller

o

3.
Update Driver Software.

Change default settings for media or devices

Change system sounds

Change what the power buttons do
Choose a power plan

User Accounts
Q;‘Change account type

Save backup copies of your files with File History

Appearance and Personalization

Change the theme

—

£ Clock, Language, and Region
Add a language

Change input methods
Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

Mouse

Play CDs or other media automatically

Manage audio devices

Change when the computer sleeps

How to correct monitor flicker (refresh rate)

In the Device Manager, navigate to Other devices and right click on the first SUC (or MUC) and select
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=1 Device Manager E@
File Action View Help

&= @ E H=| 8BRS
a4 WIN-80KMARRTIME -

> @ Batteries

.. M Computer

g Disk drives

&> -Bl Display adapters

» ) DVD/CD-ROM drives
> <= Floppy disk drives

, == Floppy drive controllers

b "";-‘"J Human Interface Devices

-Gl IDE ATA/ATAPI controllers D?
» 22 Keyboards

m

1> -J5 Memory devices
() .-ﬂ Mice and other pointing devices
i - Monitors
¥ Network adapters
Other devices

SUC— - - A
SUC; Updale Diiver Sullware..

473 Ports(C| Disable

- WTFCom Uninstall
]2 Processt
= Sound,*i Scan for hardware changes
A% Starane| _
Launches the Updaté_ Fprric ice.

4, Select Browse my computer for driver software.

U [l Update Driver Software - SUC

How do you want to search for driver software?

= Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software

for your device, unless you've disabled this feature in your device installation
settings.

= Browse my computer for driver software
Locate and install driver software manually.

Cancel

5. To manually locate the driver, click Browse.

NOTE:

The driver files are located at the sub-folder of the IMPRES Battery Fleet Management
installation folder. The default full path for the device drivers are located at C:\Program Files
(x86)\Motorola\IMPRES Fleet Management\Drivers\x86 or x64, depending on whether

your computer is a 32 bit computer (use the x86 folder) or a 64 bit computer (use the x64
folder).

6. Once you have located the driver, click Next.
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&3 L UpdsteDriver Software - SUC

Browse for driver software on your computer

Search for driver software in this location:

bgram Files (86)\Motorola\IMPRES Fleet Management\Drivers'6d B Browse...

Include subfolders

<+ Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

[ Mext ]I[ Cancel ]

7. To proceed with the installation, check Always trust software from “Motorola Solutions Malaysia” and
click Install.

=

l\../'l [l Update Driver Software - SUC

Installing driver software...

Would you like to install this device software?

Mame: Cypress Universal Serial Bus controllers
o Publisher: Moterola Selutions Malaysia

Always trust software from "Motorola Selutions l Install ]I[ Don': Install ]
Malaysia”.

@ You should only install driver software from publishers you trust. How can I decide which
device software is safe to install?

8. Click Close to complete the driver installation.
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oy W Update Driver Software - USB-Serial Adapter

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

USB-5Serial Adapter

&

Close

Once the driver is installed, another new hardware is displayed under Other devices which is the
Virtual Serial Port Device.

9. To install the remaining two devices, repeat step 3 to step 8.

=y Device Manager

[E=N HoR )
File Action View Help
e @[ m 8 E%S
b ‘= DVD/CD-ROM drives -
b =4 Floppy disk drives
b -EH Floppy drive controllers
b ‘}ﬁ Human Interface Devices
b g IDE ATA/ATAPI controllers |
.. Keyboards
i Memory devices
b --}j Mice and other pointing devices
Bl Monitors
i -EF Metwork adapters
- i3 Other deviczs
[ SUC
Virtual Serial Port Device 00
7 Ports (COM L LPT)
b B Processors
-& Sound, video and game controllers
b 4 Storage controllers
b M System devices
i @ Universal Serial Bus controllers

.

NOTE:

When the drivers are installed, there are three known devices found under Ports and Universal
Serial Bus controllers.

Different names are used for different MUC chargers.
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e Manages
File Action View Help
e | m|H HE & E %
=] IDE ATASATAPI controllers -
I» -2 Keyboards
1> 8 Memory devices l}
[ ﬂ Mice and other pointing devices

[
b Monitors

[ Metwork adapters

&[5 Other devices

a 77" Ports (COM &LLPT)

Communications Port (COM1

H I;? PS000155A01 IMPRES 2 Comm Module (COI\-‘B)I
b n Processors

b -#% Sound, video and game controllers

B (;— Storage controllers

.M System devices

S ﬂ Universal Serial Bus controllers

U Generic USE Hub

{§ PS000155A01 IMPRES 2 Comm Module MFG |

Standard Enhanced PCI to U5B Host Controller
i Standard Universal PCl to USE Host Controller

m

i USE Composite Device
i USE Composite Device
i USBE Root Hub

USB Root Hub
—r |4
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Chapter 4

Generate License for Offline Activation

Follow this section to generate a license from a HOST ID for the following situations:
e If the machine is not connected to the internet, or

e the customer would like to manually generate and store the individual license files to perform offline
activations

To generate the license file from the HOST ID the following are required:

e HOST ID: See the “Offline Activation” in the IMPRES™ Battery Fleet Management Installation Guide and
follow the steps to generate the HOST ID.

e An entitlement ID (EID): EID was provided to you at the time of purchase of your 20 licenses.

e An account on Motorola Solutions FLEXNET license web site: https://licensing.motorolasolutions.com/
flexnet/operationsportal/logon.do

NOTE: Motorola Solutions radio license system now requires user authentication. Visit http://
connect.motorolasolutions.com and log in using your Partner Hub, Customer Hub, or MyView
credentials before logging in to the license website and activation.

4.1
Creating an Account
Prerequisites: Ensure that you have your EID to complete the process.

Procedure:

1. Go to https://licensing.motorolasolutions.com/flexnet/operationsportal/
showSelfRegisterUserPage.do

2. Fill up the Self Service Registration page.
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« Entitlement ID: |

«User Name: |

«First Name: |

+Last Name: |

+ Email Address: |

Phone: |

Fax: |

Street:

City: |

State/Province: |

Zip/Postal Code: |

Country: |

United States hl

Locale: | English (United States) v

Time Zone:

Opt in to receive email:

3. Click Complete.

[ (GMT -8.0) Pacific Time

O ves @ o

Result: Your EID and HOST ID display the following formats:

EID: 2FBXXXXX-4XXX-TXXX-AXXX-E7EXXXXXXXXX
Host ID: XXXXXXXXXXXXX-TOE7CXXXXXXX

Creating License .BIN from HOST ID File

Prerequisites: Ensure that you have your Host ID, generated in HOSTFILE . txt after you have completed the
installation.

Log on to the Motorola Solutions flex license server from the following link:https://
licensing.motorolasolutions.com/flexnet/operationsportal/logon.do
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operations portal

Manage Entitlements
1. Activate
2. Add New Entitlement To Your Account
3. more

= Browse

anage Devices
1. Manage Devices

3. Inthe Manage Entitlement page, click Add New Entitlement to Your Account.

4. Enter the EID in the text field, then click the MAP ID button.
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P a

Y Entitlement 1D: 93677790 successfully mapped.

Entitlement 1D
§3877790-

HMapped Entitlement and Activation 1Ds.

Activation ID  Description of 1D

The ID is successfully mapped. The ID now appears in the entitlement lists.

In the Manage Entitlements page, select Manage Devices tab.

@ Manage ¢’ », Manage
E.: Entilements Q-'.J) Licenses

-

Manage Entitlements |

* Browse

Wait for the page to load. The loading time depends on the number of devices.

O g, (e GRS

'-;‘.“-:'4:“_ ' B % NET S
T e

',"‘mi-- - et e et

2 [T =) [r————r—

2 ™ B g et .

Select Register Client to generate a license.

e

Devices

| Clients || servers || served ciints |

| View Details | | View History | | G License [}/ Register Client | | Exportv

| Status

O @ BFEBFBFFO0080GE.. Device
Type: String

O @ BFEBFBFFO0080GE.. Device
Type: String

[T [y
it R
Aman L
o s
pemstng. i
[ e
Mo i
[ W
e e
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8. Enter the Host ID in the DevicelD field.
9. Choose Device from the Host Type dropdown list.

10. Click Submit.

Create a Device

=Device 1D: %‘@
« HostType: [Device v |@

ID Type: String

11. Fill up the required information in the following page.

oo B s it ot g

12. In the Add Ons section, select the Entitlement ID.

Add-Ons
Add Entitlement Line Item | | Remove Entitlement Line Item | | G License | | Download v |
| Entitlement Line Item Product
AS_APP_FLTMGT
D Ver 1.0, Qty/Copy 1
NA_APP_FLTMGT
Ver 1.0, Qty/Copy 1
13. Click Save.
s ome
e
I T ™ T N
el ' i amaner e
a - = - P v el [ ] ' - s .y
Wt ek @

Entitlement ID appears in Entitlement Line ltem list.

14. Select the checkbox beside the EID and click Generate License.

Ao
A4 Ertomat Lng Bu  Bmeve otomant Low i || Gomerste e | Gmerived -

Pt

TG

15. Click No for the request file.

52



MNO007501A01-AG
Chapter 4. Generate License for Offline Activation

e Eupvice Activat ioa

« By b st et v e @

Generate button shows up at the bottom right.

16. Click the Generate button.

Dervice Detaity

[ Ry

View Device Details window displays the generated license.

17. To download .bin file, click Download.

Back to Device Download

18. Save the .bin file.

Postrequisites: Use the .bin file to complete the offline activation process. See MN0O0O7473A07 IMPRES™
Battery Fleet Management Installation Manual.
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Database Backup

5.1
Backing Up the Database

Procedure:
1. Open Services.msc and stop the Motorola IMPRES Fleet Management Web Application Service .
2. Open Services.msc and stop the SQL Server (SQLEXPRESS).

3. Navigateto C:\Program Files (x86)\Microsoft SQL
Server\MSSQL11.SQLEXPRESS\MSSQL\DATA, highlight FleetManagement_log.1df and

FleetManagement .mdf
’ = | DATA
% o v x "I' o Hope
ko Copy Paste .o Mo Copy  Dilebe Rename  Mew Froaeries
BT T T o - Facde = -
Organze L ope Seieat
&« 1 * Ths PC Local Disk (3] * Program Files [x8) * Micrasa® SO0 Server * MSSDLT1SOUEXPRESS * MSS(H DAlA
$"  Naime Data modified
= & FleeiManagemen_log.ldf 1173372021 330 AM H00
' FlesthManagament madf 11730/2021 230 ANt 2 184
*= ¥ tempdb.mdf 11/23,/2021 2:08 PV |

4. InC:\Program Files (x86)\Microsoft SQL Server\MSSQL11.SQLEXPRESS\MSSQL\DATA, right-
click and select New Folder.

= | DATA
& cut T Now e~ Open = B Sebect all
- U ¢ 8 X =k # e
% Copy path 4] asy acosss - dt Sakict nong
Pin b Qi Copy I . Mowe Copy  Delete Roname | Meaw Properties TS
ACTBEE L hd o A folder - e
Choboard QOrganize hew Open Setect
» ThisPC 7 Local Disk(€2) 9 Program Files (ki) » | Mew felder (Curl-Shift-N) FUFXPRESS ) MSSOE » DATA o
Create 3 e foider
" Dal
] n
o W NieetManagement_log ldf
s FlectManagement maf 7
- ¥ tempdb.mdf
¥ templngidt
¥ magter mdf 11/29/2021 1254 P S04 Server Database Primary Data File
i mastiag ot 1
& modelmdl "
¥ modeliog df 1
-1 ¥ MSDBData.mal 1
. i MSDEBLog. It 1
- FreethManagement st 4
iy nt.mdf_MSSOL0_2 4,
3 |
J 1

5. InC:\Program Files (x86)\Microsoft SQL Server\MSSQL11.SQLEXPRESS\MSSQL\DATA, right-
click on the FleetManagement_log.1df and FleetManagement.mdf and select Copy.
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DATA
Shars ’
1 & cw | x -1’ I e e iy Ooin
L
J & Copy path L 1| Emmy moce,
- Move Copy | Delele L Py perties
=" e e - telder
Cliphasrd g e 10
This PC * Local Disk (C Program Files (x88) * Miorosoft SOL Server * MSSOLTISCLENPRESS » MSSOL * DWTA
ate madified
H FlertManagemient ing.kat AP T AM SN Son i 1) K
):?Iw‘u\-!mlcutnwll.lrdf b T 1 L Serves Dl # o 160
[ tevgammer & Editwith Notepad « + . Cadr e > .
' lemplog) df ° f.‘.ﬁ;.‘.[;‘ * Drat s = -
s mastor.mat Sean Tor Vinises.. ¥
¥ mastiog.df ¥ Share S04 Serves Dha
= e | 3t
Mgiromit send 16 >
¥ modellogdr 2 &
3 MSDEData o Cut
¥ M5DELog ldf Copy L Server Diatabase Transactiar e

FlectManagement.str
FleetManagementmdl_M5S5CL0_2

& MS_AgentSigringCertit

BFM_40_9_ November_2021

BFM_35.0_ Official Release 26 _Apnl 2021

Creats snortcul
% Doione
G Raname

Properties

6. Inthe newly created folder from step 4, right-click on a blank space and select Paste.

v * Thig PC

Backup_DB_1_Dec_2021

Paste -
[#] Paste sharto

pboand

Local Disk (C:

Program Files (xB6)

o select 28
X v
scc Select none
Delete Henan [ Froperties 5
" s ' Ivert selection

Paew

Microsoft SOL Server * MSSOL11.SQLEXPRESS * MSSQL * DATA * Backup_DB_1_Dec 2021

View >
sart by >
Group by >
Refresh

Customize this fokder...

Paste

Paste shortout
Unclo Rename Ciri=2
TE Visual Studio RITFHV)

Gét GUI Here

 Git Bash Here

7. Open Services.msc and start the Motorola IMPRES Fleet Management Web Application Service .
8. Open Services.msc and start the SQL Server (SQLEXPRESS).
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5.2
Using SQLEXPRESS 2022 with BFM4.02 or Later

5.2.1

Backing Up and Removing Existing SQLEXPRESS and BFM

NOTE:
Skip this step if you have not installed any version of Battery Fleet Management (BFM) and do not

have SQLEXPRESS 2012 or any version of SQLEXPRESS that you do not wish to keep.

Skip copying the files and uninstall SQLEXPRESS directly if you do not have any BFM data to keep.

Procedure:

1.

56

Back up the Fleet Management database.
a. Create a working folder with the following directory: C : \SQLEXPRESS_2022 _INSTALL _FOLDER

b. Stop the BFM web service.

', Services
File Action View Help

e EG= HE » e uw»

*. Services (Local) . Services (Local)

Motorola IMPRES Fleet Name Description Status Startup Type L
;"""?‘-‘"“‘"" Web Application & Motarola IMPRES Fleet Management Radio Network Service  Communica.. Disabled L
ervice .
&k Motorola IMPRES Fleet Management Service Proxy Communica.. Running  Automatic L
Stop the service & Motorola IMPRES Fleet Management Unified Network Service Communica. Disabled 1
Restart the service & Motorola IMPRES Fleet Management Web Application Service e T T [
Gk Natural Authentication Signal aggre.. Manual (Trig.. L
o
Description: -._g‘ Net Driver HPZ12 Running  Automatic L
Enable Web Server and Configure Gk Net.Tep Port Sharing Service Provides abi.. Disabled L
Web Settings for BFM Web Gk Netlogon Maintainsa.. Running Automatic L
Application £k Network Connected Devices Auto-Setup Network Co.. Manual (Trig.. L
Extended A Standard /
\
c. Stop the SQLEXPRESS service.
(. Services — [m] X
| Eile Action View Help
@ M Ec= HE P e np
" Services (Local) . Services (Local)
SQL Server (SQLEXPRESS) Name Description Status Startup Type L
; G Spot Verifier Verifies pote.. Manual (Trig.. L
Stop the service Y501 Server (SQLEXPRESS) Provides sto.. Running Automatic (D..
Pause the service H E
Restart the service G SQL Server Agent (SQLEXPRESS) Executes job.. Disabled r
16 SQL Server Browser Provides SQ. Disabled L
B G SQL Server CEIP service (SQLEXPRESS) CElPservice.. Running  Automatic(D..
escription: A
Prowides storage; processing and \.‘) SQL Server VSS Writer Provides the.. Running  Automatic ll
controlled access of data, and rapid 28} SSDP Discovery Discovers ne.. Running Manual L
transaction processing. “C}: State Repository Service Providesreq.. Running  Automatic L
G still Image Acquisition Events Launches ap... Manual L

Extended A Standard /

d. Back up the database files (FleetManagement .mdf and Fleetmanagement_log.mdf) from 2012 or

other SQLEXPRESS folder to C:\SQLEXPRESS_2022_INSTALL_FOLDER
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DATA
« S
@ New ~
@l Desktop »
- Downloads #
= Documents #
P8 Pictures »
© Music »
i3 videos »
BFM
Screenshots
downloads_2
B1
> This PC
> ﬁ_Netwurk
|
\ 3items

- (m] x
X aF
X Search DATA Q
C:\Program Files (x86)\Microsoft SQL Server\MSSQL11.SQLEXPRESS\MSSQL\DATA
(13 Details
~
Name Date modified Type Size
A_,-j FleetManagement.mdf 2/14/2024 11:48 PM SQL Server Databa... 16,448 KB
=] FleetManagement_log.ldf 2/14/2024 11:48 PM SQL Server Databa... 1,088 KB
# MS_AgentSigningCertificate.cer 11/17/2023 10:17 AM Security Certificate 1KB

2. Uninstall SQLEXPRESS 2012 or other SQLEXPRESS versions present from your computer.

3. Uninstall BFM from your computer.

J  Privacy & security

@ Windows Update

: Settings - =
@  John Preston Apps > Installed apps
@  cpro7@motorolasolutions.com
impres Q = @

Find a setting Q

= Filter by: Al drives v T Sort by: Date installed
/\4 Home

1app found
B System

Motorola IMPRES Battery Fleet Management
6 Bluetooth & devices B 4.0.1 | Motorola Solutions | 2/15/2024 2o
Modi

@ Network & internet i

Related settings Uninstall
/ Personalization

System Components
| ‘ Apps B Remove and manage system components that are preinstalled on Windows

: Accounts
‘L’ Time & language (e e e
*9 Gaming % Help from the web
K Accessibility

Learn about Control panel options moving to Settings

a Get help

&7 Give feedback
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Installing SQLEXPRESS 2022

Procedure:

58

1.

Create a folder to install SQLEXPRESS 2022.

NOTE: Use the same folder from step 1 in Backing Up and Removing Existing SQLEXPRESS and
BFM on page 56 if you backed up your Fleet Management database.

Download SQL EXPRESS 2022 from the Microsoft website: https://download.microsoft.com/
download/5/1/4/5145fe04-4d30-4b85-b0d1-39533663a2f1/SQL2022-SSEI-Expr.exe and save into
C:\SQLEXPRESS_2022 _INSTALL_FOLDER

Run SQL Server Express Edition Installer (SSEI) and Download Media.
a. Goto C:\SQLEXPRESS_2022_INSTALL_FOLDER. Run the SSEl installer and choose Download Media

SQL Server 2022
Express Edition

Select an installation type:

Basic Custom Download Media

Download SQL Server setup files
now and install them later on a
machine of your choice.

er transmits information about your installation expel | as other usage and performance data, to Microsoft to help improve
To learn more about data processing and privacy d to turn off the collection of this information after installation, see the

b. Save the setup files in the same working folder: C:\SQLEXPRESS_2022_INSTALL _FOLDER.


https://download.microsoft.com/download/5/1/4/5145fe04-4d30-4b85-b0d1-39533663a2f1/SQL2022-SSEI-Expr.exe
https://download.microsoft.com/download/5/1/4/5145fe04-4d30-4b85-b0d1-39533663a2f1/SQL2022-SSEI-Expr.exe

SQL Server 2022
Express Edition

Specify SQL Server in

SELECT LANGUAGE

WHICH PACKAGE WOULD YOU LIKE TO [
Express Core (266 MB)
SQL Server Engine only
Express Advanced (544 MB)
SQL Server Engine, Full Text Se

LocalDB (60 MB)
Lightweight version of Express
Or, go to the Microsoft
SELECT DOWNLOAD LOCATION *:

C\Users\cjp017\Downloads

ortal to prd

c. Close the SSEl installer.

Intel

PerflLogs

Program Files

Program Files (x86)
SQLEXPRESS_2022_INSTALL_FOLDER
SWSetup

System.sav

Temp

Users

Make New Folder Cancel

[=] Browse

4. Runthe SQLEXRR_c64_ENU.exe to unpack the installation.

in user mode
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SQLEXPRESS_2022_INSTALL_F( X aF

& e c J > ThisPC >

@ New ~ % 18} \mj

L Downloads Name
= Documents 5 SQLEXPR x64_ENU.exe
P Pictures SQLEXPR _x64_ENU
W Music
ﬂ Videos
BFM
Screenshots
downloads_2
CB1
[

[ This PC

> W Network

2items 1 item selected 266 MB

Local Disk (C) >

N Sort ~

SQLEXPRESS_2022_INSTALL_FOLDER

= View - .

Date modified Type Size

2/14/2024 11:40 PM Application 272,748 KB

2/14/2024 11:41 PM File folder

- (m] X
Search SQLEXPRESS_ 2022 INSTAI @
(T Details

5. After unpacking, the installation center will open. Quit the installation center.
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1 SQL Server Installation Center - o X |

Planning New SQOL Server standalone installation or add features to an existing installation

Installation 1 Launch a wizard to install SQL Server 2022 in 2 nen-clustered envirenment or to add
features to an existing SQL Server 2022 instance.
Maintenance

n =24 Install SOL Server Reporting Services
fools ==
4 Launch a download page that provides a link to install SQL Server Reporting Services. An
Resources internet connection is required to install SSRS.
Options. 7% Install SOL Server Management Tools

=3¢ Launch a download page that provides a link to install SQL Server Management Studic,
SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor. An internet connection is required to
install these tools.

y Install SQL Server Data Tools

“~J Launch a download page that provides a link to install SQL Server Data Tools (SSDT). SSDT
provides Visual Studio integration including project system support for Microsoft Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install SSOT,

Y= Upgrade from a previous version of SQL Server

= Launch a wizard to upgrade a previous version of SQL Server to SQL Server 2022,
Click here to first view Upgrade Documentation

Microsoft SQL Server 2022

6. Download and copy the file CONFIGURATIONFILE_2022.ini from the following link: https://
www.motorolasolutions.com/content/dam/msi/sqglexpress2022configfile.zip.

Extract the zip file into C : \SQLEXPRESS_2022 _INSTALL _FOLDER.
8. Open cmd shell as Administrator and perform the following:

a. Type

cd C:\SQLEXPRESS_2022_INSTALL_FOLDER\SQLEXPR_x64_ENU
and press Enter.

BX Administrator: Command Prompt

rosoft Window ‘'ersion 18.8
Microsoft Cor All

:\Windows\Syste C: 2822 TNSTALL FOLDERASQLEXPR

«64 ENLC-

b. Type
Setup.exe /

CONFIGURATIONFILE=C:\SQLEXPRESS_2022_INSTALL_FOLDER\CONFIGURATIONFILE_2022.INI
and press Enter.

Q NOTE: Ensure the SQL EXPRESS 2022 is installed successfully.
Result: SQLEXPRESS 2022 begins installation.

5.2.3
Configuring TCP Port Using SQL Server Configuration
Manager

Procedure:
1. Open the SQL Server 2022 Configuration Manager.
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SQL Server 2022 Configuration Manager

App

2. Choose SQL Server Network Configuration and Protocols for SQLEXPRESS.

E Sql Server Configuration Manager
File  Action

e # Hd= H

View Help

= &} X

@ SQL Server Configuration Manager (Local)
B saL server Services
i SQL Server Network Configuration (32bit)
% SQL Native Client 11.0 Configuration (32b|
B Azure Extension For SQL Server
v .i SQL Server Network Configuration
&= Protocols for SQLEXPRESS
% SQL Native Client 11.0 Configuration
B Azure Extension For SQL Server

Protocol Name

% Shared Memory
W Named Pipes
¥ TCPAP

Status
Enabled
Disabled
Disabled

3. Double click on TCP/IP to open properties and set Enabled to Yes.

{Local | ProtocolMame  status
on (32hit) TCR/IP Properties. ? x
ation (3201 o ool 1P Addresses
on
B General
aton -
Keep Alive 30000
Listen All Yes
4. Click on IP Address tab and scroll to the bottom. Change the IPALL TCP Port to 1433.
TCP/IP Properties 7 x
Protocol [P Addresses
TCP Dynamic Ports 0 -~
TCP Port
B ipg
Active Yes
Enabled Mo
IP Address 192.168.42.106
TCP Dynamic Ports 0
TCP Port
B ipg
Active Yes
Enabled No
IP Addrass fe80:a0de75cd: 7e20:3628%10
TCP Dynamic Ports 0
TCP Port
B ipai
TCP Dynamic Ports 0
I +3:
v
TCP Port
TCPport
oK Cancel Apply Help

5. Click OK and Save.

6. Restart the SQLEXPRESS server.
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file  Action View Help

L JWcllEle He veoup
Services (Local) Serviéss (Laca)
SQL Server (SQLEXPRESS) Name Description  Status  StartupType  Log OnAs
) & Sound Research SECOMN Service SoundRese.. Running  Automatic Local System
Stop the senice ), Spatial Data Service This service i Manual Local Service

Pause the service
Restart the service

Spot Verifier Verifies pote. Manual (Trigg.. Local System
SQL Server (SQLEXPRESS) Provides sto.. _Running  Automatic INT Service\MSSQLSSQLEXPRESS
SQL Server Agent (SQLEXPRESS) Executes job.. Disabled Network Service

Description: "

€25 Server Browser Provides SQ.. Disabled Local Service
Provides storage, processing and
controlled access of data, and rapid ‘G SQL Server CEIP service (SQLEXPRESS) CEIP service. Running  Automatic NT Service\SQLTELEMETRYSSQLEXPRESS.
transaction processing £J:SQ Server Vss Writer Providesthe.. Running  Automatic Local System
€ SSDP Discovery Discovers ne..  Running ~ Manual Local Service

State Repository Service Providesreq.. Running  Manual Local System
€. still Image Acquisition Events Launches ap. Manual Local System
& Storage Service Providesena.. Running  Automatic De.. Local System

& Storage Tiers Management Optimizes th.. Manual Local System

£ Sync Host_316ead This service..  Running  Automatic (De.. Local System
G SysMain Maintainsa..  Running  Automatic Local System
€. Suster Event Notification Service Monitors sv. Runnina  Automatic Local Svstem

524

Reinstalling BFM 4.0x

Perform the following steps to reinstall the Battery Fleet Management (BFM) application in your computer.

Procedure:
1. Run the BFM installer and follow the installer instructions.

I:.} NOTE:

e In some cases, the installer will close prematurely. Uninstall the BFM application and
proceed to run the installer again to reinstall. Do not attempt to repair the application.

e During installation, you may encounter the following error:

E¥ Administrator: Windows PowerShell - O X

cannot be found on this object. Verify that the property exists and can be set.
Import sqlps module attempts: 1
02: 3 08

H 3 8
import splps module
02: 36.708
0 36.974
or occurred when enabling TCP/IP Protocol and setting TCP Port of IPAl1l: The property 'IsEnabled
cannot be found on this object. Verify that the property exists and can be set.
Import sqlps module attempts: 2
1102 : 30

El
import splps module
02: El
3 96
or occurred when enabling TCP/IP Protocol and setting TCP Port of IPAl1l: The property 'IsEnabled
cannot be found on this object. Verify that the property exists and can be set

Import sqlps module attempts: 3
02: 38.568

import splps module
02: 38.568

3 233
or occurred when enabling TCP/IP Protocol and setting TCP Port of IPAl1l: The property 'IsEnabled
i3

cannot be found on this object. Verify that the property exists and can be se
Import sqlps module attempts: 4
02 39.521

import splps module with full path

stop. ..

stop. ..

stop. ..

WARNING: Waiting for i server X ( X stop...

Press Ctrl and C to enable the installation to proceed.

2. Run the BFM computer application. Your license is preserved if BFM 4.x had been previously installed
in your computer.

3. Close the BFM application after successful running of the application.
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4. After approximately 30 seconds, open your web browser and connect to http://localhost to verify that

the BFM web page loads properly.

Q NOTE:

e If you are using another machine, use a URL link to the server to verify that the BFM web

page loads properly.

e If you encounter an error when verifying the BFM web page, wait for another 30 seconds and

refresh the page.

5.2.5

Copying Database Into SQLEXPRESS

NOTE: Skip these steps if you did not have Battery Fleet Management (BFM) previously installed or if

you do not wish to keep the existing database.

Procedure:
1. Perform the following steps to restore the database:
a. Stop the SQLEXPRESS service.

&4 Services = O x
| File Action View Help
s 7 B b= HE P o up
+: Services (Local) . Services (Local)
SQL Server (SQLEXPRESS) Name Description Status Startup Type L
. &, Spot Verifier Verifies pote.. Manual (Trig.. L
Stop the service X501 Server (SQLEXPRESS) Provides sto. Running  Automatic (D..
Pause the service " - 5
Restart the service 5 SQL Server Agent (SQLEXPRESS) Executes job.. Disabled i
G} SQL Server Browser Provides SQ.. Disabled L
B —.C-;i;, SQL Server CEIP service (SQLEXPRESS) CEIPservice.. Running  Automatic(D..
esc_r:puon. : Q’; SQL Server VSS Writer Provides the.. Running  Automatic L I
Provides storage, processing and t
controlled access of data, and rapid £} SSDP Discovery Discovers ne.. Running  Manual L
transaction processing. :53 State Repository Service Provides req.. Running  Automatic L
G Still Image Acquisition Events Launches ap.. Manual L

Extended/\ Slandard/

b. Copy and paste the files into the SQL2022 data folder.

63



http://localhost

MNOO07501A01-AG
Chapter 5: Database Backup

{ DATA x + = [u] X
& T @] X Search DATA Q
| C:\Program Files\Microsoft SQL Server\MSSQL16.SQLEXPRESS\MSSQL\DATA .
| @ New - (B Details
- Downloads Name - Date modified Type Size
=| Documents ;J FleetManagement.mdf 2/16/2024 10:12 AM SQL Server Databa... 16,448 KB
PN Pictures |1 FleetManagement_log.ldf 2/16/2024 10:12 AM SQL Server Databa... 4,288 KB
O Music 15 master.mdf 2/16/2024 10:09 AM SQL server Databa... 4,096 KB
u Videos (1) mastlog Idf 2/16/2024 10:09 AM SQL Server Databa.. 1,280 KB
Screenshots ;J model.mdf 2/16/2024 10:09 AM SQL Server Databa... 8,192 KB
CB1 157 model_msdbdata.mdf 10/8/2022 8:40 AM SQL Server Databa... 14,208 KB
Drivers-license-i (13 model_msdblog.idf 10/8/2022 8:40 AM SQL Server Databa.. 512K8
PENANG-JAN-FI 113 model_replicatedmaster.Idf 10/8/2022 8:40 AM SQl Server Databa.. 512 KB
;J model_replicatedmaster.mdf 10/8/2022 8:40 AM SQL Server Databa... 4,006 KB
v B This pC =] modellog.ldf 2/16/2024 10:09 AM SQL Server Databa... 8,192 KB
(- = Local Disk (€) 15 MsDBDatamdf 2/16/202410:09AM  SQL Server Databa.. 15,680 KB
> Network 14 MSDBLog Idf 2/16/2024 10:09 AM SQL Server Databa.. 1,280 KB
;J tempdb.mdf 2/16/2024 10:12 AM SQL Server Databa... 8,192 KB

14 items E (]
Start the SQLEXPRESS service.

Go to BFM Installation folder at C:\Program Files(x86)\Motorola\IMPRES Fleet Management,
run the FleetDatabaseUpgarde.exe as Administrator to upgrade the backup BFM database to the
latest version.

2. After approximately 30 seconds, open your web browser and connect to http://localhost to verify that
the BFM web page loads properly.

NOTE:

e If you are using another machine, use a URL link to the server to verify that the BFM web
page loads properly.

e If you encounter an error when verifying the BFM web page, wait for another 30 seconds and
refresh the page.
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Chapter 6

Restrictions on Windows Domains for BFM
Client-Server Connections

The current BFM client-server connection uses a Windows NET socket configuration to communicate with
each other. However, this connection requires that the client be in the same domain as the server. The
following table indicates the relationships.

Client in Domain ABC

Client in Domain CDE

Client not in a Domain

Server in Domain ABC

Yes

No

Yes

Server not in Domain

No

No

No
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Chapter 7

Enable ASTRO Over-The-Air Battery
Management (OTABM) Feature

This feature is to aid the public safety customers to manage the long term health of the batteries. It is not
meant to acquire the current real-time energy levels of all radios within the system.

This application is tightly integrated with functionality developed in the ASTRO subscriber radio as well as the
ASTRO 25 Integrated voice and data trunked radio systems.

IMPRES Battery Management collects battery data from an Intelligent Middleware (IMW) server, which
aggregates and manages sensor data from portable radios. This solution only supports Motorola Solutions
IMPRES batteries on APX portable radios that are configured for the battery management feature. This
solution does not work with 3rd party batteries or non-Motorola Solutions radios.

7.1

Intelligent Middleware (IMW) Overview

Intelligent Middleware (IMW) is a suite of network services that enables interoperability between other
applications and radio access networks such as PremierOne CAD and ASTRO 25 systems.

IMW Presence Service Overview

IMW allows users and applications to receive a device or user presence status, which are present, absent,
and unknown. IMW also uses Classic data service (IV&D) and allows an application to learn IP addresses and
presence status of subscriber units.

A Username may be associated with different subscriber radios at different times, but the Device ID is always
associated with the same radio. IMW provides the association between a Device ID and Username as well as
the subscriber radio IP address and presence status information.

Licenses must be ordered to cover the number of radios that will use the IMW presence service. IMW
presence service is required by each radio that will use the fleet management feature.

Table 3: Presence Service Licensing

Description Nomenclature
Add: 0—-100 Resources for Presence UAOOO58AA
Add: 101-200 Resources for Presence UAOO059AA
Add: 201-400 Resources for Presence UAOO054AA
Add: 401-500 Resources for Presence UAOOOS55AA
Add: 501-1000 Resources for Presence UAOOOS56AA
Add: 1001-5000 Resources for Presence UAOOO57AA

Context (Sensor) Service Overview

Devices capable of linking with sensors and reporting sensor information can be associated with compatible
sensors profiles in the Configuration Manager.

A license must be purchased per device that will report sensor or telemetry data.
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Table 4: Context (Sensor) Service Licensing

Description Nomenclature
UNS Resource Expansions T8108
Add: Resources for Telemetry Service UAO0473AA

7.2
Configuration Process for ASTRO OTA

The followings are the four configuration sections for ASTRO Over-the-Air (OTA):
e Customer Programming Software (CPS) for subscriber

e Intelligent Middleware (IMW) Provisioning

e Identity Manager (IDM) Provisioning

e IMPRES Battery Fleet Management application

7.3
Configuring CPS for Subscriber/Radios

Procedure:

1. To enable or provision the sensor capability on the radio, in Customer Programming Software (CPS),
navigate to Data Configuration — Data Wide — General — Sensor Measurement Reporting.

= =
x|
|

A; Yt £ I 0 APX CPS LABTOOL (Portable] - Device S79CRR5423 *

ion  DortConfiguration  Labtool - DATA CFG

General  POP5 / Wireless WiFi  NATLst  DataUser List

Subscriber IP Address 192.168.128.1
Peer IP Address 192.168.128.2

||| Peertp Address Assignment (e
. ol Dynarmic |

{ Bluetooth D letworking Addresses

4 ST9CRR5423
Radio Inform:

192.168130.1
192.168.130.2

i 9

]

et Messaging =

= B

Report [A Gomparstor Report [FEFill Up/Fill Down Report Find Resuits BSystem Key Report

| Ha1TGDIPWTAN | S79CRRS423

Ready
=

I — T e
2. The following procedures are to enable or provision the ARS server mode on the radio:
a. CPS - navigate to Data Configuration — Data Profiles and select the required profile.

b. ARS - select Enhanced Server for ARS mode and enter the IP address of the IMW in the Automatic
Registration Server Address field.
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3. The following procedures are to enable or provision the Enhanced Data Ports:

a. CPS - navigate to Data Configuration — Enhanced Data Port List.
b. Port List Alias - Add 4001 (Location) and 49625 (Sensors).

AL Aoh T B @ea T L e LSOO Porabi) - Device SIOCRRSAZ3 | Y YW B TN ol B
e
B ofi .| e
Enhanced Dato Port List >
4 579CRRS423 [
Radic Information ¥ Enhanced Data PortList [nersue |1 o 1 L g
Radio Wide .
Factory Overides Port List Alias Port List 1 E
I Radi
1031
4001
iy -
Trunking MI
4 Enhanced Data Port List
Port List 1
Phane Wide
I Conventional Configuration
I Trunking Configuration
I Call List Configuration
I Scan Configuration
E] ___ o ()
= d [Sloutput Binvaiid Fields Report S3Drag and Drop Report Report [A Comparator Report {EFill Up/Fill Down Report A Find Resuits Svstem Key Report
Reacy | HorraDsPW7AN | S79CRRS423
——— = e =

7.4
IMW Provisioning

The Intelligent Middleware (IMW) must be provisioned for the Battery Management feature.

Table 5: IMW Provisioning

Configurations

Description

Sensor configuration

Application identity configuration

Must be provisioned to inform the IMW that the
battery management feature is in use

To provide authorization for the battery manage-
ment server to access the IMW
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Description

Identity Manager

Device Identity

Static group configuration

Configured a client ID, Name, and password to
provide authorization for the battery management
server to access the IMW

Records are used for each radio that uses the bat-
tery management feature and must be created or
existing device identity records must be updated.
These records identify each device, its group mem-
bership, and the configuration of which services
each of each device is using.

Battery management server can subscribe to a
group of radios that are using the battery manage-
ment feature. This allows the battery management
server to be notified when any of the radios in this
group turn on and registers with the IMW

For configuration, refer to Creating a Sensor Profile on page 69.

7.5
Creating a Sensor Profile

IMW Configuration
e Sensor Profile
e Application/User Creation
e Device Addition
o Licenses
e Setup REST
o IMW 5.2.2 and earlier
o IMW5.23
e API Endpoint
e Static Group

Procedure:

1. Log into the Intelligent Middleware (IMW) configuration manager and navigate to Configuration/

Provisioning/Sensors Profile.
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cmadmin 4

Unified Network Services Configuration Manager

@ Home  Licensing  Configuraion  Operator ~  Updale Manager ~  Help
Configuration = Prowvisioning

Provisioning Agency Provisioning Web Services
Application
Publisher Service
XML Name Space

UNS Configuration -
Auto-Provisioning
Functional Group

Sensors Profile

PM Configuration

Network

2. Add a new sensor profile for battery management.

>
@

ef hitps://127.00.1:2441/CM/wicket/bool O ~ @ G” & Unified Network Services C... |
Unified Network Services Configuration Manager cmadmin &

@ Home Licensing Configuration Operator ~ Update Manager ~ Help

Configuration = Provisioning ' Sensors Profile

Sensors Profile

Sensors Profile Name Compatible Device Type

APX

O
O SensorsP1
O APX

Battery MGM

Copyright © 2017 Motorola Solutions, Inc

3. Enter the profile name such as Battery Management.
4. Select APX for the compatible device type and click Submit.

70



MNO007501A01-AG
Chapter 7: Enable ASTRO Over-The-Air Battery Management (OTABM) Feature

e —
o o3

e & https://127.00.1:23441/CM/wicket/page O ~ @ & H & New Sensors Profile ‘ ‘

Unified Network Services Configuration Manager cmadmin &

g Home Licensing Configuration Operator ~ Update Manager ~ Help

Configuration = Provisioning = Sensors Profile '~ New

Sensors Profile

Configuration
Sensors Profile Name | Battery Management |
compateiz Devi= e | IS | |

Last Modification Time

Last Modification Time

Cancel Reset

Copyright © 2017 Motorola Solutions, Inc.

Open up the newly created sensor profile and click Associate to select the Sensor Kit.
Sensor Kits

Associate

O Sensor Kit Name

| Battery

You do not need to edit the sensor configuration. The following is the sensor configuration.

Unified Network Se Configuration Manager cmadmin &

0 Home  Licensing  Configuration  Operator -  Update Manager ~  Help

Sensor Kits
Sections
Configuration Associate Delete
Sensor Kits
O Sensor Kit Name
O Battery

Sensor Configurations

Trigger Periodic

Value Trigger
Sensor  Sensor Sensor Raise SensorFall  Trigger Trigger Upper Interval
[ Alias Direction Description Description Relationship  Value Range [seconds]
[] Battery In None
Sensor
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6. Select the Battery Sensor kit name and click Submit.

(= —
e‘:’fv\,’”'ﬁ https://127.00.1:8441/CM/wicket/page O ~ @ GH & Unified Network Services C.. ‘ ok T

Unified Network Services Configuration Manager

cmadmin & Log

@ Home  Licensing  Configuration  Operator ~  Update Manager ~  Help

Sensor Kit

Sensor Kit Name
Battery

Oxygen

Handgun Holster

Taser Holster

oooolae

‘Weapon Discharge

Copyright @ 2017 Motorola Solutions, Inc.

7.6
IMW Device Configuration

Every device in the system must be enabled for Presence and Context (Sensor Reporting). Existing devices
might also have additional options depending on other uses in the system.

7.6.1
For IMW versions 5.2.2 and earlier

Procedure:

1. In Unified Network Services Configuration Manager window, navigate to Configuration/Provisioning/
Devices and select each radio record that is used with the battery management feature.

2. Enable the following services:
e Presence Service

e Context Service
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Unified Network Services Configuration Manager cmadmin &

0 Home

Configuration

Device
Identity

R

Licensing

Provisioning < Devices ' suid-bee00-039-00000¢

Device Name

Friendly Name

Service ID

Configuration

adio System

Presence Service @Allowed

Location Service

QoS Service

Coniext Service @allowed

Configuration Operator ~ Update Manager ~ Help

suid-bee00-039-00000c

5uid-bee00-039-00000c

504501390385117

ASC

Obisallowed

®Allowed

ODisallowed

OAllowed

@Disallowed

Copyright ® 2017 Motorola Solutions, Inc. C

For IMW versions 5.2.3 onwards

Procedure:

1.

In Unified Network Services Configuration Manager window, navigate to Configuration — Provisioning
— Devices.

Select the device to review or select New and verify the following information.

Device Name must be unique.

Friendly Name is use to help identify the device.

Service ID is an IMW internal tracking ID and can not be changed.

Network Device Identifier - Device ID on the ASTRO radio system.

Agency - Deployment dependant name. Used to structure the devices based typically based on a

user's organizational structure
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74

New Edit

Agency
AlB
AlB
AlB
AlB
AlB

AlB

O O 0o 0o od b &

i
>
()

Delete

Security Device

Group
AlB
AlB
AlB
AlB
AlB
AlB

AlB

Presence Service must be Allowed.

Context Service must be Allowed.

Security Group must match.

Select the profile created in Sensor Profile.
Network Device Identify is the ASTRO device ID.

Name

RadioD3

Radio0?2

RadioD4

Radio05

RadioD&

Radio07

Radio20

Edit all

Friendly
Name

APOUNIOS |

APOUnit02 |

APOUNIt04 |

APOUNIt0s .

APOUNIt0e |

APOUNItO7

APOUNit20 .

. In Configuration, update the devices and verify the following information.
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Configuration

Radio System APO_AIB

Presence Service ®Allowed

CbDisallowed

Location Service ®allowed
ODisallowed

205 Senvice Allowed

® Disallowed

Context Sernvice ®allowed
CDisallowed

Security Group AlB

Functional Group Default Functional Group

Location Network Profile

Location
GPS Protocol | Apx Trunked
(2]
Associated Device
Sensors Profile pal_sensor
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MNetwork Device |dentifier

HPD Device IP Address

Last Modification Time

Last Modification Time 2020-11-04 13:45:19

Submit Cancel Reset

4. Click Submit.

Postrequisites: Once all devices have been updated, perform a Delta Download in IMW.

7.7
IMW Representational State Transfer

The IMW Representational State Transfer (REST) standard provides APIs similar to those defined by the 3GPP
Parlay X standard but uses generally accepted REST API specifications.

The IMW interfaces are based on these standards, but also provide proprietary extensions to these
interfaces. IMW REST and Web socket APIs provide query access to presence and location data, and
messaging over HTTP or HTTPS. Subscription access to presence data, location data, group data, and
context data are provided over Web sockets or Secure Web sockets. Requests and responses are encoded
using the JavaScript Object Notation (JSON) format.

The following figure is applicable for IMW 5.2.1/5.2.2 only.

REST/WS API Logical Data Transport Diagram

‘___,_-fl_‘ :
Tor som >

suthenacazan IMW 1dm
ver ot > [y
- Autrvetcatan k
=
- o ta e bt for ports s protocoh . S £t retons fir poets sexd protocon
= P e L St MG M e ] Presenceflocaton/MGM Telemesey -
Application Server CEN Firewall IMW
Corel VM
Description 1 Source | Drestination
I Server | TV 1dm v
REST secure Server | 1w Corel v or ae v | ephemesat | ssooo | TCP | wres  Jssa/msizazao
REST unsecure Server | imiw CoretvM or A v | ephemesal | sacoc | =3 | HITP
WebSocket secure Server | IMW Corel VM or AE V4| Ephemeral | 65002 | = T wss SSL/ TS 1.2 33,30
Websocket unsecure iication server | 1MW Corea vaa or A€ via | epnemeral | esooz | Tor = Iin
Location
REST secure Server 1MW Corel VM or AE VA | Ephemera 65000 TCP HTTPS  [ssa/ms 12,311,310
REST unsecure Server IMW Corel WM or AE Vi | Ephemera 52000 =3 HITP )
WebSockes secure Server 1MW Corel VM or A€ via | Ephemera 65001 Tcr W55 58/ 123330
WebSOCkET Lnsecure Server 1MW Corel Vi or AE V| Ephemera 64001 =3 WS T
Appiicanon Server INIW Corel wii or AE vea | Ephemera 55000 = hres_ [sm/msiz 1110
Server MW Cored VM or AE Vi | Ephemeral 54000 Ter HTTP /A
Server IMW Corel VM or AE VP | Ephemera 65003 TeP WS ss/ms1z.11.10
Server INMW Coreld VM or AE VA4 | Ephemeral 64003 3 WS mra
Server IAW Corel wiv or AE via_| Ephemera 65005 3 wiss Ss/msiz a1 10
IMIW Corel VM or AE VIA

“IMW supports using the indluded privately signed certificates or certificates signed by any Certification Authority.

The following figure is applicable for IMW 5.2.3 only.
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IMW v5.2.3 and greater REST/WS API Logical Data Transport Diagram

Tep 5031
Tepso31 >
b Authenticmion————
N
o Sos mbla balow for ports and protacals 3 + porta snd protocols -5
= = = Prasance/location/MGM/Talamatry |~ s onIACM Talamatry |~
Application Server CEN Firewall MW
Corel VM
Description | Source | Destination SrcPort | Dst Port [Transport Protocol| App Protocol | Encryption®
Authentication | application server | MW Corel VM | Ephemeral | 9031 TCP HTTPS |sa/msiz,11,10
Presence
REST secure Application Server IMW Core1 VM or AEVM | Ephemeral | 65000 TP HTTPS 1.0
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 TP HTTe
Websocket secure Application Server IMW Core1 VM or AEVM | Ephemeral | 65002 TP wss 10
WebSocket unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64002 TP ws
Location
REST secure Application Server IMW Corel VM or AEVM | Ephemeral | 65000 TP HTTPS SSL/T151.2,11.1.0
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 TP HTTP N/A
WebSocket secure Application Server IMW Corel VM or AE VM Ephemeral 65001 TCP WSS SSL/TMS512,11,10
WebSocket unsecure Application Server IMW Corel VM or AE VM Ephemeral 64001 TCP ws A
Multi Group
REST secure Application Server IMW Corel VM or AE VM Ephemeral 65000 TCP HTTPS SSL/TIS1.2,11,10
REST unsecure Application Server IMW Corel VM or AEVM | Ephemeral | 64000 TP HTTP WA
Inslhisat (’;:’:‘:”c' Vechsoclket Application Server IMW Corel VM or AEVM | Ephemeral | 65003 TP wss TS
ARAaRE Dol WEbSpker Application Server IMW Core1 VM or AEVM | Ephemeral | 64003 Tcp ws
unsecure WA
Group Lists - WebSocket secure Application Server IMW Corel VM or AE VM Ephemeral 65005 TCP Wss S8L/TIS1.2,11,10
Group Lists - WebSocket unsecure Application Server IMW Corel VM or AE VM Ephemeral 64005 TCP ws SSL/TLS 1.2, 1.1, 1.0
Telemetry
REST secure Application Server IMW Coref VM or AEVM | Ephemeral | 65000 Tce HTTPS SSL/TIS1.2,11,1.0
REST unsecure Application Server IMW Corel VM or AE VM Ephemeral 64000 TCP HTTP N/A
Websacket secure Application Server IMW Corel VM or AEVM | Ephemeral | 65006 Tcr wss SSL/T1512,11. 1.0
WebSocket unsecure Application Server IMW Corel VM or AE VM Ephemeral 64006 TCP WS N/A

*IMW supports using the included privately signed certificates or certificates signed by any Certification Authority.

7.7.1

IMW REST Setup for IMW 5.2.2 and Earlier

IMW versions 5.2.2 and earlier uses IDM.

Procedure:
1. Connect into IDM Virtual Machine through the VSphere Console.
2. For Main Menu, select 5. Application Administration.

Main Menu (= Uption not available)
Software Administration
05 Administration

services Administration

Backup and Restore Administration
Application Administration
. Quit
Enter selection (1-5,q):

3. For Application Administration, select 1. Identity Service Configuration.
4. For Identity Service Configuration, select 2. Manage Credential Validator and Clients.
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Application Admini ration (s - Option not available)
1. Identity Se Conf iguration
b. Back to Previous Menu
qg. Quit
JEnter selection (1,b,q): 1

Identity Service Configuration (s Option not available)
e R R B B R S 8 S R R B B 8 2 2 B B B B S . S 8 B S S B B 5 B S B S B N B =% 3
e Identity Serwvice
( edential Val ator and Clients

Manage Datab: ] Jords

Manage Certificat

Gener Licex Usage Reports

TLS configuration

Back to FPrevious Menu

Quit

selection (1-6,b,qg):

5. Manage Credential Validator and Clients, select 6. Add Application Client.

6. In Add Application Client, enter Client Id,Client Type, Client Password, Client Name, and
Client Description.

Manage Credential Vali ~oan ienmts (> - Option not available)
- 00 D0 6 0 DEDE - DEPEBEEDE DM

List Active Dir

Add Activ

Remove

pplication
lication C
> fipplication Client

to Previous Menu

&

Id: BFMBZ
L. Type [clientCredentials]:
! ord:
[BFMBZ 1: BFMBZ

Client Description: Batt gement server_

D NOTE: This will be the Login and Password used in Battery Management

71.7.2

User Creation for IMW 5.2.2 and Earlier

The client ID and password are the credentials used for the battery management application to connect to the
IMW.

Prerequisites: The Client ID uses the same Username and Password as in section "Setting Up Client PC" in the
IMPRES™ Battery Fleet Management Installation Guide.

Procedure:

1. To create a new application identity, navigate to Configuration/Provisioning/Application — New.
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Unified Network Services Configuration Manager cmadmin
@ Home  Licensing  Configuration  Operator Update Manager =  Help
Configuration = Provisioning = Application
Application
New D Q
O clientip Friendly Name ParlayX Notification Security Mode service ID
O meep mecp Automatic (Transport Level Only) 28456882585277
[0 CTSuser CTS Automatic (Transport Level Only) 101356730353620
[0 WebPortaiClient Automatic (Transport Level Only) 473262815529999
[0 EKServer EKServer Automatic (Transport Level Only) 823860369612193
[0 123456789 CloudConnect-CTO Automatic (Transpert Level Only) 124930654976229
O 12345 BFMO1 Automatic (Transport Level Only) 769671919791529
[0  Harris-demo-cc Harris demo Automatic (Transport Level Only) 915614890621034

Provide the following information:

e Client ID - Any decimal number

e Friendly Name - Any name

Change the access type to Read And Write.

@ Home Licensing Configuration Operator = Upaate I~ Help
Conhguration Frovisionng Applhcation 12345
Sections " .
Application
s Identity
ok Client ID I —_— I
_--_;' XML Name Friendly Name I BEMO I
SenicelD  750671916791529
ParlayX Mofification Automatic (Tr t Level C[v]
Secunty Mode
Configuration
Access Type I Read And Write [v] I
Change Cadence Allowsd =V|

PariayX Application's
Securtty Token Service
URL

ParlayX Notification
Authentication User Name

Create the application password.
Q NOTE: The passwords have to be the same for all fields.

Click Submit

The Update Manager needs a Full Configuration download.
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@ Home  Licensing  Configuration  Operator -  Update Manager ~  Help

URL

PariayX Notification
Authentication User Name

Sections

ParlayX Nofification || _____
Authentication Password

Motification Autnentication
Password

= Re-Enter PariayX I s I

ParlayX AP| Access |

sessssss
Password

Re-Enter PariayX AP |

sasssses
Access Password

PariayX AP| Access

No v|
Locked =

Last Modification Time

Last Modification Time

Cancel Reset

2018-05-03 1250 54

7.7.3

IMW REST Setup for IMW 5.2.3 Onwards

IMW version 5.2.3 and newer does not have IDM virtual Machine or Configuration. Functionality was migrated
into the Core1 Virtual Machine. IMW 5.2.3 uses Application Configuration information.

7.7.4

User Creation for IMW 5.2.3 Onwards

Procedure:
1. To create a new application identity, navigate to ConfigurationProvisioning/Application — New.
@ Home Licensing Configuration Operator Update Manager « Help

Configuration = Provisioning  Application

&
Application
_ = -
O clientiD Friendly Name ParlayX Notification Security Mode Service ID
O meep mecp Automatic (Transport Level Only) 28456882585277
CTSuser CcTs Automatic (Transport Level Only) 101356730353620
[0 WebPorlaiClient Automatic (Transport Level Only) 473262815529999
EKServer EKServer Automatic (Transport Level Only) 823860369612193
123456789 CloudConnect-CTO Automatic (Transport Level Only) 124930654976229
12345 BFMO1 Automatic (Transport Level Only) 769671919791529

2. In Application — Identity, perform the following procedures:
a. EntertheClient ID.Any decimal number can be used for this.
b. Enterthe Friendly Name. Any name can be used for this.
c. Select the Interface Type as ParlayREST.
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Application
Identity

Client ID 12345

Friendly Name BEMO1

SeviceID ' g72439118258721

Interface Type ParlayREST ﬂ

ParlayX Notification Security

Automatic (Transport Level Only) v
Mode ' J

3. In Configuration, perform the following procedures:
a. Access Type should be set as Read and Write.
b. API Access Password must follow complexity rules.
Q NOTE: This will be the Login and Password used in Battery Management.

Select No for API Access Locked.
Select Yes for Presence Access.

® a o

Select Yes for Sensor Access.
f. Others can be left at default.
4. Click Submit.

Postrequisites: The update will require a Delta Update. Delta download can be done now or at the final
configuration.

7.7.5
IMW Associated Application

Q NOTE: Applicable for all IMW releases.

When and where to use: Each application must be associated with an agency.

Procedure:
1. From the Home Screen, select Agencies.
Q NOTE: An IMW might have multiple Agencies or a single.
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Unified Network Services Configuration Manager

@ Home Licensing Configuration Operator « Update Manager - Help
Common operations

Agencies Devices Users Static Groups Application Rule Configurations

2. Select and edit the Agency that contains the devices being monitored.

Agency
New Edit Delet s t t Q
Agency Name Access Point Name Active Directory Domain SIP Domain
AlB mot.sz01A2 mot.sz01A2

3. Select Associated Application.

Sections

4. Select New. Insert two entries, one for the Security Group and one for the Security Group_apps.

Associated Application

]

New Edit

7]
1]
I

Final Screen shows the application name selected with Security Group and Security Group_apps.
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Associated Application

Mew Edit Delete
] Application Security Group
| 12345 AlB
[l 12345 AlIB_apps

Postrequisites: A Delta Download is needed after this change.

7.8
API Endpoint

API Endpoints are special-purpose virtual machines designed to meet the need for handling many
subscriptions from dispatcher applications for query or subscribe over REST/WS for presence, location,
telemetry, and mgm data.

Having multiple AE virtual machines enables Intelligent Middleware (IMW) to upscale the overall load of
distributing notifications and handling queries (for presence or location) from several thousands of watchers.
The IMW with AEs can be installed in the following configurations:

High Tier Software Installation
IMW core virtual machine and three separate AE virtual machines.

Low Tier Software Installation
AE services are installed on the IMW virtual machine with the other services.

Table 6: Low Tier versus High Tier Software Installation

Low Tier Software Installation High Tier Software Installation
Non-Geo/Redundant Geo/Redundant (Optional)
Low or High Tier Hardware High Tier Hardware

- Higher Capacity
- Multiple (10 or more) ParlayX/REST Connection

7.8.1

Configuring APl Endpoint

Procedure:
1. To create a new API Endpoints, navigate to Configuration/UNS Configuration/API Endpoints.

NOTE: For the REST API to work, the Intelligent Middleware (IMW) needs a configured API
Endpoint.
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Unified Network Services Configuration Manager

@ rome  censing  Confiuration  Operator-  UpdaleManager - Help

Gonfiguration | UNS Gonfiguration | AP! Endpoints

API Endpoints.
Configuration
Transport Security Mode Required (HTTPS and WSSony)  [¥]
Web Socket Lifetime 3 hours ﬂ
Last Modification Time
Last Modification Time

2016-07-19 17:40:15

Submit | Cancel | Reset

API Endpoint Instances.
New | Edt | Deiete

O UNS1 APl Endpoint IP Address UNS 2 API Endpoint IP Address

O 10511432 1051.1.142

Provide the following information:

e Transport Security Mode - set to Required (HTTPS and WSS only)

e UNS 1 API Endpoint IP Address - Enter the Core1 (UNS) IP address from the IMW

e Web Socket Lifetime - 8 hours (Default)

If your system has 2 UNS that enter the other UNS IP address.

|:|} NOTE: If there are multiplier APl Endpoints in the system, each API Endpoint must be filled in.

2. Configure the following settings:

Table 7: Low Tier and High Tier Configuration
Low Tier High Tier

Create only AET (Another number can be used)  Create AE1, AE2, and AE3 (Numbers should
match deployed Virtual machines)

Assign the IP address of Core1 VM Assign IP addresses assigned to each Virtual
Machine

3. Download the Delta configuration.
4. Perform the following actions:

Tier Actions

Low Tier e On Corel1 UNS Administrative Client.
o Stop all Services.
o Restart all Services.
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Tier

Actions

High Tier

e On all 3 AEs UNS Administrative Client
o Stop all Services.
o Restart all Services.
e On Core1 UNS Administrative Client
o Stop all Services.
o Restart all Services.

|:|} NOTE: Screens will appear slightly differently on AE than on core 1.

5. Click Submit.

6. Navigate to Update Manager/Delta Download and select Agency and perform a Delta Download.

7.9
IMW Static Group

A Static Group is a subset of devices associated together inside IMW during Runtime.

These devices must be part of the same Agency and should be part of a standard group. The Static Group
is used as part of the REST/Websocket Presence and Location Subscriptions. IMPRES Fleet Management

provides the updates for all members of a Static Group.

Some system will not have all devices monitored by IMPRES Fleet Management. In the case where only a
subset of devices will be monitored, a custom static group can be created and the devices to be monitored

can be assigned to this static group.

7.9.1

Configuring IMW Static Group

Procedure:

1. To create a new Static Group, navigate to Configuration/Provisioning/Static Groups and click New.

NOTE: It is also possible to use sysgrp:all_devices@SipDomain. This is a predefined group of all

devices. If all devices on this IMW use battery management, sysgrp:all_devices@SipDomain can
be used. SipDomain needs to be modified to the specific sip domain in use by the customer. If all
devices selection is used, this step of creating a new static group can be skipped and
sysgrp:all_devices@SipDomain is entered in the battery management application configuration

presentity field.
Configuration ' Provisioning = Sialic Groups
Static Group
New
O Agency Security Group
O AIB AlB

2. Assign the Static Group to a single agency.

Static Group Name Friendly Name

pai-static PA1 Static Group
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Select agency for new static group

<

Select Agency

OK Cancel

3. Insert a Static Group Name and Friendly Name.
NOTE: The Static Group Name will be used in Battery Fleet Management as part of the

Presentity.
Static Group
Identity
Static Group Name BFM-Static
Friendly Name Battery Fleet Mgt Static Group
Configuration

Security Group AlB

Last Modification Time

Last Modification Time

Submit Cancel Reset

4. To change the Static Group into Multiple Static Groups, select the created Static Group and click Edit.
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Static Group
New Edit Delete
1] Agency Security Group
O AlB AlB pai-static
¥l AlB AlB BFM-Static

Chapter 7
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Friendly Name
PA1 Static Group

Battery Fleet Mgt Static ..

To select devices to be associated with the Static Group, click Associate Device.

NOTE: Devices must be associated with the Static group or they will not report as part of the

subscription.

Static Group
Identity

Static Group Name

Friendly Name

Configuration

Security Group

Last Modification Time

Last Modification Time

Submit Cancel Reset

Associated User, Device

BFM-Static

Battery Fleet Mgt Static Group

AlB

2021-01-25 11:46:18

Associate User Associate Device

Name

No Records Found

Security Group

Type

In the list of all the devices of the Agency, select each device to be added. Multiple selections is
available, limited by the drop-down filter. Increase the drop-down filter if there are multiple pages to be

added.
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Device

Submit

Device
) Name

[ Radio03
[ Radiod2
[ Radio04
[] Radiods
[J Radio0&
[ Radiod?
[] Radio20
] Radiods
[ Radio09

[ Radio10

Cancel

Friendly
Name

APOUNito3
APOURItD2
APOUNItD4
APOUNItDS
APOUNItOE
APOURNItO?
APOUNIt20
APOUNitO8
APOUNIt0S

APOUNIt10

Showing 1o 10 of 14

Security Radio
Group System
AB APO_AIB
AB APO_AIB
AB APO_AIB
AlB APO_AIB
AlB APO_AIB
AlB APO_AIB
AB APO_AIB
AB APO_AIB
AlB APO_AIB
AlB APO_AIB

7. Click Submit for each selection.

Presence
Service

Allowed

Allowed

Location
Service

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Aliowed

Allowed

Group

QoS Context Management Interoperability
Service Service Service Capable
Disallowed Allowed Disaliowed Disaliowed
Disallowed Allowed Disallowed Disaliowed
Di Aliowed  Dig Di
Disallowed Allowed Disallowed Disallowed
D Alowed D Di
Disallowed Allowed Disallowed Disaliowed
Disallowed Allowed  Disallowed Disaliowed
Disaliowed Allowed Disaliowed Disaliowed
D Aliowed D D
Disaliowed Aliowed  Disaliowed Disaliowed

a -

Network  HPD
Device Device IP
Identifier  Address

3

2

Service ID

201408386993819

301594560259188

376543013819382

855297931585149

992445997422984

T37931105922367

85942862079023

662417190240353

680244227035849

303204428354615
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IMW SIP Domain

The IMW SIP Domain is used as part of the Presentity in Battery Fleet Management.

To find the SIP Domain, select Agency from the UNS Configuration Manager SIP Domain will be listed per
Agency in the IMW.

Agency

New Edit Delete User Import Device Import Search Q v
[0  Agency Name Access Point Name Active Directory Domain SIF Domain
0 AB mot sz01A2 mot sz01A2
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Checking the IMW Synchronization Status

Depending on the changes, the IMW requires either a Delta Download or a Full Download to push changes
into the running database.

Procedure:
1. To check for Synchronization Status, navigate to the Update Manager — UNS Configuration Manager.

@ Home Licensing Configuration Operator ~ Update Manager ~ Help
| ] i B
Download i Refresh Synchronization Status | System Synchronization Status
Last Synchronization Time @3B B bRk
AIB v

Synchronization of Agency Objects

Data Category Name Synchronization Status

Agency Provisioning Data Synchronized

2. Select Delta Download — Agency — Refresh Synchronization Status.
Your screen indicates one of the following results:
e Synchronized
e Delta Download Required
e Full Download Required

3. Perform one of the following actions:

Option Actions

Delta Download Required a. Select Agency.

Verify that there is no active downloads in
the Current Jobs section.

Select Download.
Watch for job completion.

Full Download Required a. Navigate to Update Manager — Full Down-
load.

b. Select Application.
Verify that there is no active downloads.

Select Full Configuration Download. Ac-
knowledge the warning popup about now
current downloads.

e. Select Yes.
f. Verify Download Completion.
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