FEATURES

Identification of
vulnerabilities

Puts your network security
into perspective by
measuring it against known
and emerging threats

Benchmarks

Established baseline for
your security program
against PCI DSS standards

Security Roadmap
Provides prioritized
action plan to ensure PCI
compliance

Risk Management
Prioritizes risks and
vulnerabilities to prevent
under or over-protecting
your data while ensuring
PCI compliance

FACT SHEET
Advanced Services

PCl Planning and Assessment Service

Retailers under attack

Retail establishments have always been a favorite
target of thieves and shoplifters, but today you
can't even see them coming. Today's most insidious
criminals never even enter the store. They can be
out on the sidewalk, sitting in a parked car, in a
hotel room across town, or even thousands of miles
away on a different continent. They work through
the Internet or through wireless connections to
gain access to your most precious assets — your
customer records and payment card numbers.
Their actions can devastate your business and

cost you and the credit card companies millions

of dollars.

The best defense

When a network breach results in the theft of
payment card data, the payment card companies
often have to absorb thousands of dollars in
unauthorized purchases that get charged to the
stolen numbers. To fight this fraud, the Payment
Card Industry (PCI) established the PCI Data
Security Standards (DSS), a comprehensive list
of more than 100 requirements to help ensure
the protection of payment card data. These
requirements cover all aspects of IP network
security including physical security, anti-virus
software, patch management, and intrusion

protection systems. Any company that processes
payment card transaction must conform to these
standards with quarterly and annual audits to prove
compliance. Failure to do so can result in fines,
liability, and loss of service.

PCI Security Assessment

The Motorola PCI Planning and Assessment Service
helps you prepare for PClI compliance audits by
assessing your wireless and wired networks against
the PCI DSS requirements. During several days at
your site we conduct a thorough review of your
security processes and policies, perform automated
security assessments, and analyze your network
architecture to uncover any gaps that may exist.

If gaps are found, we provide a full report including
specific recommendations and action plans for
closing them.

This Motorola services executes the PCI| DSS test
cases as would be executed by the Quality Security
Assessor (QSA), including:

e |dentifies the Cardholder Data Environment (CDE)
within your network

e Executes automated security assessment tools
as needed on in-scope hosts



Incident Response
Planning

Ensures rapid return to
normal operations following
a security incident

Wireless LAN Assessment
Protects against
unauthorized use of the
network and validates

RF coverage and leakage

Documented Security
Assessment Reports and
Presentation

Documented security
recommendations based on
review and assessment of
your security policies and
procedures and

potential business impact of
identified vulnerabilities

Highly Qualified,
Credentialed Consultants
Offer more than a century
of combined experience
across all markets,
technologies, and network
architectures
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PCI Security Assessment

e Evaluates technical controls customers, Motorola Security Services has
developed a strategy based on a proven approach and
e Reviews and analyzes network architecture methodology that encompasses people, processes,
policy, and technology. We go beyond typical security
e Performs WLAN site-survey focusing on rogue controls to help you succeed in protecting your
AP detection and use of non-compliant WLAN network and information.
technology
Why Motorola
e Reviews operation controls and documentation Motorola is a world leader and trusted partner in
wireless network solutions. From WiFi to WiMAX,
e Conducts personnel interviews to understand cellular to mesh, few companies can match our
policy and procedures history of wireless insight and innovation.
e Maps requirements to controls to demonstrate Motorola was also one of the first companies to
evidence of executing those controls. recognize the threat of Internet crime and wireless
breaches and developed many of the processes and
e |dentifies PCI DSS gaps and provides gap procedures that became the core of any company's
closure recommendations security posture.
The Motorola Security Services team Finally, as a recognized security thought leader and
The Motorola PCI Planning and Assessment Service wireless technology innovator, we accepted the
is delivered by Motorola Security Services, a team of invitation to join the Payment Card Industry Data
highly credentialed security professionals with deep Security Standards Board and help define the retail
experience in network security, wireless security, all security standards.
areas of networking, and PCI DSS compliance. As
leaders in network security, these specialists stay For more information about Motorola Enterprise
on top of the rapidly changing landscape of security Services, please visit us on the Web at
threats and compliance technologies and continually www.motorola.com/business/services or access
refine their tools and skills to help guide you through our global contact directory at
your PCl compliance needs. Through years of working www.motorola.com/enterprisemobility/contactus

with companies, service providers, and government

At-a-Glance: PCI Planning and Assessment Service

PCI Assessment Description

Gap Analysis PCI DSS 12 Category/201 Point pass/fail check:

e Execution of PCI DSS test cases in your environment to determine level of compliance to PCI DSS requirements
Gap Closure Plan & Recommendations:

e |ist of recommendations based on outcome of PCI DSS test cases to assist in attaining PCl compliance

Design Review Self-Audit and Self-Assessment Assistance:

e Selection of applicable Self Assessment Questionnaire (SAQ)

e Execution of PCI DSS test cases in order to complete the SAQ

Identification of systems/networks:

e Activity to define boundaries of your IT environment (systems, wireless and wired networks) that must comply to
PCI DSS requirements

WEP Migration Assessment (PCI DSSV1.2):

e Evaluation of wireless networks to determine compliance to PCI DSS v1.2 wireless network requirements.

¢ Recommended migration strategy for non-compliant wireless networks to PCI DSS v1.2 requirements

Automated Security | Execution of security test tools as required by PCI DSS and customer specific needs.
Assessments

Final Report Delivery | Assessment Report and Recommendations:
e Summary report documenting output
e Executive summary presentation

NOTE: For complete program details and information about availability in a specific country or geography, please contact your local Motorola representative.
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