FEATURES

PCI Network Design
Design for compliance
addresses Cardholder Data
Environment wired/wireless
network infrastructure

Design for PCI gap closure
Helps ensure and sustain
compliance with PCI DSS

PCI Optimization
Risk-aligned design changes
enabling cost-saving use of
existing infrastructure and
devices

Wireless LAN Scanning
architecture

Design solution to monitor
your wireless environment
and AirDefense Wireless
IPS deployment with
recommendations for PCI
compliance

Integrated PCI Services
portfolio
Select both PCI Network

Design Service and PCI Design

Implementation Service for a
seamless transition from the
design into the actual network
integration

FACT SHEET
Advanced Services
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A network designed for compliance

When you designed your first in-store networks,
you wanted greater speed and efficiency, better
customer service, and tighter coordination between
the storefront and the stockroom. Depending

on when you automated your stores, network
security may not have been a top consideration.
Now, however, it has to be. Compliance with PCI
security standards is an ongoing process — one that
becomes significantly easier when your network is
designed with security and compliance in mind.

Better performance, greater security

Motorola’s PCI Network Design Service is focused
on helping you create a network infrastructure

for your CDE that meets or exceeds PCI DSS
standards. This vendor agnostic service delivers a
custom architecture designed to ensure the security
of your customer'’s payment card data. Drawing on
years of security expertise, the Motorola Security
Services engineers focus on issues such as network
segmentation, payment card data boundaries,
firewall and router compliance schemes, encryption,
intrusion detection systems, and sensor placement,
and provide you with a blueprint that includes
architectural diagrams, equipment needs, and
estimated costs. As part of the PCI Services
portfolio, PCI Network Design Service builds on

the information determined during the PCI Planning
and Assessment Service and flows directly into the
PCI Design Implementation Service for a seamless
network integration.

The Motorola Services Team

Through years of working with companies, service
providers, and government customers, Motorola has
developed a strategy based on a proven approach
and methodology that encompasses people,
processes, policy, and technology. Motorola's PCI
Network Design Service is delivered by Motorola
Strategic Mobility Services in conjunction with
Motorola Security Services, a team of highly
credentialed security professionals with deep
experience in network security, wireless security,
all areas of networking, and PCI DSS compliance.
As leaders in network security these specialists
stay on top of the rapid changing landscape of
security threats and compliance technologies, and
continually refine their tools and skills to help guide
you through your compliance needs. \We go beyond
typical security controls to help you succeed in
protecting your network and information.

Why Motorola

Motorola is a world leader and trusted partner in
wireless network solutions. For more than 75 years,
Motorola has proven itself as a global leader in
wireless, broadband, government and automotive
communications technologies.

Motorola has a proven capability and a strong
history of security expertise used to provide secure
environment for our customers, partners and
Motorola itself as a large corporation. Motorola’s
secure network processes over 75 million
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transactions on a monthly basis and supports
more than 1,000 e-trading partners. Motorola
supports multiple industries, police agencies and
governments with comprehensive, world-class
security solutions.

Motorola offers a comprehensive portfolio of
cost-effective, high-performance services and
applications that are robust and operational in
critical multi-vendor, multi-technology environments.

We leverage deep expertise in mobility, security
and systems integration to deliver world class
services. Motorola collaborates with you to
understand your needs and help you achieve
your organizational objectives.

For more information about Motorola Enterprise
Services, please visit us on the Web at
www.motorola.com/business/services or access
our global contact directory at www.motorola.com/
enterprisemobility/contactus

At-a-Glance: PCI Network Design

Motorola’s PCI Network Design Service focuses on four key elements to help you create a Cardholder Data
Environment that is compliant with PCI DSS requirements: Network Design, Security Architecture, Network

Management and Physical Facilities.

What PCI Network Design Offers:

Network Design

What it means to you:

Based on identified gaps, Motorola will develop and document
PCI Network Design, addressing the following elements:

- Network Infrastructure

- Security Architecture

- Network Management Design

- Physical Facilities

Design Review

Motorola conducts a detailed design review with your team to
show you how the proposed design closes PCI DSS gaps and
positions you for the next steps towards implementing

the design.

Defined Design Deliverables

The PCI Network Design delivers a detailed design, including:
- Network diagrams
- Security architecture diagram
- Full proposed software and equipments list
-IP plan
- Physical requirements for implementing the design

Motorola's PCI Planning and Assessment Service is a pre-requisite for PCI Network Design Service.

NOTE: For complete program details and information about availability in a specific country or geography, please contact your local Motorola representative.
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